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Foreword The Census 2000 Testing, Experimentation, and Evaluation Program
provides measures of effectiveness for the Census 2000 design,
operations, systems, and processes and provides information on
the value of new or different methodologies. By providing measures
of how well Census 2000 was conducted, this program fully sup-
ports the Census Bureau’s strategy to integrate the 2010 planning
process with ongoing Master Address File/TIGER enhancements and
the American Community Survey. The purpose of the report that
follows is to integrate findings and provide context and background
for interpretation of related Census 2000 evaluations, experiments,
and other assessments to make recommendations for planning

the 2010 Census. Census 2000 Testing, Experimentation, and
Evaluation reports are available on the Census Bureau’s Internet site
at: http://www.census.gov/pred/www/.
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1. Background

The mail return to the 1990 U.S.
census averaged 64.6 percent,
some 10 percentage points less
than in 1980 and 5 points less
than had been anticipated by the
Census Bureau (Singer, Mathiowetz,
and Couper, 1993). One hypothe-
sis put forward for the reduced
return rate was increased public
concern about privacy, document-
ed in a series of surveys by the
Harris Organization (Westin, 1990),
and about confidentiality. In this
report, concern about confidentiali-
ty refers to a desire to keep infor-
mation already given to one agent
out of the hands of others; concern
about privacy refers to a desire to
keep information out of the hands
of others altogether. Although
there is some evidence that the
public may be blurring the distinc-
tion between these concepts
(Martin, 2000), the distinction
appears to be a meaningful one in
much of the research reported
here. Although the Outreach
Evaluation Study, carried out by
the Census Bureau in 1990, found
that the large majority of respon-
dents believed that census data are
kept confidential (Fay, Bates, and
Moore, 1991:18), and that such
beliefs had not declined since the
last decennial census, it also docu-
mented a significant change in the
relationship between trust in the
Census Bureau's assurance of con-
fidentiality and self-reported cen-
sus return rate. Whereas trust was
not predictive of self-reported
returns in 1980, it was predictive
of such returns in 1990 (ibid. and
table 4), with some 17 points sepa-
rating the self-reported return rates

of those with a high and a low
degree of trust.’

In an analysis of actual census mail
return rates and attitudes toward
privacy and confidentiality (as
measured in the Survey of Census
Participation, carried out by the
National Opinion Research Center
in the summer of 1990), Singer,
Mathiowetz, and Couper (1993)
found that both attitudes were pre-
dictive of actual returns, with con-
cerns about confidentiality, meas-
ured by a series of items all
pertaining to the census, the
stronger predictor of the two.? In
a subsequent analysis that pitted
concerns about privacy and confi-
dentiality against other attitudes,
demographic characteristics, and
various measures of competing
demands as well as access and
capacity, Couper, Singer, and Kulka
(1998) demonstrated that confi-
dentiality concerns (but not con-
cerns about privacy) remained a
significant predictor of mail returns
to the 1990 census.

Adding to the Census Bureau's
unease was a National Academy of
Sciences panel recommendation
that it consider using administra-
tive records to improve the accura-
cy of the Census 2000 count
(Steffey and Bradburn, 1994). It
was hypothesized that such data
sharing among federal agencies, if
it became public knowledge, might

"In 1999 and 2000, the relationship
between trust in the Census Bureau's prom-
ise of confidentiality and self-reported return
of the census form was smaller but still sta-
tistically significant (Singer, 2001, p. 342).

2 The privacy index consisted of eight
items, only two of which dealt explicitly with
the Census Bureau or census.

increase existing confidentiality
concerns, as might a request for
the respondent's Social Security
number (SSN) to facilitate the
merging of information.

As a result of these various devel-
opments, the Census Bureau in the
early 1990s embarked on a pro-
gram of privacy-related research,
including focus groups, large-scale
experiments, and commitment to
support a series of cross-sectional
surveys that would track attitudes
about privacy and confidentiality,
especially as these related to the
decennial census and the proposal
to supplement the traditional count
by use of administrative records.
This report synthesizes the find-
ings resulting from that program
under the following headings:
Changes in attitudes about privacy,
confidentiality and data sharing
over time; the effect of the Census
outreach campaign on attitudes
toward confidentiality and data
sharing; the impact of negative
publicity on privacy concerns; the
effect of privacy-confidentiality
concerns on census participation;
public perceptions of agency confi-
dentiality practices; the effect of a
request for Social Security num-
bers; the role of the partnership
program in privacy attitudes; atti-
tudes and behavior; and the role of
informed consent. The research
projects serving as the basis for
the evaluation were the Surveys of
Privacy Attitudes (SPA); the Social
Security Number, Privacy Attitudes,
and Notification experiment
(SPAN), which examined the effect
of requesting Social Security hum-
bers on unit and item nonresponse

U.S. Census Bureau
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to the census form; the Survey of
Partners, which questioned organi-
zations that participated in the out-
reach program on what they
thought was effective or ineffective
about the campaign; the report of
focus groups held in Puerto Rico
on why households did not mail
back the Census 2000 question-
naire; an ethnographic investiga-
tion of people's privacy schemas;
and an Internet survey of privacy
attitudes during Census 2000.

However, drawing inferences from
this research for the public's
behavior 7 years from now is risky.
The world has changed drastically
since Census 2000 and the
research reviewed here was carried
out. A terrorist attack leveled the
World Trade Center and damaged
the Pentagon. The future, in terms

of other terrorist attacks on the
United States and more stringent
security laws, is uncertain. All of
these events have potential impli-
cations for the climate of public
opinion that will surround the next
decennial census, but it is impossi-
ble at present to predict either
what that climate will be or how it
will affect data collection efforts.

Since Census 2000, two pieces

of legislation diametrically
opposed in their implications have
both been enacted into law. The
E-Government Act, passed in
November 2002, provided
unprecedented protections for the
confidentiality of data collected by
government agencies. In principle,
the existence of this legislation
should make it easier to reassure
the public that the information

they provide to the Census Bureau,
as well as other government agen-
cies, cannot be used in administra-
tive proceedings against them, and
that the confidentiality of this
information is protected by strong
legislation and appropriate penal-
ties. However, the USA Patriot Act
was also enacted into law since
Census 2000, and extensions to it
are being planned as this is being
written. The implications of that
legislation for the ability of the
Justice Department and other law
enforcement agencies to gain
access to data regardless of the
confidentiality assurances given by
other agencies have not yet been
tested. As a result, it is by no
means clear what the net effect

of these two pieces of legislation
will be.

2 Privacy Research in Census 2000
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2. Changes in Attitudes About Privacy,
Confidentiality, and Data Sharing

Over Time?

2.1 Methods

The findings reported in this
section are based largely on four
surveys of the telephone popula-
tion 18 and over residing in the
contiguous 48 states carried out
between 1995 and 2000. The first
was developed in consultation with
the Census Bureau as part of the
University of Maryland's 1995 Joint
Program in Survey Methodology
practicum. The second, which
used a questionnaire virtually iden-
tical to that in 1995, was carried
out by Westat in 1996 under con-
tract to the Census Bureau. The
third and fourth, done in July
through October 1999, just before
the start of the public relations
campaign and nationwide field
recruiting for Census 2000, and
from April to July of 2000, after
delivery of census forms to U.S.
households, were done by the
University of Michigan under con-
tract with the Census Bureau, with
data collected by The Gallup
Organization.

All four surveys used virtually
identical methods and achieved
very similar response rates. All
were random digit dialed surveys
with one member of the house-
hold, aged 18 and over, randomly
selected after household listing by
the interviewer. The response
rates for each survey follow:

* This section is an abridged version of
material reported in Singer (2001).

Year Sample Response
size rate

1995 1443 61°

1996 1215 60°

1999 1677 62°

2000 1978 61°

2 Interviews divided by the total sample
less businesses, nonworking num-
bers, and numbers that were never
answered after a minimum
of 20 calls.

® Interviews divided by the total
sample less businesses, non-
working numbers, and the estimated
number of ineligibles among the non-
contacts.

2.2 Limitations

A number of limitations attend the
findings summarized in Section 2.
First, the population covered
excludes adults living in nontele-
phone households and non-English
speakers (except for Spanish
speakers in 1999 and 2000).
Second, compared to face-to-face
surveys, the response rates
obtained are relatively low; third,
attitudes about confidentiality and
data sharing may belong to the
realm of nonattitudes - that is, atti-
tudes that are created on the spot
and therefore ephemeral; finally,
the organizations carrying out the
surveys have changed over the
years.

These limitations are discussed in
more detail in Singer (2001). In
brief, there is reason to believe
that the bias introduced by nonre-

sponse to the survey is relatively
small, but that it serves to under-
estimate privacy concerns and
opposition to data sharing. There
is also reason to believe that
respondents answer questions
about novel phenomena not in ran-
dom fashion, but rather in light of
their attitudes toward known, relat-
ed stimuli. Examination of the sur-
vey findings and related behaviors
suggests that attitudes bear a non-
trivial relationship to relevant
behavior, especially when the
object of the attitude and the
behavior are identical (i.e., provi-
sion of a SSN).

Changes in the organizations car-
rying out the surveys are another
potential threat to the data, and,
given that three different survey
organizations carried out four sur-
veys, there is no way to control for
this effect. However, many so-
called "house" effects are attribut-
able to variations in question order
or differences in probing of Don't
Know responses. Question order
was virtually identical across the
four surveys discussed here, and
Don't Know and Not Sure rates are
very similar across the four sur-
veys. Furthermore, the pattern of
changes in responses over time
varies from question to question,
making it unlikely that there are
consistent house effects in these
data. Changes in sample composi-
tion that might result from differ-
ent calling algorithms and different
refusal conversion strategies are
compensated to some extent by
weighting the data to known cen-
sus distributions, although such
weighting obviously cannot com-

U.S. Census Bureau
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pensate for attitudinal differences
that might be associated with vari-
ations in sample composition due
to differential recruitment and fol-
low-up strategies. This last limita-
tion potentially affects the accura-
cy of the estimated trends from
1995 to 2000. Because the same
organization carried out the 1999
and 2000 surveys, estimates of
attitude stability and change dur-
ing those 2 years should be less
affected.

A potential source of bias in three
of the surveys is the introduction,
which in 1996,1999, and 2000
mentioned both the fact that the
survey was "a study of people's
attitudes about whether govern-
ment agencies keep information
about them private" and that it was
being done on behalf of the U.S.
Census Bureau. This may have
reduced the participation of people
most concerned about privacy, as
well as that of people with unfa-
vorable attitudes toward the
Census Bureau.

2.3 Trends in beliefs about
confidentiality

Trends in beliefs about the Census
Bureau's treatment of personal
information were measured in sev-
eral different ways on these sur-
veys. Early in the interview,
respondents were asked for their
beliefs about Census Bureau prac-
tices. Later questions probed their
knowledge of the laws governing
confidentiality practices, and then
those knowledgeable about the rel-
evant laws were asked whether
they trusted the Census Bureau to
obey them. Finally, at the very
end of the interview, respondents
were asked several questions
about potential misuses of census
data involving breaches of confi-
dentiality. Most questions were
asked in all 4 years, but some

were asked in only 3, as a result of
our experience with the 1995 sur-
vey.

The first question designed to
probe beliefs about actual prac-
tices asked, "Do you believe other
agencies, outside the Census
Bureau, can or cannot get people's
names and addresses along with
their answers to the census, or are
you not sure?" The introduction to
the question referred back to the
demographic questions asked on
the short form and informed peo-
ple that "the person in the house-
hold who fills out the form must
list the full name of everyone who
lives there along with each per-
son's age, sex, race, [and marital
status.]" The second question,
asked for the first time in 1996 to
assess whether use of the term
"confidentiality" would change the
pattern of responses, was, "Do you
think the Census Bureau does or
does not protect the confidentiality
of this information, or are you not
sure?" with an introduction identi-
cal to that already quoted.
Respondents in 1996 were ran-
domly assigned to one question or
the other. Finally, in 1999 and
2000, in order to try to clarify ear-
lier inconsistencies, one third of
the sample was asked both of
these questions (with the order of
guestions randomized), followed
by an open-ended question about
the meaning of confidentiality to
the respondent.

Responses to the two questions
inquiring into beliefs about Census
Bureau practices show a significant
increase between 1996 and 2000
in the proportion giving the correct
response (that other agencies can-
not get the data, and that the
Census Bureau protects confiden-
tiality)--from 6.1 percent to 17.3
percent in the case of "can get”
(Singer et al., 2001, Table 2.7), and
from 12.9 percent to 25.1 percent

in the case of confidentiality (ibid.,
Table 2.8). Unlike later questions
discussed in this section, these
questions offered an explicit Not
Sure category to respondents. The
very large proportion of Not Sure
answers, which is perhaps the
most striking feature of both
tables, is, therefore, a function
both of the public's lack of infor-
mation and of the response
options offered by the question; cf.
Schuman and Presser (1981). In
1996, for example, when the ques-
tions were asked both with an
explicit Not Sure option and, in
split-ballot form, without such an
option, the Not Sure rate shown
dropped from 46.8 percent to 7.7
percent; however, the ratio of cor-
rect to incorrect responses did not
change (Kerwin and Edwards,
1996, Table 7).

Data comparable to those reported
above are also available from a
National Research Council (1979)
study inquiring into confidentiality
concerns as factors in survey
response, which asked an almost
identical question. Reanalyzing the
responses to this question, Brick et
al. (1997) report that 39 percent
believed Census records were
available to other agencies, 9 per-
cent believed they were not, and
51 percent said they did not know.
These figures are quite similar to
those obtained in 1995, although a
larger percentage answered Don't
Know and a smaller percentage
offered the incorrect response in
1979.

* When respondents who answered
“Not Sure” were asked to guess, the propor-
tion giving the correct response increased to
52.8 percent and 60.5 percent in 1999 and
2000, respectively, for the question about
confidentiality, and to 20.8 percent and 24.2
percent for the question about other agen-
cies (calculated from Table 1 in Tourangeau,
Singer, and Presser, 2003).

4 Privacy Research in Census 2000
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Near the end of the 1996 inter-
view, respondents were asked for
the first time whether the Census
Bureau was forbidden by law from
sharing identified data with other
agencies, or (in a split-ballot ver-
sion) whether the Census Bureau
was required by law to keep the
data confidential. These questions
were repeated in 1999 and 2000.
Trends in responses to the "forbid-
den by law" question show a large
increase in the proportion giving
the correct response ("Forbidden
by law") between 1996 and 1999,
and a further proportional increase
between 1999 and 2000 (Singer, et
al., 2001, Table 2.18), although
even in 2000 the correct response
was given by less than half the
sample. Incorrect responses also
increased between 1996 and 1999,
but this trend was dramatically
reversed in 2000, perhaps as a
result of the Census Bureau's pub-
lic relations campaign in connec-
tion with the decennial census. In
every year, the proportion believ-
ing that there is a law requiring
confidentiality is much larger than
the proportion believing that there
is a law forbidding data sharing
with other agencies (ibid., Tables
2.18 and 2.19).

However, just as the percentage of
those correctly perceiving the
Census Bureau's protection of con-
fidentiality increased between
1995 and 2000, so did the per-
centage of those saying it would
bother them "a lot" if another gov-
ernment agency got their answers
to the census, along with their
name and address, or if their
answers to the census were not
kept confidential. The percentage
responding "a lot" to the former
guestion increased significantly
from 36.8 percent to 45.6 percent
between 1995 and 2000 (ibid.,
Table 2.16); corresponding
responses to the latter question

increased from 36.6 percent to
49.6 percent between 1996, the
first time the question was asked,
and 2000 (ibid., Table 2.17). In
both cases, the largest increase
occurred between 1996 and 1999,
with the further change between
1999 and 2000 not statistically
significant.

In all 3 years, respondents who
indicated that there were laws for-
bidding data sharing or requiring
confidentiality were asked whether
they trusted the Census Bureau to
obey these laws. In all three years,
about two thirds of those asked
said they would trust the Census
Bureau to uphold the law (ibid.,
Table 2.20).

Almost at the end of the question-
naire, respondents were asked
three questions designed to meas-
ure the prevalence of suspicions
sometimes voiced about the mis-
use of census data for law enforce-
ment purposes. The first of these
asked (in 1995, 1999, and 2000),
"Do you believe the police and the
FBI use the census to keep track of
troublemakers?" The percentage of
those giving the correct response
(i.e., that it is not used for that
purpose) increased slightly, from
49.0 percent to 52.1 percent,
between 1995 and 1999, and then
substantially, to 63.5 percent,
between 1999 and 2000 (the over-
all change is statistically significant
at .001). The second question,
used only in 1999 and 2000,
asked, "How about to locate illegal
aliens? Do you believe the census
is used for that?" The percentage
voicing this belief declined signifi-
cantly, from 50.3 percent in 1999
to 42.1 percent in 2000. Finally,
respondents in 1999 and 2000
were asked, "Do you agree or dis-
agree that people's answers to the
census can be used against them?"
The percentage agreeing declined
from 39.2 percent to 37.3 percent,

but this change was not statistical-
ly significant (ibid., p. 35).

Martin (2001) reports that agree-
ment that people's answers can be
used against them increased signif-
icantly during the period following
mailing of the Census 2000 forms;
her finding is based on Inter-
Survey tracking surveys with inde-
pendent samples. The Surveys of
Privacy Attitudes (SPA) also found
an increase in agreement with this
statement by interview date
(logged) during the 2000 survey
(p=.2) (Singer, 2001, footnote 9).
Thus, there is evidence of a long-
term decline in suspicion about the
use of census data for law enforce-
ment purposes, coupled with
heightened suspicion during the
data collection period itself.

2.4 Trends in attitudes
toward privacy

So far, we have considered trends
in beliefs about confidentiality.

SPA also, however, asked questions
about privacy, as distinct from con-
fidentiality. One question asked
specifically whether the respon-
dent regarded the Census Bureau's
asking about age, race, and sex,
along with name and address, as
an invasion of privacy; others were
more general questions. Some of
these questions were asked in all 4
years; most were asked only in
1995, and then again in 1999 and
2000.

There was a small but significant
decline between 1995 and 2000 in
the percentage of the sample
regarding the questions asked on
the census short form as an inva-
sion of privacy; 23.5 percent
regarded it as an invasion in 1995,
and 20.9 percent did so in 2000
(Singer et al., 2001, Table 2.6).
Scores on the Privacy Index, con-
sisting of answers to the five more
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general privacy questions, also
declined slightly but significantly
during this period.

2.5 Attitudes toward
confidentiality in the
Puerto Rican sample

A small sample of Puerto Rican res-
idents was interviewed by tele-
phone as part of the SPA in 2000.
This sample expressed less con-
cern about privacy and more trust
in the Census Bureau to protect
confidentiality than the mainland
sample did (Singer et al., 2001,
pp. 107). It is possible that nonre-
spondents to the survey--the 43
percent of the sample who did not
answer the survey--and those
(roughly one third of the popula-
tion) who do not own a telephone
may hold attitudes quite different
from those of the interviewed sam-
ple. It was not possible to match
the census returns of the Puerto
Rican sample to their survey
responses in order to examine the
relation between privacy attitudes
and census returns directly. Focus
group discussions of why Puerto
Ricans did not mail back their cen-
sus forms revealed concerns about
confidentiality as one factor men-
tioned by participants (Berkowitz
and Brudvig, 2001, pp. 17-18), but
they cannot inform us about the
importance of that factor relative
to others.

2.6 Trends in attitudes
toward data sharing

Singer, Schaeffer, and Raghunathan
(1997) have shown that opinions
about data sharing are related in
predictable ways to trust in gov-
ernment, to confidence in the
Census Bureau's promise of confi-
dentiality, to feelings of political
effectiveness, and to a more gener-

al inclination to share or withhold
personal information. Although
such opinions may shift in
response to media attention to the
issue (Kerwin and Forsyth, 1998,
p. 19), they can usefully be regard-
ed as reflecting these general pre-
dispositions.

Trends in attitudes toward three
different issues are explored in the
series of surveys under discussion
here: the use of administrative
records to reduce the undercount;
the use of such records to replace
the conventional census; and the
use of administrative records to
provide the information currently
collected by means of the census
long form.> Questions about
reducing the undercount were
asked in terms of data sharing by
the Social Security Administration,
the Internal Revenue Service (IRS),
and one additional agency, which
varied from year to year;® the
order in which agencies were
asked about was randomly rotated.
Questions about a records-only
census did not specify any particu-
lar agency, and questions about
the long form were asked only
about the IRS and a second agency,
which also varied from year to
year. In each case, the question
about administrative records was
preceded by a short description of
the problem their use was
designed to address. Thus,
respondents were first informed
about the existence of the under-
count, and then asked how they
felt about specific federal agencies
sharing data with the Census
Bureau in order to "identify people
who are missed in the census." To

* The findings of earlier studies are
reviewed in Blair (1994).

51ln 1995, it was the Immigration and
Naturalization Service; in 1996, it was the
Food Stamp Office; and in 1999-2000 it
was "agencies providing public housing
assistance.”

motivate the use of administrative
records to replace the conventional
count, respondents were told, "No
one would be asked to fill out a
[census] form. Instead, the Census
Bureau would count the entire pop-
ulation by getting information from
other government agencies." The
question about replacing the long
form was preceded by a question
probing awareness of the existence
of the long form, and the question
itself contained a fairly lengthy
rationale: "Other government agen-
cies . . . already have some of the
information asked on the long
form. It has been proposed that
they give this information to the
Census Bureau. Combining infor-
mation from agencies would mean
that everyone could fill out the
short form instead of some people
having to fill out the longer form.
To make this possible, would you
favor or oppose . . ."

All three questions show a decline
in approval for data sharing
between 1995 and 2000, and in
every year, those strongly opposed
outnumber those strongly in favor
(Singer et al., 2001, Tables 2.21-
2.28). The decline in support for a
records-only census is almost lin-
ear, with the total drop between
1995 and 2000 amounting to
approximately 17 percentage
points (ibid., Table 2.29). Those
opposed to a records-only census
were then asked whether they
would favor it if it led to increased
accuracy and (if they were still
opposed) if it saved money. ’

The argument about accuracy per-
suaded more people than the
argument about economy (ibid.,
Tables 2.30 and 2.31). The per-
centage remaining opposed in the

” The order of asking about accuracy
and economy was randomized, with those
who continued their opposition to a records-
only census being offered a second reason
for changing their views.
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face of both arguments increased
from 16 percent in 1996 to 23 per-
cent in 1999 and 24 percent in
2000 (ibid., pp. 43-44). Those
who remained opposed were asked
about the reasons for their opposi-
tion. The most frequently given
reasons involved concerns about
privacy and confidentiality, given
by 22 percent in 1999 and 29 per-
cent in 2000; the second most fre-
quent reason was a belief that
such a census would be less accu-
rate (17 percent in 1999 and 19
percent in 2000) (ibid., p. 44).

Since 1995, the Surveys of Privacy
Attitudes have inquired whether
people were aware of the long
form and whether they would be
willing to have government agen-
cies share data with the Census
Bureau in order to eliminate it.
Only about one-fifth of the popula-
tion was aware of the existence of

the long form in 1996, down
somewhat from 1995, and that
figure had declined to 17 percent
in 1999. But by the time of the
2000 survey, which was conducted
the week after census forms were
delivered to every U.S. household,
some 59 percent claimed aware-
ness of the long form (ibid.,

Table 2.32). However, increased
awareness did not translate into
increased approval of having gov-
ernment agencies such as the IRS
share data with the Census Bureau
in order to eliminate the need for
the long form. The percentage
favoring data sharing for this pur-
pose declined from 52.2 percent
in 1995 to 42.9 percent in 2000, at
an average rate of about 2 percent-
age points per year (ibid., Table
2.33); and, as in the case of data
sharing to reduce the undercount,
those strongly opposed to data
sharing of long-form information

outnumbered those strongly in
favor by roughly 2 to 1 (ibid.,
Tables 2.34 and 2.35).

In every year, the public was more
reluctant to permit sharing of sen-
sitive data than to permit sharing
of the information needed to pro-
duce a count of the population.
However, the gap between the long
and short form actually declined,
over the years, from about 18 per-
centage points in 1995 to about 12
percentage points in 2000,
because reluctance to permit shar-
ing even short-form information by
the IRS declined at a greater rate
(ibid., Table 2.36). Not unexpect-
edly, those who believed the
Census Bureau protects data confi-
dentiality were significantly more
willing to have other agencies
share long-form data with the
Census Bureau in all 3 years (ibid.,
Table 2.38).
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3. The Effect of the Census Outreach
Campaign on Attitudes Toward
Confidentiality and Data Sharing

Chapter 3 of the final report on the
SPA assesses the effect of the
Census Outreach Campaign on atti-
tudes toward confidentiality and
data sharing by comparing atti-
tudes in 1999 and 2000, using the
two cross-sectional surveys con-
ducted in those years. The surveys
used identical questionnaires, iden-
tical methods of sampling and
interviewing, had very similar
response rates, and were done by
the same survey organization, so it
is reasonable to assume that they
are measuring change in the rele-
vant attitudes. The analyses also
control for several demographic
characteristics, so it is possible,
but very unlikely, that differences
in the composition of the sample
might account for the differences
observed.

The comparison reveals a number
of significant changes in attitudes
during the 10 months separating
the two surveys. People's aware-
ness of the uses to which the cen-
sus is put increased, as did the
importance they attached to it.
Although there was no change in
the percentage-a fifth of the popu-
lation-who considered the census
an invasion of privacy, there was a
significant decline in the percent-
age of those perceiving, correctly,
that other government agencies
could not get census data identi-
fied by name and address. The
percentage of those who knew that
the Census Bureau is required by
law to protect the confidentiality of
the data it collects (or forbidden by
law to disclose it) also increased
significantly. These changes are, in
all likelihood, attributable to pub-

licity about the census, since in
most cases they reverse or dramat-
ically accelerate trends apparent
from 1995 to 1999 (ibid., p. 3,
59-65).

At the same time, a number of
related questions showed no sig-
nificant change between 1999 and
2000, even though the messages
disseminated by government
might have been expected to have
an impact on responses to at least
some of them. First, and perhaps
most important, there was no sig-
nificant increase in the percentage
of those who said they believe the
government protects the confiden-
tiality of the data. (Given the
other findings cited here, we are
inclined to interpret the absence of
change in responses to this ques-
tion as signifying that it tapped an
element of trust rather than aware-
ness or knowledge about the law.)
Nor was there a significant
increase in the percentage of those
saying they trust the Census
Bureau to keep data confidential.
This question was asked only of
those who answered, correctly,
that the Census Bureau is required
by law to protect the confidentiali-
ty of the data it collects (or pre-
vented by law from disclosing it), a
percentage that did show a signifi-
cant increase between the 2 years.
Nor was there any change in the
generalized trust which people
expressed in the federal govern-
ment (ibid., p. 3, 59-65).

A series of questions pertaining
directly to willingness to have the
Census Bureau use data from other
agencies to fix the undercount,
eliminate the need for a census

altogether, or eliminate the need
for answering questions on the
long form, either showed no
change between 1999 and 2000
or, in the case of willingness to
have agencies share data to elimi-
nate the census, showed a signifi-
cant decline. Similarly, willingness
to provide one's SSN in order to
facilitate such sharing showed no
significant change between these 2
years. It is hard to know how to
interpret these findings. A signifi-
cant decline in willingness to have
agencies share data, and to pro-
vide one's SSN, had been apparent
since 1995 or 1996. This trend
appears to have been halted, if not
reversed, between 1999 and 2000.

Finally, there does not appear to
have been an increase between
1999 and 2000 in concern about
either privacy in general or the pri-
vacy of census-related information.
An indicator of generalized privacy
concerns showed a small but sig-
nificant decline between 1999 and
2000 (ibid., p. 3); however, this
decline was no longer significant
when demographic variables were
controlled (Table 3.1). Responses
to the questions that asked, "How
much would it bother you if anoth-
er government agency, outside the
Census Bureau, got your name and
address, along with your answers
to the census?" and "How much
would it bother you if your
answers to the census were not
kept confidential?" showed a simi-
lar pattern, with sizable increases
in concern from 1995 (or 1996,
the first time the question about
confidentiality was asked) to 1999,
and only small, nonsignificant
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increases thereafter (ibid., Tables
2.16, 2.17).

Singer et al. (2001, pp.66-68) also
examined demographic predictors
of some of these attitudes. Better-
educated respondents in 1999 and
2000 were more knowledgeable
about the census and considered it
more important than those with
less education; they expressed
fewer privacy concerns and were
less likely to see the census as an
invasion of privacy or to believe
census information will be mis-
used. They were significantly
more likely to believe that other
agencies cannot get identified cen-
sus data and that the Census
Bureau protects data confidentiali-
ty; they were more willing to have
agencies provide data to the
Census Bureau to eliminate the
long form and to provide their SSN
to make this possible.

People whose racial identification
was other than white were signifi-
cantly more concerned about pri-
vacy than whites, less likely to
believe the Census Bureau protects
confidentiality; less likely to be
willing to have agencies share data

to reduce the undercount, and less
willing to provide their SSN. At the
same time, they were more likely
to see the census as important
than whites.

Self-identification as Hispanic had
nonsignificant relationships to
many variables, but those that
were significant tended to resem-
ble those of the better-educated.

Gender had inconsistent effects on
the attitudes measured. Women
were less knowledgeable about the
census but considered it more
important than men did. They were
marginally more likely to express
trust in government. They were
more concerned about privacy in
general but less likely to believe
that answers to the census would
be misused. And though they
were significantly more likely than
men to favor data sharing under
certain circumstances, they were
less willing to provide their Social
Security number to facilitate this.

The effects of age were also some-
what inconsistent. Older people
were significantly more knowl-
edgeable about census uses. They
had significantly higher scores

than younger people on the gener-
al privacy index, but were signifi-
cantly more likely to believe that
other agencies cannot get identi-
fied data and less likely to consid-
er the census an invasion of priva-
cy. Nevertheless, they were
significantly less likely to trust the
Census Bureau to uphold confiden-
tiality laws (and less likely to trust
government in general). They
were significantly less likely than
younger people to approve of any
form of data sharing, yet they were
significantly more willing to pro-
vide their Social Security number
to facilitate such sharing.

Like older people, those with high-
er incomes had significantly higher
scores (greater concern) on the pri-
vacy index and were significantly
less likely than those with lower
incomes to trust the Census
Bureau to uphold confidentiality
laws. Yet they were also signifi-
cantly less likely than those with
lower incomes to think responses
to the census would be used
against people. Their answers to
the data sharing questions are
inconsistent.

10 Privacy Research in Census 2000
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4. The Impact of Negative Publicity on

Privacy Concerns

Martin (2000) examined the impact
of three factors on privacy and
confidentiality concerns during
Census 2000: (1) receipt of a long
form; (2) mistrust of government;
(3) publicity and commentary that
increase the public's sensitivity to
privacy and confidentiality issues.
During Census 2000, several
prominent figures commented on
the perceived intrusiveness of the
long form and were widely quoted
in the press in late March. The
public became increasingly aware
of the controversy, which peaked
at just about the time the census
forms were being mailed to U.S.
households.

Martin (2001) used five cross-sec-
tional surveys conducted by
InterSurvey, Inc. under the spon-
sorship of several private founda-
tions between March 3 and April
13, 2000. The surveys were self-
administered using web TV; the
cumulative response rate is about
30 percent. Sample sizes ranged
from about 1900 for the first sur-
vey to 1300 for the fifth. Because
of nonresponse and sample biases,
the InterSurvey results probably
overestimate awareness of the cen-
sus and underestimate privacy con-
cerns. However, they probably
reflect less bias of the survey aus-
pices, since the Census Bureau was
not a sponsor of the surveys.

Martin created a privacy scale con-
sisting of three agree-disagree
items: (1) My answers to the cen-
sus could be used against me; (2)

The Census Bureau promise of con-
fidentiality can be trusted; and (3)
The census is an invasion of priva-
cy. (The three items form an
acceptable unidimensional scale;
Martin, 2001, Table 2.) She then
tested the effect of three hypothe-
sized causal variables on concern
about privacy: (1) receipt of a long
form, (2) awareness of the contro-
versy about census long-form
qguestions, and (3) mistrust in the
government and general mistrust
of people.

Mistrust in government and in peo-
ple in general was highly predic-
tive of the level of privacy concern
about the census (ibid., Table 3),
even with demographic variables
controlled. Receipt of a long cen-
sus form was likewise predictive of
increased privacy concerns.

Finally, hearing about the long
form controversy was also strongly
associated with increased privacy
concerns (ibid). Martin argues, on
the basis of several analyses, that
this association should be inter-
preted causally (ibid). The effects
of the long form and hearing about
the controversy are additive; there
is evidence of a weak, nonsignifi-
cant interaction between mistrust
and hearing about the controversy.
These results resemble those
reported by Singer et al. (2001),
who found that respondents who
reported exposure to negative as
well as positive publicity about the
census had significantly higher
scores on the privacy index and

were significantly more likely to
regard the census as an invasion of
privacy, and less likely to be will-
ing to provide their Social Security
Number, than those reporting no
exposure to publicity about the
census (ibid., Table 3.2).

Like Singer et al. (2001), Martin
found fewer privacy concerns
among the better-educated and
more concerns about privacy
among older people. Differences
by race and ethnicity were non-
significant in Martin's data, where-
as they were significant in the
Singer et al. (2001) study (cf.
Section 3, above).

Finally, Martin shows that respon-
dents who received a long form or
were concerned about privacy
were more likely to report return-
ing an incomplete census form, or
failing to return it at all (ibid.,
Table 4). This finding is replicated
through actual matching of survey
response and census returns in
Singer et al. (2001); see Section 5,
below. An experiment by Junn
(2001) also shows that respon-
dents receiving negative priming,
in the form of questions designed
to raise privacy concerns about the
census, were less likely to respond
to long-form questions adminis-
tered experimentally than were
respondents who received positive
priming, in the form of reasons for
asking intrusive questions, or
those in a control group, who
received no priming at all.
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5. The Effect of Privacy-Confidentiality
Concerns on Census Participation

Because the Census Bureau
matched the 2000 SPA responses
to its file of addresses for the U.S.
population, it was possible to
examine the relationship between
attitudes and behavior--that is,
whether attitudes toward privacy
and confidentiality continued to
predict census mail returns in
Census 2000 as they had in the
decennial census a decade earlier
(Singer, Mathiowetz, and Couper,
1993). At the conclusion of the
interview, all respondents were
asked by The Gallup Organization
interviewers for their address "in
case the Census Bureau wants to
do any follow-up research." (If the
address had already been obtained
prior to the survey, the interviewer
merely verified it with the respon-
dent.®) Interviewers obtained
1695 addresses from 1978 respon-
dents, or 85.7 percent.® Of these,
the Census Bureau matched 1199,
or 70.7 percent, at the household
level. Thus, analyses of census
returns are based on 1199 of the
1978 respondents (60.6 percent)
who provided an address that was
matched by the Census Bureau
(Singer, Van Hoewyk, and
Neugebauer, 2003).'°

8 Where possible, Gallup matched the
sample of telephone numbers to lists of
addresses before the survey in order to send
advance letters to potential respondent
households.

° The results reported here differ some-
what from those in the final report to the
Census Bureau because only the data for
2002 are analyzed here. For a variety of rea-
sons, the prediction from 1999 attitudes to
2000 behavior was deemed unreliable.

* This is a very low match rate. For
example, for their analysis of privacy and
confidentiality as factors in response to the

A number of beliefs and attitudes
directly related to privacy and con-
fidentiality concerns (Privacy
Index; believes census is an inva-
sion of privacy; believes census
information may be used for law
enforcement purposes), and others
inferentially related to these con-
cerns (willing to have agencies
share data with Census Bureau to
reduce undercount, replace the
census, or eliminate the long form;
willing to provide SSN), were
measured on the 2000 survey.
Also measured were positive atti-
tudes toward the census (obliga-
tion to cooperate with the census,
importance attached to the census,
knowledge about census uses, and
trust in the federal government),
which the Census Bureau hypothe-
sized would have a positive effect
on participation.

Singer, Van Hoewyk, and
Neugebauer present three separate
tests of the effect of attitudes
about privacy and confidentiality
on behavior. First, they estimate
the effects of these attitudes on
willingness to provide an address
to the Gallup interviewer. Second,
they estimate the effect of privacy
and confidentiality concerns on

1990 census, Singer, Mathiowetz, and Couper
(1993) used respondents to the Survey of
Census Participation, carried out in the sum-
mer of 1990 by the National Opinion
Research Center (NORC) with a response rate
of 89.8 percent. Respondents to this survey
had been linked to decennial census informa-
tion as part of a larger project on survey par-
ticipation (see Groves and Couper, 1998);
97.6 percent of the addresses were success-
fully matched at the household level. Since
the Survey of Census Participation was a
face-to-face survey, good addresses were
available for all or almost all respondents.

respondents’' return of their cen-
sus form, correcting these esti-
mates for attrition (due to failure
to provide an address and failure
to match the address) in order to
compensate to some extent for the
low match rate. Third, to avoid
some ambiguities in this analysis,
they repeat it for one-person
households. Only the second and
third are discussed here.

Among the attitudinal variables,
the belief that the census may be
misused for law enforcement pur-
poses, as measured by an index
based on responses to three sepa-
rate questions, was a significant
negative predictor of returning the
census form. Thus, like Singer,
Mathiowetz, and Couper (1993),
the authors found that concerns
about the possibility of confiden-
tiality breaches are negative pre-
dictors of cooperation with the
census. Those who favored data
sharing to permit replacing the tra-
ditional census with administrative
records were also marginally less
likely to return their census form.
On the other hand, agreeing that
everyone has an obligation to
cooperate with the census had a
significant positive effect on cen-
sus returns. Concerns about priva-
cy and confidentiality were esti-
mated to explain 1.19 percent of
the variance in census mail
returns, compared with 1.3 percent
in 1990. Thus, the effect of these
concerns on mail returns is appar-
ently consistent from 1990 to
2000.

Another way of looking at the
effect of confidentiality concerns is
to look at the relationship between
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beliefs that the census may be mis-
used for law enforcement purposes
and return of the census form by
mail. Of the 478 respondents (39.6
percent of the matched sample)
who believed that census data are
used for none of the three purpos-
es (identifying illegal aliens, keep-
ing track of troublemakers, and
using census answers against
respondents), 86.2 percent
returned their census form by mail.
The percentage dropped to 80.5
percent among those who
endorsed one of the three items
(N=303), to 76.1 percent among
those who endorsed two items
(N=255), and to 73.7 percent
among the 171 respondents who
endorsed all three items. In 1990,
census return rates declined from
77.8 percent to 54.8 percent on

a similar, but not identical, index
of confidentiality concerns. The
generally higher return rates in
2000 reflect the fact that for a vari-
ety of reasons, the 2000 sample
included more compliant respon-
dents than the 1990 sample did.
Nevertheless, concerns about con-
fidentiality affect behavior in both
samples. The effect in 2000
appears to be linear, whereas the
effect in 1990 appeared only
among those below the midpoint
on the confidentiality index.

The results reported in the para-
graph above are bivariate relation-
ships. Controlling for all the other

variables included in the multivari-
ate model estimated by Singer, Van
Hoewyk, and Neugebauer reduces
the percentage spread by a half a
percentage point. Given the cost of
retrieving census information not
returned by mail, even this reduc-
tion in the likelihood of returning
the census form is substantial.

There are two sources of ambiguity
in the data about the effect of pri-
vacy and confidentiality concerns
on census mail returns. One is
that a household may have moved
between Census Day (April 1) and
the date of the interview, which
ranged from a few days to 3
months later, and this may have
attenuated the relationship
between attitudes and behavior as
measured in the 2000 study." An
additional source of ambiguity is
that except in one-person house-
holds, the individual whose
attitudes were measured on the

" From March 1999 to March 2000,
some 16.9 percent of U.S. households
moved (U.S. Census Bureau, Current
Population Survey, March 2000); therefore
some 5 percent of the households inter-
viewed in 2000 may have been occupied by
residents other than those who filled out the
census form. The respondents were not
asked whether they had lived at the same
address on Census Day. In the 1990 Survey
of Census Participation (SCP), some 6 per-
cent of the sample had moved between
Census Day and the date on which they
were interviewed (Singer, Mathiowetz, and
Couper, 1993). Interviewing for our survey
began immediately after Census Day, where-
as interviewing for the SCP did not begin
until July; as a result, the percentage of
movers in the current study should have
been even smaller.

survey was not necessarily the
same person who had returned the
census form. Respondents were
selected at random from house-
hold members, and only those who
claimed their household had
returned the form were asked
whether they were the person who
had returned it.

In order to try to remove this sec-
ond source of ambiguity, the
authors examined the relationship
between attitudes and behavior
separately in one-person house-
holds, where the respondent and
the person returning or failing to
return the form would almost
always be the same. Comparing
the results with those in multiple-
person households, they found, as
expected, that attitudes of all
kinds accounted for a much larger
share of variance in one-person
than in multiple-person house-
holds--7.4 percent, compared with
3.1 percent. Privacy attitudes
accounted for 4.5 percent of the
variance in one-person households,
compared with only 1.1 percent in
multiple-person households. Thus,
the authors argue that the findings
concerning the effect of privacy
and confidentiality concerns on
return of the census form would
have been even stronger had they
been able in all cases to interview
the person who actually returned
(or was responsible for returning)
the census form for the household.
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6. Public Perceptions of Agency
Confidentiality Practices

There is abundant evidence, dating
at least to 1979, that public per-
ceptions of agency practices with
respect to confidentiality are inac-
curate (see Section 1 of this
report). In the first place, most
people, when given an opportunity,
claim not to know what Census
Bureau practices with respect to
confidentiality are. Second, among
those who say they do know, the
majority believe that other agen-
cies can gain access to the data.
Although there was increased accu-
racy in public perceptions about

agency practices between 1999
and 2000, it is not at all clear that
these gains in accuracy will be
maintained once the effects of the

extensive and intensive public rela-

tions campaign connected to the
decennial census have faded.

These perceptions of government
agency practices are also exempli-
fied in "Privacy Schemas and Data
Collection: An Ethnographic
Account," carried out by Gerber as
part of the Census 2000 Testing
and Experimentation Program.

Gerber and her colleagues inter-
viewed 120 people from diverse
backgrounds in the DC area, using
semi-structured research protocols
(ibid., p. ii). They found that
respondents (many of them mem-
bers of minority groups) believed
that information is freely shared
between government agencies,
despite assurances of confidentiali-
ty. As a result, if they have some-
thing to hide, they are reluctant to
provide information to any govern-
ment agency (ibid., pp. iii, 12-14).
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7. The Effect of a Request for Social
Security Numbers

For more than a dozen years, the
Census Bureau has been exploring
the use of administrative records
in order to improve coverage in
the decennial census or to reduce
the burden of responding by
obtaining some information from
records that otherwise would be
requested on the census long
form. In Census 2000, the Census
Bureau sponsored research
designed to assess the effect of a
request for Social Security
Numbers (SSNs) on (a) return rate
to the census, (b) item nonre-
sponse, and (c) accuracy of
response. In addition, the experi-
ment was designed (d) to assess
the effect of a general vs. a specif-
ic notification that administrative
records might be linked with cen-
sus records. "General" notification
informed the household that cen-
sus data might be linked with data
from other federal agencies,
whereas "specific" notification
named the agencies whose data
might be sought for linking. The
experiment was carried out in the
context of Census 2000.

Past research had indicated two
different response patterns to SSN
requests. When asked in the con-
text of a focus group, large majori-
ties react negatively to the
prospect of such a request (Singer
et al., 1992). In response to a
hypothetical question on a survey,
a substantial and growing minority
indicate they would oppose such a
request (Singer, 2001). But when
respondents were actually asked
for their SSN in a 1992 experiment,
the request generated a much
smaller than expected (3.4 percent)

decline in response rates, and an
additional 17 or so percentage
point increase in item nonresponse
(Dillman, Sinclair, and Clark, 1993).
There had been no prior experi-
mental research on notification of
administrative record use, and
qualitative research had yielded
only ambiguous clues (Aguirre
International, 1995).

The Census 2000 Social Security
Number, Privacy Attitudes, and
Notification (SPAN) experiment was
designed to clarify all these ques-
tions. The experiment created ten
panels, three using the long form
and seven the short form, with half
the forms mailed to High Coverage
and half to Low Coverage Areas
(Guarino, Hill, and Woltman, 2001,
p. 4). The mailout for each panel
was a little over 5200; about 10
percent were undeliverable and
were excluded from the denomina-
tor in calculating response rates
(ibid., pp. 6-7).

The findings from the SPAN experi-
ment are consistent with earlier
research on actual SSN requests.
Asking for a SSN for one or all
members of the household results
in a small, significant decrease in
mail response to Census 2000.
When the request is for all house-
hold members, it results in a
decline of 2.1 percent in High
Coverage Areas (HCAs) and 2.7 in
Low Coverage Areas (LCAs) (ibid.,
p. 17). These two figures are not
statistically different from each
other, and are comparable to the
3.4 percent decline observed in
1992. (Low Coverage Areas con-
tain a large proportion of the coun-
try's Black and Hispanic popula-

tions as well as renter-occupied
housing units.) The HCA stratum
comprised about 81 percent of
the total Decennial Master Address
File as of September 9, 1999 (ibid.,
p. 5).

The findings with respect to notifi-
cation of administrative record use
indicate that such notification
results in an additional small but
significant decrease in response
rates (ibid., Table 3.). Looking at
the interaction between notifica-
tion and the request for SSNs sug-
gests that specific notification cou-
pled with such a request results in
a significant decline in return rates,
whereas a general notification cou-
pled with such a request does not
(ibid.).

Item nonresponse was defined as
the likelihood of a household hav-
ing any missing data among the
100 percent person items in addi-
tion to household tenure. Thus,
this data quality measure does not
specifically address the effect of a
SSN request on providing the SSN
itself. The request for a SSN for
Person 1 did not result in a signifi-
cant increase in item nonresponse
on the census form, whereas the
request for SSNs for all household
members did result in such an
increase. Notification in the pres-
ence of a SSN request did not fur-
ther increase item nonresponse
(ibid., Table 4).

With respect specifically to the SSN
item, the results are highly compa-
rable to those by Bates (1992).
Some 15.5 percent of SSNs are
missing for Person 1 when a
request is made for Person 1 only,
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with increasing percentages miss-
ing for Persons 2 through 6 when
SSNs are requested for all mem-
bers of the household (Guarino,
Hill, and Woltman, 2001, Table 5).
The implication is that those num-
bers are missing not only because
of refusal, but also because the
person filling out the census form
is ignorant of the SSNs of other
household members. Interestingly
enough, nonresponse to the SSN
item decreased for Person 1 in the
presence of specific or general
notification; such notification had
little, if any, effect on nonresponse
to the requested SSNs for other
household members (ibid., p. 22
and Table 7). This finding supports
the interpretation that nonresponse
to the request for one's own SSN
signifies refusal, whereas nonre-
sponse to the request for others'
SSN signifies both refusal and igno-
rance. It further suggests that the
notification statement may have

provided justification for providing
the SSN number requested.

Thus, whereas specific notification
in the presence of a SSN request
discouraged return of the census
form, specific as well as general
notification encouraged supplying
the SSN among those who did
return the form.

The Census Bureau subsequently
validated the SSNs given by com-
paring them to the Census
Numerical Identification (Numident)
File.'? The results of that exercise
showed that 94.77 percent of all
those SSNs given were accurate
(Brudvig, 2003, p. iv). There was a
small but statistically significant
difference between low and high
coverage areas-95.15 percent were

'2 Accurate SSNs are those where the
SSN and name provided by the respondent
match an SSN, name and, as needed, year of
birth and gender on the Census Numident
file. See Brudvig, 2003, pp. 8-9 for details.

accurate in HCA areas, compared
with 92.8 percent in LCA areas. For
Person 1, the accuracy rate is even
higher, ranging from 96.01 to
96.93 percent depending on the
experimental condition. Neither the
type of notification, nor requesting
an SSN for Person 1 only or for all
persons in the household, affects
the accuracy of the report for
Person 1. However, accuracy
shows a decline in each panel from
Person 2 through Person 6. The
validation rates found in the cur-
rent study are very similar to those
found in the Simplified
Questionnaire Test in 1992 (ibid.,
pp. iv-v).

The Census Bureau had planned
various other analyses of the costs
and benefits of using the SSN to
link administrative and census
files. These analyses were not car-
ried out because of resource con-
straints.
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8. The Role of the Partnership Program in

Privacy Attitudes

The Survey of Partners (Westat and
Poyer, 2002) asked Partners in the
Census how helpful the
Partnership public relations pro-
gram materials provided by the
Census Bureau were in achieving
each of six stated goals. The rat-
ings showed that materials related
to goals of basic education about
the census--understanding the pur-
pose of Census 2000 and explain-
ing its importance- received high-
est ratings (ibid., p. 26). And
indeed, the Surveys of Privacy
Attitudes showed significant gains
in knowledge and significant

increases in importance attached
to the census between 1999 and
2000 (Singer et al., 2001, pp. 59-
60). Materials were rated as less
helpful for goals that were related
to attitudes of trust in the promise
of confidentiality and to creating a
sense of civic responsibility for
being counted (Westat and Poyer,
p. 26). Indeed, materials related to
the goal of instilling trust in the
Census Bureau's promise of confi-
dentiality were most likely to be
rated as not helpful (13 percent),
least likely to be rated very helpful
(29 percent), and received the

highest percentage of Don't Know
responses (31 percent) (ibid., p.
26). The Surveys of Privacy
Attitudes showed no significant
gain in trust between 1999 and
2000, when the Census outreach
program was in full swing (Singer
et al., 2001, p. 62). These findings
suggest that increasing trust in the
Census Bureau is likely to be a far
more difficult challenge than sim-
ply increasing knowledge about
the census, but it is necessary if
cooperation with the census is to
be improved.
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9. Attitudes and Behavior

Evidence on the relevance of the
privacy attitude-behavior relation-
ship for the Census Bureau comes
from two sources. In the first
place, the analyses reported earlier
(see Section 5) of the effects of pri-
vacy attitudes on return of the cen-
sus form indicate quite clearly that
those who express more concern
about privacy and confidentiality
are less likely to provide their
address and less likely to return
their census form, but this relation-
ship is quite small, accounting, in
the case of census returns, for less
than 2 percent of the variance.

The second test of the relation
between attitudes and behavior
comes from comparison of
answers expressed in various ven-
ues toward the hypothetical ques-
tion of whether respondents would
be willing to provide their SSN to
the Census Bureau, and the actual
provision of those numbers in the
SPAN experiment.

Unlike the examination of priva-
cy/confidentiality attitudes and
census returns, attitudes and
behaviors with respect to SSNs
were measured on different sam-
ples of individuals. Hence, there is
no question of predicting behavior
from attitudes. However, the object
of the attitude and the behavior is
virtually identical--i.e., willingness
to provide one's SSN to facilitate
Census Bureau use of other gov-
ernment records. Hence, it is perti-

nent to ask whether the attitudinal
and behavioral measures of will-
ingness to provide one's SSN to the
Census Bureau would lead one to
the same conclusion.

Singer et al. (2001) report that the
percentage of those who said they
were willing to provide their SSN to
the Census Bureau declined from
68.3 percent in 1996 to 55.9 per-
cent in 2000 (Table 2.45). In the
SPAN experiment (see Section 7,
this report), approximately 3 per-
cent failed to return their census
form because of a request for SSN
and an additional 15.5 percent
failed to provide their SSN for
Person 1 if they did return the
form. (Nonresponse to the SSN
request increased for Persons 2-6
on the form, suggesting that igno-
rance as well as unwillingness is a
factor for these persons.) In addi-
tion, between 5 and 7 percent of
SSN numbers for Person 1 were
inaccurate (Section 7). Thus, this
direct test of how closely
expressed unwillingness to provide
one's SSN corresponds with the
number who fail to provide their
SSN when asked to do so suggests
that approximately half of those
saying they would be unwilling to
provide their SSN to the Census
Bureau would actually fail to pro-
vide an accurate number if they
were directly asked to do so. This
is in fact a very substantial rela-
tionship between an attitude
expressed in one context and

behavior observed in another, and
the differences between the two
contexts are such as to make the
increase in observed compliance
plausible. It should be noted once
again that this comparison does
not involve the same individuals.
However, it does involve a compar-
ison between two samples drawn
from the same population at about
the same point in time.

The question has been raised
whether asking everyone for a

SSN in the context of the decennial
census would facilitate response or
increase resistance. This question
cannot be answered in the
abstract. Experience with Census
2000 suggests that if the request
comes to the attention of influen-
tial elites who oppose it, compli-
ance might indeed suffer. This was
the case with questions on the
long form in Census 2000, which
generated widely reported unfavor-
able publicity in the days immedi-
ately surrounding distribution of
the Census 2000 forms. Analysis
of those reporting exposure to this
unfavorable publicity suggests that
there was indeed a significant neg-
ative impact on attitudes (Singer
et al., 2001, pp. 69-74; Martin,
2001), including a significant nega-
tive effect on expressed willing-
ness to provide one's SSN.
However, because of the nonexper-
imental design, selective exposure
is an alternative explanation of the
findings.
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10. The Role of Informed Consent

The question is often raised
whether providing respondents
information about the content of a
survey ahead of time is likely to
increase or reduce their willingness
to participate in it. The question
cannot, of course, be answered in
that form. For example, while an
experiment by Singer (1978)
shows that providing respondents
somewhat more information about
the sensitive content of a survey
did not reduce the response rate or
increase refusals, an experiment by
Groves, Presser, and Dipko (2000)
indicates that respondents who, by
virtue of their membership in cer-
tain organizations, might be
expected to be more interested in
a particular topic were in fact more
likely to respond when the intro-
duction mentioned that topic. It is
also possible that respondents who
hold very negative attitudes about
a particular topic may refuse to
participate in a survey about that
topic, or they may be sensitized by
a reference to the topic in the

introduction to refuse to answer
certain questions (Singer, 1978).

The Social Security Notification
experiment indicates that inform-
ing respondents that their census
form might be linked to other gov-
ernment records had a small but
significant negative effect on
returns of the census form itself
(see Section 6 above). However,
among those who did return the
form, notification had a positive
effect on the likelihood of respond-
ing to the Social Security Number
guestion (Section 6). Notification
had no impact on whether the SSN
reported was accurate. Thus, as
an empirical matter, the value of
informing respondents about link-
age ahead of time may depend on
whether the interest is primarily in
return of the entire form or in
answers to the question about
SSN. As an ethical matter, however,
some would argue that there is an
obligation to inform respondents
about the proposed linkage in any
case.

In her ethnographic exploration of
the meaning of privacy and confi-
dentiality concerns and the rele-
vance of these concerns for return-
ing the census form, Gerber (2002)
points out that respondents form
expectations of what questions are
legitimate for a sponsor to ask,
based on their understanding of
the nature and purpose of the sur-
vey and the sponsoring organiza-
tion (ibid., p. iii). She therefore rec-
ommends that sponsors provide
good, understandable explanations
of why these data are needed and
how they will be used (ibid., p. iv).
This recommendation would clear-
ly seem to apply to the Census
Bureau's request for SSNs. Martin's
ASA paper (2001) also addresses
these issues, and includes informa-
tion about the nature of respon-
dents' objections to long form
questions and about the kind of
information they say they want.
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11. Summary

11.1 Trends in attitudes,
1995-2000

In general, knowledge about
Census Bureau confidentiality prac-
tices increased between 1995 and
2000. Even in 2000, however,
most respondents either did not
know what the Census Bureau's
practices and legal obligations
were, or responded that data were
shared with others.

During this same period of time,
the percentage saying they would
be bothered "a lot" if their census
data were shared with anyone out-
side the Census Bureau increased
significantly, and approval of data
sharing for all three of the purpos-
es asked about (to reduce the
undercount, to eliminate the cen-
sus, and to replace the long form)
declined. With the exception of
support for data sharing to reduce
the undercount, which stabilized
between 1999 and 2000, these
trends appear to be linear.
Expressed willingness to provide
one's Social Security number also
declined between 1996 and 1999,
with no further change in 2000.

Increased disapproval of data shar-
ing was not paralleled either by
increasing distrust of the uses to
which census data might be put, or
by increasing concerns about pri-
vacy in general, or by declining
trust in government or in the
Census Bureau to keep data confi-
dential. Three questions about
possible misuse of census data all
showed a decline in distrust
between 1999 and 2000, with two
of the three statistically significant.
The question asking whether

of Findings

people trust the Census Bureau to
keep data confidential (if they cor-
rectly perceived that there were
laws governing confidentiality)
showed no significant change. The
qguestion asking whether the cen-
sus short form is an invasion of
privacy showed a small significant
decline between 1995 and 2000,
and other questions asking about
general privacy concerns for the
most part showed no consistent
trends. Finally, people's trust in
"the government in Washington"
showed a small, significant
increase between 1996 and 2000
after declining from 1995 to 1996.

11.2 The effect of Census
Bureau’s public relations
activities on beliefs about
confidentiality

Although there was no change
between 1999 and 2000 in the
percentage--a fifth of the popula-
tion--who considered the census an
invasion of privacy, there was a
significant decline in the belief that
census data were likely to be mis-
used, and a significant increase in
the percentage of those perceiving,
correctly, that other government
agencies could not get census data
identified by name and address.
The percentage of those who knew
that the Census Bureau is required
by law to protect the confidentiali-
ty of the data it collects (or forbid-
den by law to disclose it) also
increased significantly. These
changes are, in all likelihood,
attributable to publicity about the
census commissioned or stimulat-
ed by the Census Bureau, since in

most cases they reverse or dramat-
ically accelerate trends apparent
from 1995 to 1999.

At the same time, a number of
related questions showed no sig-
nificant change between 1999 and
2000, even though the messages
disseminated by the Census
Bureau might have been expected
to have an impact on responses to
at least some of them. First, and
perhaps most important, there was
no significant increase in the per-
centage of those who said they
believe the government protects
the confidentiality of the data.
(Given the other findings cited
here, we are inclined to interpret
the absence of change in respons-
es to this question as signifying
that it tapped an element of trust
rather than awareness or knowl-
edge about the law.) Nor was there
a significant increase in the per-
centage of those saying they trust
the Census Bureau to keep data
confidential.

11.3 Attitudes and
behavior

As we have seen, the relationship
between attitudes and behavior
varies depending on how close the
conceptual relationship is between
the two. Respondents' concerns
about confidentiality and privacy
predict their return of the census
form. The relationship to census
returns is statistically significant,
and though small, it is of the same
order of magnitude as that meas-
ured in the 1990 census (Singer,
Mathiowetz, and Couper, 1993).
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Obviously, there is no one-for-one
relationship between concerns
about confidentiality and willing-
ness to return the census form; the
latter is motivated by other atti-
tudes and concerns - e.g., how
important the respondent consid-
ers the census, concern about
breaking the law, desire to obtain a
fair share of government
resources--and these attenuate the
relationship between privacy/confi-
dentiality concerns and census
returns. The relationship is also
attenuated by error in the meas-
urement of both attitudes and
behavior. Looked at another way,
however, the relationship is sub-
stantial. The difference in census
returns between those who
endorse none of the three beliefs
that the census may be misused
for law enforcement purposes and

those who endorse all three of
those beliefs is 12.5 percentage
points.

When the object of the attitude and
the behavior are more closely relat-
ed to one another, the conclusions
that would be drawn from attitudi-
nal and behavioral data are easier
to compare. Some 45 percent of
respondents to the 1999 and 2000
surveys said they would not be
willing to provide their SSN to the
Census Bureau to facilitate data
linkage; in an experimental test of
such willingness, some 22 percent
of subjects failed to provide an
accurate SSN for Person 1 on the
census form. Thus, one might con-
clude that about half of those
expressing reservations about pro-
viding a Social Security Number
would actually fail to do so if
requested by the Census Bureau.

11.4 Willingness to
provide Social Security
Numbers

The SPAN experiment demon-
strates that (a) large percentages
of the population will provide their
SSN to the Census Bureau if asked
to do so on the census form; (b)
the request reduces the response
rate by less than 3 percentage
points; (c) nonresponse to the SSN
item totals 15.5 percent for Person
1 and more for subsequent per-
sons in the household; (d) between
93 and 95 percent of the SSNs pro-
vided are accurate; and (e) notifica-
tion of record linkage has a small
but significant negative effect on
the response rate but a small posi-
tive effect on responding to the
SSN item.
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12. Conclusions and Recommendations for
Future Research

12.1 Conclusions

In this section, | outline the conclu-
sions that can be drawn on the
basis of the research carried out
under the Census Bureau's privacy
initiative, keeping in mind the
caveats outlined at the beginning
of this report.

1. Except in the period surround-
ing the decennial census, when
publicity about the census was
at its height, knowledge and

beliefs about the Census Bureau
and attitudes toward privacy
and confidentiality showed only
small year-to-year changes
between 1995 and 2000.

Nevertheless, there appears to
be a trend toward increasing
concern about the sharing of
confidential data.

2. Knowledge, beliefs, and atti-
tudes were all significantly relat-
ed to self-reported exposure to
positive as well as negative pub-
licity about the census.
However, the SPA found no
direct effect of self-reported
exposure on census returns.
Knowledge and opinions
seemed much more amenable to
change as a result of the publici-
ty campaign than trust.

3. Attitudes about privacy and con-
fidentiality vary by demographic
characteristics, with nonwhites
significantly more concerned
about privacy than whites, less
likely to believe the Census
Bureau protects confidentiality;
less likely to be willing to have
agencies share data; and less
willing to provide their SSN.

. Attitudes about confidentiality

and privacy are reliable and sig-
nificant predictors of behavior.
They predicted respondents'
return of the census form in
2000 as well as in 1990, with
concern about the possible mis-
use of census data for law
enforcement purposes account-
ing for a substantial decline in
census mail returns.

. Approval of data sharing among

federal agencies, as well as
expressed willingness to provide
one's Social Security number to
facilitate such sharing, declined
between 1995 and 2000.

. At the same time, the impact of

a request for SSN on response
rates was much smaller than
would be predicted from the
attitudes expressed, accounting
for a decline in response rates
of less than 3 percentage points.
When nonresponse to the SSN
item and inaccuracy in SSN num-
bers are added to failure to mail
back the census form, however,
the impact was larger, amount-
ing to some 22 percent of the
sample.

. Ethnographic work in connec-

tion with Census 2000 and
focus groups in Puerto Rico are
in accord with the conclusions
reached on the basis of surveys
and experiments. Respondents
and participants expressed con-
cerns about privacy and confi-
dentiality and mentioned these
as reasons for reluctance in
sharing information.

8. There is support both from the
ethnographic interviews and
from the Notification part of the
SPAN experiment that explaining
why information is requested
may help in obtaining it. Even
though notification had a small
but significant negative impact
on response rates, it increased
response to the SSN item.

12.2 Recommendations

Given these general conclusions,

we make the following recommen-
dations for future research in this
area by the Census Bureau:

1. Continue to monitor trends in

knowledge, beliefs, and atti-
tudes. Given the small year-to-
year changes observed to date,
the interval between surveys
could probably be increased to
three or four years. Such sur-
veys are needed to document
the effect of recent events on
knowledge and beliefs relevant
to the census.

Supplementing the cross-sec-
tional surveys with some panel
components would be useful in
understanding what causes
individual-level change. In addi-
tion, it might be useful, and
economical, to add a subset of
key questions to ongoing high-
quality surveys (e.g., the
General Social Survey or the
Survey of Consumer Attitudes)
at more frequent intervals. For
both of these activities, replica-
tion of questions and survey
procedures is essential if the
intent is to monitor change in
attitudes.
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2. Well before the next census,

design, conduct, and analyze
small-scale research that devel-
ops and then tests more effec-
tive ways of communicating the
Census Bureau's confidentiality
practices to the general public.
It is clear from both the ethno-
graphic and survey research
reviewed above that the public
does not understand or believe
the confidentiality assurances
provided by the Census Bureau,
and that their beliefs have con-
sequences for behavior. A pro-
gram of qualitative research, fol-
lowed by small-scale laboratory
experiments, is recommended.
The effectiveness of the mes-
sages developed in this way
should then be tested in field
experiments.

. Conduct qualitative research on
impediments to trust in the

Census Bureau and in the gov-
ernment more generally, and on
ways in which feelings of trust
might be enhanced. Research of
this kind may be especially use-
ful among groups who are less
likely to cooperate with the
Census Bureau. Because trust,
rather than knowledge, may
well be crucial to the public's
cooperation with the census,
this research is especially impor-
tant. At the same time, such
research is likely to be difficult
to carry out, and it is not clear
that much can be done by the
Census Bureau to change levels
of trust. Research by economists
and psychologists on decision
making under conditions of
uncertainty, including recent
research by neuroscientists,
should be reviewed for its possi-

ble contribution to the activities

in Recommendations 2 and 3.

. Because attitudes toward priva-

cy and confidentiality account
for only a small portion of the
variance in census mail returns,
design and conduct research to
identify and reduce other barri-
ers to response. While it is clear
from all the research carried out
under this program that con-
cerns about privacy and confi-
dentiality affect respondents’
cooperation, it is also clear that
such concerns explain only a
small part of the variation in
behavior. Thus, it is important to
look for, and affect, other poten-
tial barriers to response, such as
motivation and capacity.
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