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Appendix F1 

Dissemination Incident Report
Purpose:  This report documents the nature of incidents involving the dissemination of information products with serious inaccuracies or other quality-related problems and the factors associated with those incidents as required by Sub-Requirement F1-8.1 in Statistical Quality Standard F1 (Releasing Information Products).  The information gathered in this report is needed to identify common factors that contribute to disseminating inaccurate information products and to help prevent future incidents.  This report is not a substitute for your Directorate’s procedures for dealing with dissemination incidents.
The dissemination incident report has two parts:

· An initial report (see Table A) which documents the incident.  Program managers complete this initial report.
· A detailed report (see Tables B, C, and D) which gathers information to promote understanding of the factors associated with the incident and its impact.  The Quality Program Staff will interview program managers to gather this information.

Scope:  Please prepare a dissemination incident report for:
· Releases of information products with errors or other quality-related problems (release to the public, release to sponsors, or release to other agencies within the Commerce Department).
· “Near misses” in which detection of an error, outside the normal review process, prevented the release of an erroneous product.
· Releases (or “near misses”) of data without adequate disclosure avoidance measures.
Note:  If a product is sent to a sponsor and an error is found as part of the normal review process, it is out of scope.  However, products released with errors identified after the review would be in scope.
Instructions:  Contact the Quality Program Staff (QPS) at mailto:dir.quality.program.staff.list@census.gov or on 301-763-3583 if you have any questions regarding these instructions.
1. Within one week of discovering the incident, complete the initial dissemination incident report, Table A, on page 2 and send it to the QPS at mailto:dir.quality.program.staff.list@census.gov.  Do NOT report any specifics about disclosure avoidance procedures.
2. The QPS will contact you to schedule an interview to be held approximately 2 weeks after receipt of the initial report.

3. Review and answer the questions in the detailed dissemination incident report in Tables B, C, and D and be prepared to discuss these questions and answers when the QPS conducts the interview with you.
4. After the interview, review the dissemination incident report generated by the Quality Program Staff for accuracy and completeness, and provide comments to the QPS.

5. After three months, the QPS will follow-up with you to find out what preventative measures were taken as a result of the incident (see Table E, section II of the detailed dissemination incident report).

6. Determine and implement actions to prevent recurrence of the incident.  Report these actions and the actual or planned dates of implementation to the QPS when they contact you in the follow-up.  
7. The QPS will submit a summary report based on all the incident reports to the Program Associate Directors.  
Initial Dissemination Incident Report
Please provide the following information regarding the incident in the table below and email the completed table to the Quality Program Staff at mailto:dir.quality.program.staff.list@census.gov.
	TABLE A: DOCUMENTATION OF THE INCIDENT

	Provide the following:

	A1.   Contact Information (name and phone number)
	

	A2a. Directorate
	

	A2b. Division (use acronym)
	

	A3.   Program or Survey Name (list all affected)
	

	A4a. Name of specific information products affected by the incident. 
	

	A4b. Type(s) of specific information products affected by the incident. Select all that apply:
a) Tables

b) Microdata or summary files

c) Reports (e.g., publications, working papers, summary brief, documentation, highlights)

d) News release
e) Other – please specify
	

	A5.  Description of the incident
	

	A6.  Incident type – Select from the following:

a) Inaccurate data released

b) Incomplete data released

c) Wrong file released

d) Improper disclosure (including releasing information prematurely)
e) Geographic error
f) Display error (e.g., incorrect heading or symbol)
g) Other – please specify
	

	A7.  Date the incident was detected
	

	A8.  Description of the problem(s) that generated the incident
	

	A9.  Problem type(s) – Select all that apply:

a) Needed action not performed

b) Wrong action performed

c) Action not performed correctly

d) Action performed out of sequence

e) Wrong data file used

f) Wrong variables used
g) Communication

h) Other – please specify
	

	A10.  Date the problem(s) that generated the incident occurred
	

	A11.  How the incident was detected
	

	A12.  Who discovered / reported the incident – Select from the following:
a) User – public

b) User – sponsor

c) User – Congressional or Commerce

d) Bureau staff – within Branch 
e) Bureau staff – within Division 
f) Other Bureau staff

g) Other - specify
	

	A13. Who was notified of the incident (within the Bureau and outside) – Select all that apply:
a) Your Division Chief
b) Your Associate Director
c) Deputy Director

d) Other Census Bureau divisions – specify

e) BEA

f) Commerce Undersecretary

g) Other contact outside the Census Bureau – specify 
h) None of the above
	

	A14. Frequency of the incident (i.e., Is this the only occurrence? Has it happened before?) 
	

	A14.1 Did the incident affect multiple releases of a recurring product?
	

	A15. Your preliminary assessment of the severity of the incident using a scale of 1 for minor to 5 for extremely severe 
	

	a)  Explain the basis of your assessment (What you know at this point – e.g., How many cases were affected?  By how much were the estimates overstated or understated?)
	

	A16. The immediate actions taken to address the incident – Select all that apply:

a) Notified sponsor

b) Notified selected users

c) Removed data from web

d) Posted user note on web

e) Posted revised data

f) Other – specify 
	

	A17. How many person-hours did it take to complete this table?
	Count the time spent by anyone who participated in completing Table A.


***After completing the initial report (Table A), please remember to 
review and answer the questions in the detailed report on the following pages and 
be prepared to discuss these questions and answers when the Quality Program Staff

interviews you.***
Detailed Dissemination Incident Report

I.
Processes and Factors Associated with the Incident
Review the questions in the detailed dissemination incident report and be prepared to answer these questions when the Quality Program Staff conducts the interview with you.  This information will promote understanding of the incident and its impact.

	TABLE B: ORIGIN OF THE INCIDENT

	Question
	Y/N/NA
	Obtain details from program manager

	B0. Please keep track of how many person-hours it takes to review the questions in Tables B, C, and D and prepare for the interview with the Quality Program Staff.  Please record the number of person-hours in Question D6.

	
	Count the time spent by anyone who participated in reviewing Tables B, C, and D.

	In what process did the incident originate?

	B1. Planning / development

a) Stakeholder input / concepts to measure

b) Instrument development
c) Pretesting / testing

d) Frame and sample development / selection

e) Interview mode / timing

f) Other – specify
	
	

	B2. Collecting / acquiring data

a) Interviewing

b) Transmitting  
c) Quality checks (i.e., error originated in the QC check)
d) Other – specify
	
	

	B3. Capturing and processing data

a) Data entry / electronic capture

b) Geographic processing
c) Editing
d) Imputation

e) Coding

f) Geocoding

g) Record linkage

h) Quality checks (i.e., error originated in the QC check)
i) Other – specify
	
	

	B4. Producing estimates and measures

a) Weighting / post collection adjustment 

b) Tabulation

c) Creating Microdata file

d) Creating Summary file

e) Variance estimation

f) Modeling / seasonal adjustment

g) Quality checks / analyst data review
h) Other – specify 
	
	

	B5. Analyzing data / reporting results

a) Data analysis

b) Report writing / Production of tables
c) Quality checks / review of products
d) Other – specify 
	
	

	B6. Releasing information products

a) Dissemination
b) User documentation
c) Other – specify  
	
	

	B7. Protecting Confidentiality

a) Disclosure avoidance
b) Other – specify 
	
	

	B8. Other – specify 
	
	


	TABLE C: FACTORS ASSOCIATED WITH THE INCIDENT

	Question
	Y/N/NA
	Explain the factors that contributed to the incident

	Procedures

	C1. 
Did any of these factors regarding existing procedures contribute to the incident:
	

	a) Inadequate production procedures?
	
	

	b) Inadequate change control procedures?
	
	

	c) Inadequate version control procedures?
	
	

	d) Inadequate quality control procedures?
	
	

	C2. 
Did any of these factors contribute to the incident:
	

	a) A lack of documented procedures?
	
	

	b) Procedures that were not up-to-date?
	
	

	c) Procedures that were not followed properly?
	
	

	d) Lack of tools to ensure that procedures were followed (e.g., a checklist)?
	
	

	Requirements

	C3. Did inadequate or incomplete requirements for the processes where the problem occurred contribute to the incident?
	
	

	C4. Did the failure of requirements to reflect program needs contribute to the incident?
	
	

	C5. 
Did any of these factors contribute to the incident:
	

	a) A lack of documented requirements?
	
	

	b) Requirements were not kept up-to-date?
	
	

	c) Requirements were not followed?
	
	

	Specifications

	C6. 
Did inadequate or incomplete specifications for the processes where the problem occurred contribute to the incident?
	
	

	C7. 
Did any of these factors contribute to the incident:
	

	a) A lack of documented specifications?
	
	

	b) Specifications that were not kept up-to-date?
	
	

	c) Specifications that were not followed?
	
	

	Computer Programming and Implementation



	C8. Did software errors contribute to the incident (e.g., mistakes in computer code)?
	
	

	C9. 
Did any of these factors contribute to the incident:
	

	a) Computer programs did not accurately reflect the specifications?
	
	

	b) Computer programs were not run in the correct order?
	
	

	c) Incorrect versions of the computer files were used?
	
	

	Methods


	
	

	C10. Did the application of inappropriate or incorrect methods contribute to the incident (e.g., use of inappropriate analysis methods)? 
	
	

	C11. Did the use of suboptimal methods contribute to the incident (e.g., methods that are labor intensive and carry risk of introducing errors)?
	
	

	C12. Did mistakes occur during the application of manual or clerical methods?  (e.g., copy and paste errors, data entry errors, manual geographic edits, forgetting to perform step)
	
	

	Quality Control


	C13. 
Did the failure to perform any of these quality checks contribute to the incident:
	

	a) Test systems to ensure that they function as intended?
	
	

	b) Test and implement process or system changes?
	
	

	c) Monitor operations (e.g., monitoring data collection)?
	
	

	d) Perform the required reviews of the information products (e.g., supervisory, statistical, content, and policy)?
	
	

	e) Check the accuracy of data, results, etc. 
	
	

	C13.1 Did a quality check fail to catch the error?
	
	

	Communication



	Communication Internal to the Census Bureau

	C14. Did failures in handoffs contribute to the incident?
	
	

	C15. 
Did any of these communications failures contribute to the incident?
	

	a) Failure to communicate responsibilities?
	
	

	b) Failure to communicate changes to the people who need to know (e.g., changes to procedures, specifications, or requirements)?
	
	

	c) Failure to communicate institutional knowledge? (e.g., staff no longer work in program area and no documentation exists for staff taking over)
	
	

	d) Failure of other internal communications?
	
	

	C16.  Did any of the following factors contribute to the incident?
	

	a) Misinterpretation of procedures?
	
	

	b) Misinterpretation of requirements?
	
	

	c) Misinterpretation of specifications?
	
	

	C17. Did inadequate training contribute to the incident?
	
	

	Communication with Entities Outside the Census Bureau

	C18. Did insufficient communication to stakeholders (e.g., ESA, Commerce, sponsors, and users) contribute to the incident?  For example,

· Data correct, but apparent anomalies were not fully explained.

· Data released with known problems, but discussion of these problems was inadequate.
	
	

	Resources



	C19. 
Did any of these factors contribute to the incident?
	

	a) Excessive time constraints?
	
	

	b) Budget limitations?
	
	

	C20. Did misaligned skills of staff contribute to the incident?
	
	

	C21. Did inadequate staff resources contribute to the incident?
	
	

	C22. Did the experience levels of staff or managers contribute to the incident?
	
	

	C23. Did conflicting priorities contribute to the incident?
	
	

	Other



	C24:  Please select one of the following:
	

	a) First time the process (or procedure) was performed
	
	

	b) Change in the normal process 
	
	

	c) Normal process (been done before)
	
	

	C25. What other factors contributed to the incident?
	


	TABLE D: FINAL ASSESSMENT OF THE INCIDENT

	Question
	

	D1.  Now that you know more about the incident, what is your final assessment of the severity of the incident using a scale of 1 for minor to 5 for extremely severe?
	

	D2.  Explain the basis for this assessment (e.g., How many sample cases were affected?  By how much were the estimates overstated or understated?  What level of geography was affected?)
	

	D3. What actions were (will be) taken to prevent recurrence of the problems that resulted in the incident and when were (will) they implemented?
	

	D4. Beyond the vulnerabilities that contributed to this incident, what other operational gaps are you aware of that increase the risk for additional incidents?
	

	D5. (Answer if identified operational gaps in D4) What do you think you need to close those gaps (e.g., resources, software, and hardware)?
	

	D6. How many person-hours did it take to review the questions in Tables B, C, and D and prepare for the interview with the Quality Program Staff?
	Count the time spent by anyone who participated in reviewing Tables B, C, and D.


II.
Follow-up
After three months, the Quality Program Staff will follow-up with program managers to find out what preventative measures were taken as a result of the incident.

	TABLE E: PREVENTATIVE MEASURES

	Question
	

	E1.  What actions were (will be) taken to prevent recurrence of the problems that resulted in the incident and when were (will) they implemented?
	

	E2.  What actions were (will be) taken to detect incidents prior to release and when were (will) they implemented?
	



