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INTRODUCTION 

The U. S. Census Bureau has provided public use microdata as a 
component of its decennial census data products since 1963 when 
we released a one-in-one-thousand sample file for the 1960 
Decennial Census. Since then, microdata files have become an 
integral par+ of our decennial census and demographic surveys 
pltog.lzun8. As a result, researchers in other Government agencies 
and research institutes have been able to conduct important 
policy and planning studies that could not bc answered through 
the use of published tabulations, Were it not for public use 
microdata files, the only way these studies could be done, if at 
all, would 3x1 by contracting with the Census Bueau for special 
tabulations. This is not the preferred solution for several 
reasons. First, these special requests are totally dependent on 
programming and computer support that is committed to routine 
Census work. Therefore, the time required to complete the work 
does not always satisfy user needs, Second, statistical analyses 
do not always turn out the way researchers intended. They may 
want to change the variables or the analytical methods after they 
see the initial results. Finally, in contrast to the costs of 
using available staff and micro-computers, the costs of using 
Census Bureau main-frame computers and programmers may exceed the 
available resources for the project. 

The advent of public use files has eliminated many of these 
problems but has introduced some new ones both for the researcher 
and for the Census Bureau. Because of the flexibility available 
whan wing microdata files, the broad access to high speed 
computers, and the increased sophistication of data users, there 
has been an increased use oi this medium in the X970as and, 
particularly in the 198Qas, With this increased use has come 
increased demand for drrtailed information that was excluded from 
or curtailed on public use files to protect the identity of 
survey and census respondents. The statute (Title 13) under 
which the Census Bureau operates requires that when we collect 
and publish data under this authority we not publish results that 
can be ttssd to identify a particular respondent, Realizing that 
it may not be possible to release data from which it is absolute- 
ly impossible to identify an individual, we strive to ensure that 
the risk that the data will be us@ to identify someone on the 
file is extrea~ely small, For vie, current microdata dis- 
closure protection criteria prevent th. release of geographic 
identifi~zrs for areas with small populations, extreme values for 
continuous variables, and information that is obtained from 
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or matchable to administrative records systems. These restric- 
tions prevent survey sponsors frm conducting some analyses, such 
as certain microshulations; reprocessing the individual respon- 
ses; or having their own administrative data appended to the 
survey results. They also inhibit the potential of surveys we 
sponsor (for examgle, the Survey of Income and Progr~l Participa- 
tion (SIPP)) for program policy research by other Government 
agencies. 

Herpe are some recent examples of requests for demographic micro- 
data that could not be eatisficad because of confidentiality 
concerns : 

0 The Gutera1 Accounting Office requests a file linking SIPP 
data to Social Security beneficiary records. This file is 
needed for a artudy related to a disparity in Social Security 
benefits between adjacent cohorts of retirees. The 
information from the Social Security records are match keys 
that could be uses by the SSA to identify SIPP respondents, 

a The Economic Research Service of the Department of 
Agriculture wants a file showing non-metro status of SIPP 
respondents in order to assess the economic well-being of 
non-metro residents in terms of their wealth, asset holdings, 
and participation in Government programs, These non-metro 
designations, in combination with the geography on the 
released public uge files, reveal areas of fewer than 100,000 
persons. 

o The National Opinion Research Centar (NORC) requests a 
special 1980 csmsus public use file with records linked to 
tract and SMSA data. This study, linking people to their 
immediate neighborhoods (tracts) and the lazyer area in which 
they live (SMSA), is part of a three year stady of racial 
segregation in the U.S.. Tracts and some SXSAs contain 
populations of fwu than 100,000 persons. 

o Princeton University requests exact data of birth on a SIPP 
ricrodata tape in order to research the Selective Service 
draft lotteries held in the U.S. in the 1970s. (Lottery 
numbers were assigned to young men based on birth date.) 
Since data of birth is available on many administrative 
records files, it i s  an axcallant mat* key and an additional 
risk to identifying SIPP respondents. 

o me National Institute on Aging (NU) wants to conduct a 
followup interviw with respondants to tha Longitudinal 
Ratfrement Elstory Survey conducted in the 1970s. One 
condition for funding a followup muway is that a micro- 
data file be made available for resere studies 
supported by the NZA. Such a file would be potentially 
matchablu to administtative records Information maintained by 
the Social Security Administration. 



0 The NORC would like SSA earnings history data added to a SIPP 
microdata file to be used as a control group in an evaluation 

I of the Job Training Partnership ~ c t  (JPTA) manpower training 
System. Data for the control group would be used to measure 
the impact on outcomes such as earnings, labor force 
participation patterns, and welfare recipiency of the JTPA 
program relative to a population of non-participants. 

I 
o The Bureau of Labor Statistics would like access to finer 
geography and certain longitudinal matching variables on a 
Current Population Survey (cPS) public use file. llChfs s w e y  
is sponsored jointly by the B3S and the Census Bureau. BLS 

I ' wants this additional detail in order to conduct statistical 
research, facilitate longitudinal analysis of the data, and 
develop small area estimates. 

I Users of data from the Census Bureau economic surveys and cen- 
suses have a more basic problem when it comes to microdata. 
Namely, the Census Burcerau has not released microdata on busi- 
nesses because of the unique visibility of establishments, the 
availability of privata sector data bases, and the effects such 
files would have on our ability to produce subsequent special 
purpose tabulations. Nevertheless, demand continues to grow for 1 public use filu on businesses; particularly those relating to 
the manufacturing sector. For example, the Census Bureau has 

I developed a longitudinal file of manufacturers called the Wngi- 
tudinal Establishment D a t a  (UD) file. In a conference sponsored 
by the Census Bureau in 1984, more than 100 econmists interested 
fn the LED expressed their dasire for a public use LED file. The ( - only alternative they saw--submitting spcial requests for 
analyses to the Census Bureau--was totally unacceptable because 

I 
- of the limitad utility of releasable products and tb% timing and 

cost factors, (Govoni-Waite, 1985) . 
Aside from the interests of our users, the Bureau sf the Census 

( wt also be concerned about whether th. protections afforded 
these public use files are wfiicicsnt. While high speed cam- 
puters have made public use files more attractive, they have also 
increased public concern about potential abuses to individual 

( privacy resulting f m n  th. creation of large integrated data- 
bases. In recent years, mvents in West Germany, Sweden and other 
European countries regarding govunment databases have high- 

( 1imt.d this concam, ( ~ ~ t s ,  1985: -rani-, 1988). ~oreov.r, 
widely publicized urplsits of wqutsr hackers have raised fears 
that, given enough patience, momeonct could defeat any sch6arr 

( designad to protect confidentiality. On top of this we lmov very 
little about the tmae risk of .-one identifying a raspondent on 
a public use microdata file. Statisticians are just now 

( beginning to quantify t&e disclosure risks associated v i a  aicro- 
data, (Duncan-mnrbert, 1987; Paass, 1985: Spruill, 1983). 
Pexhaps instead of seeking ways t o  prwide more detailed public 
use microdata we should be looking for alternatives that contain ( fever -owns. 



With the growing demand for microdata products that cannot be 
made public under current guidelines and the lack of an aceep- 
table quantitative measure of disclosure risk, the Bureau has 
undertaken to find solutions that provide our users with the data 
they want and our respondents with the data protection assurances 
they are entitled to. This paper describes our current plans in 
terms of public use microdata, publicly releasable alternatives - to microdata, and administrative arrangenents. I describe some 
applications of these solutions to recent requests. Finally, I 
discuss lagal arrangements that have been recommended as ways of 
extending the obligation for protecting confidentiality to the 
users of microdata. 

=GAL CONSIDERATIONS 

Release of individual data by tha Census Bureau is restricted by 
Title 13, Unitdad States Code. O n l y  sworn officers and employees 
of the Census Bureau are allowed to examine individual reports 
furnished under the provisions of this title. As needed, we have 
the authority by Section 23 to autilize temporary staff, includ- 
ing employees of Federal, State, or local agencies or instmen- 
talities, and employees of private organizations to assist (us) 
in parforming the work authorized by this title, but only if such 
temporary etaff is sworn to observe the limitations imposed by 
Section 9 of this titleow Section 9 (a) states that the Csnsus 
Bureau may not "use the information furnished under the 
pruvisions of this title for any purpose other than the statisti- 
cal purposes for which it is suppliedw and may not "make any 
publication whereby the data furnished by any particular *stab- 
lishmrent or individual under this title can be identified." 

USE SOUTTS ONS 

Public use microdata are data products the Census Bureau raleases 
for general, unrestricted statistical and nonstatistical use. As 
a result of our legal requiremants, we must ensure that any 
microdata product we release to the public is anonyatous (no 
individual identifiers) and that it will rtamain so. Consequent- 
ly, individual characteristics on tha file nust be evaluated to 
determbr if they can ba employed to uniquely describe an in- 
dividual in the population from which the sample was selected. 
This evaluation pmcedure imrolves raking sane assumptions about 
what external information is available, vhether it is accessible, 
and the amount of effort required to 6etrfeve it. Where records 
are not available, we considel: the vdsZbility of persons (that 
is, things about them that are public krwledgo and would be 
revealed ia tbr file) . 

Prior to 1981, the Cenouo Bureau8s microdata disclosure reduction 
criterion conristed of a 250,000 rinfwrpr requirement for the 
population residing in  .ample areas that represent the finest 
geographic area to be shown on the file. Additional disclosure 



rwction measures were established on a case-by-case basis by 
the Census Bureau staff responsible for releasing Ma file. In 
1981, other criteria were established, including a naw population 
minimum of 100,000 within sample areas; although a higher minimum 
could be set if the nature of the file warranted greater rastric- 
tiom. At this time the Census Bureau also created a Microdata 
Review Panel (WRP) to review and approve all microdata files . 
prior to release. 

The Panel's membership included staff representing the Direc- 
torates for Statistical Standards and Methodology, Economic 
Programrr, and Demographic Programs; and the Data Users Services 
Division and the Program and Policy Development Office. The MRP 
was given broad authority to require additional masking m i -  
ques to reduce disclosure risk. These include data grouping or 
aggregation, addition of random noise, rounding responses, and in 
some cases, suppression. In order to allow for a smooth transi- 
tion and minimize the disruption to current microdata users, 
files that were released prior to 1981 were not recalled and 
euweys that were currently in the field were not subject to XRP 
review. Continuing surveys come under XRP review only after the 
sample is redesigned, the content of the questionnaire is materi- 
ally changed or the content of the file is expanded. 

A typical microdata review consists of the following steps: 

1. The sponsoring Census Bureau division submits a formal 
request to release a file. This request includes: 

I - o tables showing population counts in identifiable 
geographic areas; 

o a description of the surrey design, santpling procedures, 

I and weighting scheme; 
o a checWist identifying potential disclosure probl- with 

the file, fncluding the existence of external files (e.9. 

I a8ministrative records) vhich contain data items s W l a r  
to the proposed releaser; 

o proposed solutions to these disclosure problems including 

I 
topcedes, recodes, and deletions; and 

0 ' a data dictionary or annotated questionnaire for the 
proposed file indicating which items are to be receded, 
topcoded, grouped or suppressed. 

w- I 2. The XRP uets to revinr the mu+ Wdng into consideration: 

I o Disclosure reduction requirements imposed on previous 
releases (if any) iron the subject 8u3cyry. 

I 8 If the eurvey i s  longitudinal, whether tha propomad 
geography has been changed from the previous release? If 
it has, could the current and ptrsviour, releases be matched 

I 
on characteristics to reveal areas of  fewer than 100,000 
persons? 

0 What information from the proposed file is available from 



external files: including those available to the . u ~ e y  
sponsor? 

o If the survey sample was drawn from other Census Bureau 
surveys or censuses, were microdata files released from 
those programs and what inforration did they contain? 

o The uniqueness and degree of visibility of characteristics 
on the file in conjunction with the proposed geography 
(for exanple, residence in a particular institution). 

3. The MRP approves the file for release as proposd: requires 
specific modifications: sugguts possible solutions that 
the division/sponsor may accept or propo- an alternative: 
or rules that a microdata product is not possible given the 
rquiremrents of the sponsor. 

Th. decisions of the WRP arm partly subjective in that no q ~ n -  
titative measures of disclosure risk are available for cach file. 
The panel members varied backgrounds within the Census Bureau 
tend to promote a balance in the review process which recognizes 
the needs of our users while emphasizing our obligations to 
respondents. In recent years, with increased demands for more 
detailed geography and administrative data appended to surveys, 
the Panel's seemingly conservative stance has come under criti- 
cism by users. 

Il.so.fch on Microdata D ~ S C ~ O U U ~ O  Wak m d  Roductioa 

In order to provide a more scientific approach to evaluating 
micmdata disclosure risk, th. Census Bureau has established a 
permanent staff to conduct research on disclosure risk measure- 
ment and reduction,  reen en berg, 1988). This Census Buraau Confi- 
dentiality Staff is currently undertaking wreidentification 
studiesm for the Survey of Income and Program Participation and 
the 1990 Decennial Cansus sample files. These studies involve 
measuring (or quantifying) the risk of disclouum (identification 
of a respondent) and designing methods to reduce this risk. 
Reidentification studies for the proposed decennial census 
microdata files will be done using th. 1980 D.c%nnial Cen8us 
five-percent public UH microdata file and the entire 1980 Census 
file. The files vill be matched ruing rules that incorporate 
knowledge of wha+ information is available on external 
files. The SIPP study Lnrolvu a siadlar investigation with a 
w i a l  focus on the effect of geographic detail on levels of 
disclosure risk. 

A logical extension of this research is a nthodological evalua- 
tion of various masking techniques. Zn the early planning 
stages, this work would involve designing methods to evaluate and 
optimize the effectiveness of various techniques vith respeet to 
reducing disclosure risk and maintaining the statistical utility 
of +he data. The s c h a u  we will look at include: 1) recoding 
responses into intervals; 1)  rounding responus: 3) recoding 
responses into categories; and 4) adding random noise to the 
responses. We will evaluate the effectiveness of these techni- 



qubs to raduca disclosure risk and incorporate them, as 
necessary, depending on the results obtained in the study of 
disclosure risk, (Greenberg, 1988). 

Th developed special 
purpose masking schemes which involve the introduction of random 
noise. One case involved a microdata file from the Continuous 
Longitudinal Manpower S u m y  (CLWS) which we conduct for the 
Department of -or to evaluate the etfectiveness of the Com- 
prehensive Employment and Training Act (-A) of 1973, The 
public use files from this mamrey contain earnings data matched 
front SSA adninistra+ive records. Since this survey was in effect 
prior to 1981, the micradata files had not comer under HRP review 
and had not been subject to the systematic analysis of risks 
involved with files linked to administrative records. Through 
the addition of random noise and data transformation, we were 
able to continue to release public use files that adequately 
protected the confidentiality of respondents, (Kim, 1986). 
However, we were not able to provide the full range of income 
data through these techniques. 

On occasion, we have developtd masking schemes in response to 
user requests for special purpose data files. An example is the 
previously mentioned request from the NORC for census tract 
characteristics on a 1980 census sample file. The Census Bureau 
Confidentiality Staff has developed a two part approach to this 
problem. First, they are developing variance-covariance matrices 
of the data, along with the means, based on the modeling that 
NORC has planned (see "Public Use Alternatives to Microdatan 
below). Also, we will prepare a microdata file containing tract 
characteristics to which noisa has been added in order to reduce 
the risk of tract identification. This approach vas developed in 
consultation with the NORC who determined that the noise would 
not unduly affect the utility of the data. 

AD- to Ec-craqgf;p 
The Census Bureau has recently explored the utility of surrogate 
public use files, involving data tranmrformations, as a means of 
releasing sensitive economic microdata. To be useful, these 
transformed files must preserve the correct estimates of the true 
economic model; alrow the analysis of subserts of the data noss- 
8ectionally and longitudinally; and allow expansion of the file 
to include new economic variables and a link to outside sources, 
(X-Nguyen 1988). Two types of transformations have been 
suggested: f) stochastic transformations vhich involve adding 
random noise to the original data vhile preserving the mean and 
variancr of the variables and the covariance relationships 
between variables (Kfpp 1986); and 2) non-stochastic transfor- 
mations vhich provide for the release of the data in ratio form, 
(Xonahan, 1986). Each of these methods has merit but each has 
limitations vith respect to the types of aconomic research for 
which it will provide a suitable database. HcGukin and Nguyen 
have described the disclosure issues involved in each of these 



types of surrogate filu and the usefulness of transformation 
techniques in providing correct esthtors for a particular class 
of single-equation economic models. They conclude that: 

It is extremely important to develop precise 
criteria for evaluating the disclosure risk. 
Without such criteria, evaluating a microdata 
public use file in terms of disclosure is 
almost impossible. But, w mpharize that 
disclosure free files are not enough. Such 
file. n u t  be rueful and w e  think the best 
hope for developing a public rue file l i u  in 
focusing on surrogate data filu which allow 
researchers to estimate common economic 
models. Finally, because current economic 
analysis often uses mlti-equation economic 
models, further research into transforration 

A techniques should take into account these 
models as well. 

There a m  occasions where traditional masking techniques do not 
allow for the release of microlevel infornation needed by policy 
makers concerned with both economic and .ocial programs. In some 
cases the sensitivity of +he data (for .xanple, infornation on 
businesses) or the amount of .asking required will prohibit the 
release of a useful microdata file. That is, the m8sking neceo- 
sary to protect the file will destroy important relationships 
among the variables in the file. To handle these situations, we 
are experimenting with the release of data tapes containing 
sununary statistics. In addition, we are considering tha develop- 
ment of test files as a m e a n s  of allwing researchers to interact 
with the internal microdata without having direct access to the 
files. 

o n ? Z 2 a g o q w  
a t i  dwude W ~ A a t i -  of m r y  

statistics, such as microag~agatioas, whereby individual records 
are ~rouprd according to specfffed critarion variables and 
responses .are replaced v i a  averages for the group, (Wolf, 1988). 
This approach, which is operationally straight-forwad, has been 
suggested as a way to prwidat aceus to econoadc micmlevel 
information, (Covoni-Waita, 1985). It is not a panacea, howeve, 
since certain useful properti88 of the individual data vill be 
lost. OM major area for investigation in this approach is to 
detamin. rule8 for grouping establisbents. Soma users vill not 
be satisfied vith the rules that are choun and this hilaxi- 
bility is a major limitation to this approach. 

Another mammary statistic approach we are considering for more 
genual application is the release of varianclrcovarimu or 
correlation matrices of the data, (HcGukin-Nguyur, 1988). Such 
files allow the outaide user to obtain inforration needed for 



producing linear regression estimates based on the underlying 
microdata and provide excellent confidentiality protection since 
any given covariance laatrix can derive from an infinite number of 
data sets* As with all summary statistics, the biggest dis- 
advantage with correlation matricss is that they are relatively 
infh%ible for general statistical use. Differant users will 
require different matrices just as the same user may require new 
columns in his anatzix as thc analysis proceeds. 

Bemote AGSSSs Or T e a  File A D D ~ ~  
Llnothe public use alte-ve are considering resembles 
a procedure usad by the ~ ~ u r g  Income Study (US) to provide 
vorldwide access to the U S  database through a trrleco1~munications 
network, (Rainwatex-Smeeding, 1988). In the case of the LIS, 
certain databases were loaned to the Study by countries with 
n v u e  privacy and confidentiality restrictions. Since no public 
use files were permitted, and due to the cost and inconvenience 
of traveling to Luxembourg to work with the database, an altern- 
ative had to be developed, 

The solution involved the use of an electronic file transfer 
network over which users submit program jobs to be man by LIS 
staff on the database housed in Luxamt,ourg, This process depends 
entirely upon a user package created by the LIS staff containing: 
1) a technical description of the data file: 2) a description of 
the variables for each country's file including sunnnary statis- 
tics; 3) a codebook; 4) recodes for income definitions; 5) a 
sample data file containing 200 records from each country; and 6) 
information on available software packages. With this package, 
tbe potential user can plan a study, program tabulations, and 
detcrraaine, to eome degree, the utility of products created using 
the fflive* data. 

Important considerations 20s the data provider are 1) the degree 
of confidentiality protection afforded the test file; 2) the 
physical separation of the users from the live data through the 
intemrention of +he IZS staff; and 3) confidentiality measures 
applied to the tabular output, Important for the user are: 1) 
familiarity with required software (SPSSX); 2) the degree to 
which the test file resembles the wmplete data file and 3) the 
time ~quired from submission of jobs to the receipt of output. 
Regarding the tsst file, U S  provides live records, without 
perrronal identifiers, that contain little olt no gemgraphic detail 
but no additional urskiag. In the absence of public ustit files 
containing geogxaplaic identifiers, these w o r d s  should be 
rrlatively anonymous. Jobs that are received arrr held until 
ralmsad by U S  staff. Onw submfttbd, LIS software checks the 
p w  for consistency, Completed jobs are checked by other 
software for m h h m  cell size and to cursure that the individual 
rawrds: are not being transmitted, nun-around time is not 
instantaneous but, given that nearly everything is autamatdt, it 
can generally be m e a s u r e d  in hours rather than days. , 



The application of this approach at the Census Bureau would 
introduce additional complications. First, the Bureau has a 
policy of not allowing direct telephone access to itsaainfrane 
wmputsrs, other than through *dedicatedw lines. Even with 
ancryption techniques, use of passwords, and operator interven- 
tion, we have concerns about the public perception that computer 
hackers could get into the live data. A second problem is that 
if public use files are also created, the test file could poten- 
tially be matched to the public use file revealing additional 
infomation (data suppressed or modified on the public use file) 
for those cases on the test file. Also, for unique cases that 
fall into the test file, removing t&e geoyraphy may not be 
sufficient to protect the identity of the respondent. Finally, 
we must ba concernd with the possibility that although tha 
individual tabulations ans *safe@, various combinations, taken 
together, may reveal unique characteristics about a respondsnt. 

The Census Bureau has recently initiated a Data Resource Center 
(DRC) for the SIPP which will serve as a testing ground for this 
approach to disseminating microdata. The DRC was created about 
two years ago to servea researchers who cannot obtain the data 
necessary for their analyses from available Census Bureau data 
products. "ft has been designed to serve as both a technical and 
an administrative Pink between non-Census Bureau researchers and 
the data contained on internal Bureau files, especially those 
files produced from the SIPP data set. Further, it has been 
charged to coordinate and produce special demographic, social, 
and economic data sets,  tabulations, and analyses for non-(f%nsus 
Bureau researchers and analysts From these filesow (Cavanaugh, 
1987) Although the Data Resource Center has an ultimate goal of 
developing useful, and anonymous, test files, so far its primary 
use has been to provide research files from the SIPP wave data 
sets. (These research files have been modified to protect 
wnfidgntiality but have not yet been made public-us h a u s e  
they rrgquirla further research or evaluation.) Nevertheless, some 
work has been done on the development of anonymous test tiles 
that would be represemtative of the entire sample. Although much 
work is required before a Luxembourg-type program is in place at 
the Census Bureau, the DRC is working with interested analysts to 
help make it a reality, (Herziot, et.al., 1988). 

SOLUTIONS 

Public use solutions, ruth as theme, will provide benefits for 
the greatest number of usus .  They w i l l  not satisfy all urrers 
and, in particular, MY not be the ansver for statistical 
projects fuxzded by o t h u  Federal agarnciu, including our survey 
sponsors. Many studiee requiring the development of e e l s ,  
reprocsssing of the raw  data, or snhancernent with various ad- 
ministrative data seurces cannot be done using public use files 
or summary statistics. Tho nature of these studies requires use 
of information that may never be made public use. 



Aside from the SIPP, nearly all of the census Bureau's household 
8umys  are fully or partially sponsored and funded by other 
C o v e ~ d n t  agencies. The Census Bureau collects and processes 
the data under a reimbursable agreement and delivers a data 
product to sponsors (tabulations and/or public use microdata 
files). Under Title 13, survey sponsors are treated just like 
other non-Census Bureau employees and are not entitled to see 
individual records from the surveys they fund. This has present- 
ed problems for some of our sponsors--who in fact are primary 
survey users--and mrakes it more difficult to fulfill our mission 
to prwide statistical infonaation to a wide variety of users. 

Before 1976, Title 13 did not specifically authorize the Cerrsus 
Bureau to conduct surveys for other Federal agencies. Such work, 
however, was authorized by the Economy Act (Title 31) that allows 
one agency to perform work for another agency, or by Title 15, 
which authorizes the Secretary of Commerce (of which the Census 
Bureau is a component) to conduct special studies for other 
organizations. When conducting surveys under these titles, we 
cited the other agency's authority to collect the data but 
maintained that the data collected in this manner must be kept 
confidential when the sanple from which the survey was dram was 
developed under Title 13 (for example, addresses obtained in the 
decennial census). On the other hand, if the sample was drawn 
from lists provided by the sponsor or involved canvassing certain 
geographic areas (area sampLing), the confidentiality, if any, 
was assumed to extend from the sponsor's authority and not from 
Title 13. Therefore, respondents were notified that we were 
acting as a collection agent and that tbe individual information 
vould be turned wtm to the sponsor who would protect its wn- 
fidentiality to the extent permitted by law. When Title 13 
was amended in 1976 to give the Census Bureau ucplicit authority 
to conduct w e y s  for 0th- agencies we began to use our own 
authority and apply the Title 13 confidentiality provisions to 
all reimbursable s w e y s  conducted under that authority. 

With the increasing demand from current and prospective sponsors 
for identifiable data for use in conducting follow-up suntays or 
in merging a respondent's individual information with administra- 
t ive record data, the Bureau established a policy in 1987 to 
conduct reimbursable sursreyo undu Title 15, rather than 
Title 13, when the folloving conditions wars met: 

1. The sponsor &as the legal authority to collect the infor- 
ration and to contract with thr Censurr Bureau for the 
work. 

2. The sample is not derived fron Census Wrrrau records vhich 
are protected by Title 13. 

3. The purposes, content, methods, or other aspects of the 
eurvey are not deemed objectionable by the Census Buzeau. 



4, Ths sponsoring agency will: sign an agreement binding the 
sponsor and its conttactors and grante%s to use +he data 
only for statistical purpases; notify the respondents of the 
conditions under which the information is being provided; 
collect and maintain the data i n  accordance with applicable 
Federal laws; and prohibit redisclosure in identifiable 
form. 

We have approximately 12 active surveys conducted undu the 
sponsoring agency's data collection authority. samples for 
the majority of these surveys were selected from administrative 
lists provided by the sponsor, Rowever, we are doing the Bealth 
ltnte~iew Survey for the National Canter for Health Statistic8 
(NCXS) using area sampling and a Point of Purchase Survey (CPP) 
feasibiaity test for BLS using random digit dialing. Although we 
anticipate that we will continue to get requests to conduct 
surveys outside of Title 13, some sponsors will prefer to use 
census lists to select their samples because alternative frames 
are not available or too costly. 

As previously mentioned, the Census Bureau has the authority to 
use _temPorarv staff to perform work authorized by Title 13. This 
includes employees of other Government agencies and private 
organizations. The Census Bureau, at its discretion, can appoint 
an individual as a Special Sworn Employee (SSE) vhen: 1) that 
individual is employed by an agency or organization for which we 
have a contract to provide scbrvices or are engaged in a joint 
project and the person has expertise or specialized knowledge 
that can contribute to the accoaplishmrant of our projects or 
activities; 2) the individual is employed by an agency or or- 
ganization performfng a service for the census Bureau undar 
contract or prwides information to the Census Bureau for statis- 
tical purposes; or 3) when Federal law requires an individual to 
audit, inspect, or investigate Census Bureau activities. As an 
example, we hava sworn in employees of t&e Social Security 
Administration (SSA) to obtain information from SSA administra- 
tive files about respondents to the SIPP for a matching project 
that we are jointly und.rtaking. A l a o ,  during each Canaus of 
Agriculture, we swear in employeas of the Dcrparbnent of Agricul- 
ture's National Agricultural Statisties Service to review county 
level summary data, These earputs look for abnormalities in the 
data, based on their local hwledge, 

In 1977, the Census Bureau instituted the ASA/NSF/Census Research 
Rogram, jointly funded by tbe Census Bureau and the National 
Science Foundation (NSF) and administared jointly by the Census 
Bureau and the American Statistical Association (ASA). Broadly, 
the purpose at this program is to promote methodological and 
substantive rasearch involving Census Bureau databases; to 
provide hands-on experience for graduate students in the fields 
of statistics, economics, demography and related arms; and to 
help bridge the gap between acadmic and government social 



8cfa¶Ce. The ASA Fellwship Program, as it in commonly called, 
has been instrumental in bringing improveunents in Census Bureau 
~peration~--primarfly by providing increased communication 
between Bureau staff and the users of our data. Between 1977 and 
1987, 32 Fellows and 25 Associates have participated in the 
Program* 

The ASA Fellowship Program has fifteen specific goals to bridge 
the gap between government and academic social science (Table 1). 
An Evaluation Conference held in June 1986 found that athe 
program has beem highly succsssful when assessed in te- of its 
~bjectives.~ Regarding Coal 1 (to provide academic scholars with 
the unique opportunity to have "hands onm access to Census data), 
Fellows and Associates have used data sets unavailable to re- 
srarchers outside the Census Bureau for reasons o f  confiden- 
tiality. For example, several Fellows have used microdata from 
the SIPP and from the Longitudinal Establishment Data (LED) file. 
Somedparticipants have used data sets constructed from Census 
Bureau data and data from other agencies. ( M A  Grant Proposal, 
1987). Through the various research activities conducted with 
these data sets many of the other goals of the program have been 
achieved. I 

In 1986, we instituted the Interagency Research Fallowship 
Program which was modeled after the ASA Fellowship Program. This 
new program, however, was designed to support projects funded by 
other Federal agencies. We believed that a larger program wauld 
expand on the succasses already achieved; provide more visibility 
for the program; stimulate intellectual discussion between Census 
employees and Covermiat researchers; and open up avenues for new 
approaches to our problems and procedures, As stated in fhe 
proposal f o r  the Interagency Research Fellowship Progxam, it id 
intended to: 

o foster and stimulatm increased use of census data bases for 
methodological and substantive raemrdt which would benefit 
from access to individually identifiable data; 

o provide a research environment emphasizing collsborative 
intetarsts of the CQnsuo Bureau and the social scienc88 
research community; and 

o stimulate the exchange of substantive and methodological 
information between Census Burmu personnel and the a c a d d c  
collmnuriticts, 

To be eligible for this fellowship, a qualified parson rust have 
a project acceptable. to the Census Bumau, fn addition, the 
project mwt be funded by anothez: Fderal agency, state or local 
government, o r  an appropriate research funding source. The 
projact m u t  be accepted as having statistical merit, direct 
relevance to the Cgnsuac Bureau rirrsion, and be sponsored by a 



component of the Bureau. Finally, the project rust be approved 
by the Director of the Census Bureau who will amke his determina- 
tion based on the merits of the rmmarch as well as the long-nur, 
benefits and casts that the project may have an other Cmsus 
Bureau programes. Appointments as Research Fellows are for a 
period of one year, with continuations of up to three years 
possible. As with the ASA fellowships, Research Pellows must - commit to an extensive period of work at the Census Bureau 
facilities i n  Suitland, 13aryland. 

In the initial application of the Interagency Research Fellowship 
Program, we have brought in a full tiara employee of the Economic 
Research Sarvice (ERS) of the U.S. Department of AgricuXture to 
work vith a SfPP file containing non-metro designations. A8 
described previously, this detailed geography was needed to 
assess the economic well-being of non-metro residents--a study 
fully supported by the Census Bureau's statistical mission. In 
addition to the analyst, a programmer for the ERS vas assigned 
for six months at the beginning of the project to create an 
extract of the specific SIPP file which could be used with SPSS 
software and also to assist in checking the initial tabulations. 
The research is proceeding quite well and we expect several 
reports will be published. Also, Mere has been a healthy 
exchange of ideas between the ERS rescaatcher and staff in our 
Population Division which is supporting the work. Adninistra- 
tivrly, cost accounting has worked fairly well vith a special 
account set up to draw from the $30,000 allocated for computer 
expenses. The primary acbnbistrativs complication resulting from 
this program is the lack of adequate space in the Division for 
the Fellows to work. The lack of adequate space may l a t  the 
expansion of this program to a great extent, especially until 
after the 1990 Census. 

The requirement of this program that all research with the 
individual microdata records be done onsite has been a signifi- 
cant lidtation to soma potential Research Fellows vho do not 
wish to conunit ao much tima away from their homes. Although 
Title 13 does not require that the data we collect be maintained 
a t  a specified facility, it is the Bureau's policy that in order . 
to asgurs security and maintain the publicts confidence, ve 
generally require that t&e data be used in Suitland, To evercane 
some of the inconvanieace to the Research Fellows and other SSEs, 
we are experhenting with a procedure to locate restricted data 
at our regional offices. These offices are located in tvelve 
large cities (Table 2) throughout the Unitad States, 

WB are axparimeating with this progrm through a Joint Statisti- 
cal Agreement (JSA) with HarvarB University. The pu~pose of this 
project is ?a analyze the results of the Post Enumeration Suntey 
component of the decennial carrsus pret~st conducted in 
U s  Angeles, California in 1986- Since the file contains geo- 
graphfc identifications to the block level, a public use product 
is not possible, In addition, it would be quite inconvenient for 
the H w a r d  researchers to come to Suitland to process the data. 



As a result, we are providing the individual data from this test 
to the Hantard researchers, who are SSEs, on a aicrocomputer 
located at our Boston regional office which is within commuting 
distance of Haward. The computer was brought in by the re- 
searcher and the data vere loaded from floppy disks. Interactive 
sessions are restricted to the regional office; however, the 
tabular output can be analyzed at Harvard. The work is to be 
done w a r  a period of several lnonths and, upon cumpletion, the  
computer's hard disk vill be scrubbed and the computer will be 
returned to the University. 

In the long run, we would prefer a more centralized approach to 
qis program. We envision dedicating a minicomputer at Suitland 
for this work and connecting it to each of our reqional offices 
through th9 secure telephone lines which will support our decen- 
nial census activities. Terminals at the regional offices could 
access specific files for authorized projects. There would be no 
connections to the Bureau's mainframe computers and the files on 
the minicomputer would not contain any individual identifiers. 
Survey data matched vith administrative records could also reside 
on the minicoxtputer. Staff in Suitfand would provide technical 
support to the Research Fellows by monitoring the interactive 
sessions. 

This regionalized approach will not satisfy those Special Sworn 
employees who are great distances from a regional office city; 
nor will it satisfy $one of those located in Washington or near a 
regional office city who~are locked into their own machines due 
to software requirements or cost factors, However, as in the 
case of the Harvard JSA, there will be instances vherrr it is 
preferable given the alternatives. 

=GAL OPTIONS 

In addition to our public use and administrative solutions, there 
are legal options which would extend the obligation to protect 
confidentiality, and the resulting liability, to the data user. 
These options involve: ( X )  creation of statutory penalties for 
improper use of public use microdata, and (2) legal contracts or 
license agreeznents that bind tha u s u  of public use microdata to 
urra the data only for prescribed statistical studies. 

In support of statutory provisions, Robart Pearson of the Social 
Science Research Council wrote that: aAcceptablt disclosure risks 
are neither: easily nor precisely calculated, but such agencies as 
+he Burmau of  the census and the Internal Revenue S e x v i a  often 
require (or intexpmt the laws that govua the release of such 
data as requiring) that th- levels equal tero. I ravwil my 
prejudices here, if not bafore, in believing that the extended 
use of federal statistics p u  sa is not inappropriate; but rather 
that (1) the value of these data are not htlly realized and (2) 
most currant statutes under which the release is governed are 



inadequate b e c a w  they recognize only the obligations of those 
who collect the information, not the obligations of thou tsho may 
subsequently use thenow (Pearson, 1986). 

1 Similarly, Jelka Beth1eh.m of the Netherlands Central Buraau of 
Statistics, in a paper presented at the Census Buraau's Fourth 
Annual Research Conference, concluded that m...disclosure of 
micro data sets is possible and often difficult to prevent unless 
t&e infomation in the data set is eeverely reduceden "There- 

he vrpte, "if micro data are rsleased under the conditions 
that the data may be used for statistical purposes only and that 
no matching procedues may be carried out at the individual 
l.v.1, any huge effort to identification and disclosure shows 
clearly malicious intent. tn view of the duty of a statistical 
office to disseminate statisti-1 infornation, we think dis- 
closure protection for this kind of malpractice could and should 
be taken care of by legal arrangements, and not by restrictions 
on the data to be relca~ed.~ (Bethlehem, .teale 1988). 

There are only a few examples of legal arrangements currently 
being used by statistical organizations. In West Gemany, tho 
Federal Statistical Office assumes that there is a residual risk 
of disclosure in any release of public use microdata. Conse- 
quently, they have a means of releasing nicrodata to an institu- 
tion under an agreement requiring that: 

o The receiving institution pay the cost of modifying 
records for disclosure control prior to release; 

o The receiving institution not try to reidentify records; 

o Data may not be transferred to third parties; and 

o Violation of the conditions of the release will 
result in a fine and exclusion from future access to 
microdata. 

Recently, two laws (the Federal Law of Statistics of January 1987 
and the C u r w  L.w of November. Z985) have had a significant 
ispact on the release of microdata in  West OarmMy. In th. 
Census Law, Articles X 7  and 18 8p.cifieally prohibit -8 reidat- 
ification of respondent. from census data: 

le U 
(I) Th. characteristiu, iacludhg the block 
side (Article 15, para. 4,  8eXltmce 3 ) .  re- 
corded on the basis of this law will k rurd 

. only for .tatistical puzpoHS. 

(1) It is prohibited to match characteristics 
p u m m t  to para. 1, or to combine such 
characteristics with data from other statis 
tical .urveys, for establishing a raference 
to individual persons for other than statis- 



tical purposes of this law. - 
Whosoever, contrary to Article 17, para 2, 
brings together characteristics or data after 
the characteristics according to Article 17, 
para 1 have been transferred to data media 
intmded for further computer processing, 
will be liable to a term of bprisonment not 
urcsading one year or to a fine. 

In the United States, two rasearcti organizations, Ohio State 
Univarsity's Centas for f ~ r a r a n  ~mmu.rce Research and the Univer- 
sity of Hichigangs Institute for Social Research (ISR) are using 
or are planning to use contracts as a means of releasing more 
detailed microdata files. ~ h i o  State University releases a 
public use file from the National Longitudinal Surveys Youth 
Cohort (NLSY) conducted by the NORC through funds provided by the 
Department of Labor. In addition to the public use file, a 
separate wgeocode data tapem containing county codes, college 
identifiers, some administrative data, and limited information 
from the are sold to institutions under 
a license agreement. 

The OSU license agreement requizme that: 1) results of tha 
research be published only in summary and statistical form such 
that no individuals can be identified; 2) files will only be used 
for specified statistical research and vill not be released to 
unauthorized persons; 3) no attempt will be made to identify an 
individual on the file; 4 )  the tape recipient may not hold OSU 
liable for claims resulting from release of the file; 5) the 
tapes are destroyed when the work is coqleted; and 6) the 
recipient agrees to all protections required by the Privacy A c t  
o f  1974. This type of agreement has been used since 1980 and 
there have been no known breaches o f  confidentiality or evidence 
of impropriety. Presumably, if a breach ware to occur, the main 
recourse to OSU is to stop providing the guilty user with these 
kfnds of microdata. 

The ISR proposal involves the Panel Study o l  Incume Dynamics 
(PSID) which I S R  conducts with Aurds provided by the National 
Science Foundation and others. Currently, PSID public use files 
show geography to the county 1-1 (there are no restrictions on .. 
county size). To m e e t  increasing demands for local area data, 
fpreial resemrch files ara being creatard which identify records 
by census tract and by ZIP code. ISR plans to release thesr 
files to rsrrearchezs whose institations co-sign an agreement 
patterned after the Ohio State licerwra agreement. The recipient 
institution would be requirmd to provide a detailed proposal as 
to how they plan to protect the dsta mile it is in their po- 
ssession. If ISR agmas that the measures are appropriate, the 
researcher must post a $1000 security dtaposit before the files 
would be released. Upon completion of the work, the recipient 



attests that all files or derivatives have been destroyed and 
6ignrr a statement that no known breaches of confidentiality have 
occurrerd. The $1000 deposit would then be returned. 

I know of no examples of statutory penalties or legally binding 
contracts regarding the release of microdata currently in use by 
0. S. Federal Statistical Agencies. The National Center for 

- Health Statistics (NCBS) does, however, require purchasers of 
public use microdata taps to sign a rstatment in which they 
agree to abide by the ICH5 legislation vhicB states that *the 
data may be used only for the purpose for vhich they were ob- 
tained, i.e., for statistical purposes.* (Hugge, 1983) This 
signed statement is in addition to established disclosure protee- 
tion mcrasures which are similar to those employed by the Census 
Wtraau. Although not a means to provide greater access, ths 
statement does help to sensitize the user to NQfS' concern for 
the confidentiality promised to the respondent. 

A legislative approach that could expand access to Census Bureau 
microdata involves creating a new type of appointment, similar to 
Research Fellowships, that would provide access to microdata only 
for general statistical resaarch. Persons, so appointed, would 
not be Census Bureau employees and would not be restricted to 
doing research specifically tied to Census Bureau work. This 
would open the Research Fellowship Program to additional re- 
searchers and would remove the time limitations associated with 
temporary employees (SSEs) . 
Currently, contractual and legislative options such as user 
liability and research appointments are not available to the 
Census Bureau. Title 13 docas not give us the option of sharing 
liability with microdata users or providing access to identifi- 
able records by non-Census Bureau ~mployees. The Census Bureau 
will rook at legislative changes as a mans of auppluenting or 
replacing our public use and administrative prograaws. If such 
solutions are deemed appropriate, we would need to carefully 
evaxuate haw our respondents would react to sharing our rsspon- 
aibility for protecting their data w i t h  others before we recom- 
mend any modification to Title 13. In addition, we would have to 
wnsidet the sensitivity of the information on fSIa file and the 
consequences of a possible breach on out ability to gain the 
voluntary cooperation of our respondents in the future. 

This year marks 25 years of producing public use microdata files. 
When we originaxly conwivad the id=, wa thought that noat users 
would want to rclceive the iaformation on computer punch cards, 
(Zeissrt, 1988). Things have changed a lot in these 25 years-to 
the point where over one-half billion b y t e s  of information can 
now be stored on a single CD-FtOM disk. Now, many private re- 
searchers and the staffs 02 nearly all Covesmmmt agencies have 



+he ability to process large databases and to apply sophisticated 
analytical and modeling techniques. The potential social and 
economic benefits resulting from this research are enormous. 

On the other hand, public concerns for protecting individual 
privacy and confidentiality have been heightened by the vast 
databases maintained by Government agencies and the trend toward 
~ t c h i n g  files across agencies. These practices, along vith the 
rase with vhich the data can be handled and analyzed, may cause 
survey respondents concern that the Government may use their 
responrreS, that were provided voluntarily, against thea! in some 
Way. Businesses, on the other hand, are concerned that com- 
petitors will take advantage of information they may glean about 
their financial situation or marketing strategies. These con- 
cams, if substantiated by a misuse of statistical data, could 
reduce participation in our censuses and surveys. Although this 
result may not affect the immediate short-term goals of any 
individual researcher, it would certainly be a long-term tragedy 
for the entire statistical community and should provide suf- 
ficient incentive for researchers not to abuse the trust respon- 
dents placed in the Census Bureau when they provided the 
information. However, even an innocent misuse or carelessness 
may be all that is required to markedly reduce public participa- 
tion in our programs. Also, public use products are not re- 
stricted to bonafida researchers and others may not be so motiva- 
ted. 

In this environment, the Census Bureau, as a service organiza- 
tion, must continue to provide the best possible sertice to our 
users--especially Federal users who depend on our data to make 
policy decisions that affect the quality of life for millions of 
Americans and, at the same time, are responsible for allocating 
billions of taxpayer dollars, In addition, we must continue to 
sxamina and evaluate the potential risks of identifying sunrey 
and census respondents from public use microdata and we must 
establish criteria for acceptable levels of risk. Where public 
use microdata are not possible given this risk, we will consider 
alternative products and administrative arrangements tbat satisfy 
our user's statistical requirements. Finally, and perhaps most 
importantly, we H08T ensure our respondents that the data they 
provide the Census Bureau for statistical purposes will lDOT be 
used to make determinations about them as individuals. 

I v i a  to thank Sherry Courtland vho provided guidancrs throughout 
the development of this paper and particularly with its organiza- I tion. I am also indebted to Brian Greenberg and Sang N g u y ~  for 
their  thorough review and helpful rscoprmendatioms, especially in  
the arms of disclosure risk and reduction and public use alter- ! natives to microdata. 
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Table 1 

1. To provide academic scholars vith the unique opportunity to 

I - have *hands onw access to census data. 

2. To pmvide increased opportunity for accomplished social 

I scientists to vork on important problems in a non-academic 
u~ironrurt, where production and rasearch needs are often 
different and can conflict. 

( 3. To stfnulate methodologicll and substantive research in 
academia on the problems of collecting and analyzing data 
that provide the basic information for making decisions that 

I .  can have broad impacts on society. 
4.  To increase exposure of Census Bureau social scientists to 

I outside expertise, and hence to broaden their perspectives 
regarding the ultimate analytic uses of the data they 
produce. 

( 5 .  To bring about an inprovemat of the quality of the data 
collected and disseminated by the Census Bureau. 

) 6 .  To further specific scientific advances in methodological 
and substantive areas related to the data collection 
activities of the Census Bureau. 

I 7 .  To prwide an opportunity for graduate training and doctoral dissertation research ruing +he problems of 

I governmental data collection agencies. 

8. To develop a resource group of personnel for future 

I 
recruitment of statisticians and social scientist. to help 
fill governmental research n-. 

I 
9. To provide a large variety of usable real data, as well as 

computer software program8 far thefr analyses, for teaching 
and research at academic institutions. 

I 10. To conduct srminars and cunf.nncu jointly .ponsortd by 
a group of agencies and acadenic institutions. 

I 11. To increase the interaction and wllaborativa research and 
education among agencies and betveen agencies and academic 
irutitutions. 



Table 1 (Cont.) 

12. To improve the quality of the statistical analysis of Census 
Bureau data. 

13. To suggest important new analyses of existing data that can 
and should be done. 

14. To generate a positive impact on curriculum dev@Upmnt at 
academic institutions. 

15. To develop a cadre of people experienced in  problems of data 
methodology and data rue who will ntbnft high-quality 
proposals to NSl to pursue basic and applied research based 
upon novel ideas and approaches. 



Table 2 

CENSUS REGIONAL OFFICES 

Boston, BIassachusetts 

New York, New York 

Philadelphia, Pennsylvania 

mtroi t  , Xichigan 
Chicago, I l l ino i s  

Kansas City, Kansas 

Seattle, Washington 

Charlotte, North Carolina 

Atlanta, Georgia 

Dallas, Texas 

Denver, Colorado 

Los Angeles, California 




