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The U.S. Census Bureau conducts the decennial censuses under Title 13 of the U. S. Code with
the Section 9 mandate to not “use the information furnished under the provisions of this title
for any purpose other than the statistical purposes for which it is supplied; or make any
publication whereby the data furnished by any particular establishment or individual under this
title can be identified; or permit anyone other than the sworn officers and employees of the
Department or bureau or agency thereof to examine the individual reports (13 U.S.C. § 9
(2007)).” The Census Bureau applies disclosure avoidance techniques to its publicly released
statistical products in order to protect the confidentiality of its respondents and their data.

Foreword
John M. Abowd
Chief Scientist and Associate Director for Research and Methodology
Laura McKenna is the former Chief of the Center for Disclosure Avoidance Research and former
Chair of the Disclosure Review Board. I asked her to write this overview of the disclosure
avoidance methods used in the last five decennial censuses in order to guide contemporary
readers through that history in single document and with a coherent vocabulary. In September
2017, the Census Bureau announced that it would undertake a comprehensive disclosure
avoidance modernization program beginning with the 2020 Census of Population and Housing.
The 2020 census will be protected by modern formal privacy methods—specifically, differential
privacy, continuing the long history of innovation in confidentiality protection documented in
this review.

This report is released to inform interested parties of ongoing research and to encourage discussion of
work in progress. The views expressed are those of the author and not necessarily those of the U.S.
Census Bureau. Thanks to Connie Citro, Cynthia Clark, Jerry Gates, Nancy Gordon, Michele Hedrick, Bud
Pautler, and Sara Sullivan for background, and other assistance in preparing this report.
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Introduction
The U.S. Census Bureau’s disclosure avoidance (DA) methods have evolved over the past 50
years. The 2020 Census will be the first census protected by a formally private disclosure
avoidance system based on differentially privacy methods. This paper summarizes the historical
methods the agency used from the 1970 to the 2010 censuses, leading up to the adoption of
the modernized disclosure avoidance methods.
This history discusses only publicly available information about the confidentiality protection
methods as noted in official documentation of the relevant decennial censuses. All of the
information in this summary was taken from historical public sources, except as noted. None of
the information in this paper is confidential.
There is no public documentation of the disclosure avoidance methods used in the 1970
Census. This paper relies on an internal Census Bureau planning paper, now cleared for release,
that provided a brief description of 1970 methods while highlighting options for disclosure
avoidance for the 1980 Census (Zeisset, 1978). There is no information about 1970 methods in
the 1970 Technical Documentation nor the 1970 Data User’s Guide. Likewise, no
documentation of disclosure avoidance was found in public or internal papers for pre-1970
censuses.
The first documented discussion of disclosure avoidance techniques for Group Quarters (GQ)
data was for the 2010 Census. There is no discussion of disclosure avoidance for GQ data in
public or internal documents for the 1980, 1990, and 2000 censuses. 2
This paper is focused on decennial census tabular data. A separate paper will outline the history
of disclosure avoidance methodology for the Public Use Microdata Samples (PUMS) files. The
American Community Survey (ACS) is out of scope for both papers.
This history gleans procedures from various types of publications (Public Law 94-171, Summary
Files 1-4) and for different tabulation populations—people in households, people in Group
Quarters, 100% (“short form”) data, and sample (“long form”) data. Complete enumeration
(100% data) is used for Public Law (PL) 94-171 (data for redistricting purposes), Summary File
(SF) 1, and SF2. Through the 2000 Census, sample data were published in SF3 and SF4. The 2010
Census was the first recent census not to include long form data; the ongoing ACS replaced that
data source starting in 2005. All publications were based on both people in households and
people in Group Quarters. Tables in SF2 were similar to tables in SF1, but they were iterated by
race and Hispanic origin. Tables in SF4 were similar to tables in SF3, but they were iterated by
race and Hispanic origin.

2

Group Quarters data include information about people living in nursing homes, prisons, college
dormitories, military barracks, etc. (somewhere other than a household).
1

The Census Bureau did not publish long form sample data at the lowest level of geography
(blocks). As is still the practice with the long form’s successor, the American Community Survey,
the smallest published geography is the block group level.
Rules for special tabulations from the 2000 and 2010 decennial censuses (Appendix A) added
another layer of confidentiality protection by restricting releasable special tabulation details.
Notes on Confidentiality in the Technical Documentation of the 1980 through 2010 censuses
(Appendices B, C, D, and E) provided high-level information about confidentiality protection in
the decennial censuses. Census Bureau researchers published additional details about methods
through working papers and symposia and continue to do so. Today, data users can request
information or ask questions by contacting disclosure avoidance subject matter experts at
DRB_CHAIR@census.gov.
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1970 Census of Population and Housing
The Census Bureau relied on whole table suppression — not individual cell suppression —as the
primary disclosure avoidance method for the 1970 Census. Table suppression was based on the
number of people or households in a given area. The method was problematic for several
reasons:
1. fewer tables were available for data users;
2. the agency did not provide guidance on how to account for the suppressed data when
analyzing the published data;
3. the protections brought by the suppressed whole tables were diminished by the fact that
very few complementary tables were suppressed; and
4. cells within an original table could still show an original estimate of 1 or 2.
To limit disclosure risk, the lowest geographic level for which sample data were published was
(and still is) the census block group. Census 100% data were published for the lowest possible
geographic level: census blocks.
All disclosure avoidance information from the 1970 Census was obtained from an internal
document (Zeisset, 1978).
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1980 Census of Population and Housing
3.1

Why change the methods from the 1970 Census?

Data user dissatisfaction with whole table suppression, along with concerns about the lack of
complementary table suppression, lead the Census Bureau to explore new disclosure avoidance
methods for the 1980 Census. Researchers discussed options that included random rounding,
ordinary rounding, combining areas, and table redesign (Zeisset, 1978). Ultimately, the Census
Bureau chose to continue using table suppression, but added additional suppression of
complementary tables.
3.2

100% Data (PL 94-171, Summary File (SF) 1, and SF2)

The agency used table-level data suppression for 1980 census tabular data products (Griffin et
al., 1989). As in 1970, some tables with cell estimates of 1 or 2 were published. In this case,
the counts were replaced with 0s and a flag designating that the cell was suppressed for
disclosure, but complementary suppressions were not applied (see Appendix B).
The following univariate (one-variable) counts were not suppressed at any geographic level,
the smallest being the block level (for 100% data):
•
•
•

Population counts by race or Hispanic origin.
Housing unit counts by vacancy status.
Occupied housing unit counts by race or Hispanic origin of the householder.

The following rules were applied to data for blocks and above (larger geographical areas) (100%
data) and for block groups and above (sample data). A suppression universe is defined as one
variable or the cross tabulation of a very small set of variables for which many tables are
iterated, such as was the case in SF2 and SF4 (which iterate SF1 and SF3, respectively, across
multiple race and Hispanic origin categories).
•

•

Race or Hispanic origin of householder:
o 1 to 14 people: Detailed characteristics collected for total population, or any
suppression universe defined by race or Hispanic origin of the householder, were
suppressed if there were 1 to 14 people in the specified suppression universe
(for example Black female householders in a given geographic area).
o 1 to 4 occupied housing units: Detailed characteristics for people in households
for suppression universes defined by the race or Hispanic origin of the
householder were suppressed if there were 1 to 4 occupied housing units in the
specified group (for example White male householders who rent in a given
geographic area).
Vacancy status:
o 1 to 4 vacant and or occupied housing units: Detailed housing characteristics for
suppression universes defined by vacancy status were suppressed if there were 1
4

•

3.3

to 4 housing units in the relevant universe (for example Occupied housing units
with running water in a given geographic area).
Complementary suppression:
o Race and tenure: Complementary table suppression was applied to protect the
additive relationships for race groups that added to a total and for tenure
(owners + renters = total) in non-univariate iterated tables. Pre-established rules
governed the sequence of choosing complementary table suppressions, for
example, suppressing smallest to largest populated tables in a given area.
o Cross-geographic areas: A shortcoming of the 1980 methods was that
complementary table suppression was not applied across geographic areas
(Griffin et al., 1989). So, for example, if data for one of the three Delaware
counties was suppressed, someone could uncover the suppressed tables by
subtracting the data for the other two counties from data for the whole state.
Sample Data (SF3 and SF4)

See Section 3.2 which describes the method for 100% data and was also used for sample data.
3.4

Household Data

See Section 3.2 which describes the method for 100% data including households.
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1990 Census of Population and Housing
4.1

Why change the methods from the 1980 Census?

Census Bureau researchers developed new disclosure avoidance methods to address three
primary shortcomings of 1980 methods:
•
•
•
4.2

dissatisfaction with the reduction in data tables caused by whole table suppression;
the lack of guidance for data users using the published data in the presence of
suppression;
the disclosure risk issues caused by the lack of complementary suppression across
geographic areas (Griffin et al., 1989).
100% Data (PL 94-171, SF1, and SF2)

Data were published at all geographic levels, including the smallest level, blocks.
The Census Bureau replaced whole table suppression with a new disclosure avoidance
technique for the 1990 Census. The new “Confidentiality Edit” used rules-based “data
swapping” at the microdata (individual record) level (known then as the “data interchange”
method) for 100% data, and the “Blank and Impute” technique for sample data (see Section
4.3).
For 100% data it kept the following unchanged:
•
•

population counts by total, race, Hispanic origin, and people of age 18 and above;
housing unit counts by total, tenure, and rent/value categories.

To apply the Confidentiality Edit, agency data staff:
1. Selected a small sample of households from the internal census data files, with a higher
sampling rate for small blocks.
2. Paired the sampled records according to a set of well-defined matching rules to other
records on the file in different geographic locations.
3. Maintained a 1-to-1 matching basis for key variables between each sampled household
and its paired household in the other geographic location for the following variables:
o household size;
o householder race;
o householder Hispanic origin;
o number of people age (18+);
o tenure (own/rent); and
o rent/value category.
4. “Interchanged” the paired household records according to a well-defined data
interchange (data swapping) operation. The “interchanged” file (swapped file) became
the official version of the internal detail file and was used to prepare all subsequent
6

census data products. A brief discussion of the evaluation of this method is available
(Griffin et al., 1989).
4.3

Sample Data (SF3 and SF4)

For all published areas except small block groups, the fact that data were data from a sample
was judged to provide adequate disclosure protection.
For small block groups, Census researchers developed what became known as the “Blank and
Impute” technique. It involved “blanking” (removing) a sample of the data values (population
and housing items) for one of the sample housing units in each small block group and imputing
those values using the 1990 Census imputation methodology.
The resulting sample data file (to which disclosure avoidance had been applied) was used to
prepare all subsequent census sample data products.
Primarily because of the relatively small increase in imputation rates, the Blank and Impute
technique added very little to the level of error of the estimates (Griffin et al., 1989).
4.4

Household Data

The techniques described in Sections 4.2 and 4.3 were used for household data.
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2000 Census of Population and Housing
5.1

Why change the methods from the 1990 Census?

For the 1990 Census, Census Bureau researchers applied new DA techniques targeted to one of
the riskiest potential disclosure categories: small blocks and block groups. For the 2000 Census,
staff sought to extend these types of protections beyond small geographies to other increasedrisk categories, particularly those at greater risk due to unique cross-tabulations and key
variables.
The 2000 Census was the first to allow respondents to choose multiple race categories. The
additional detail brought with it a new total of 63 possible race “alone” or “combined” answers.
This posed a significant disclosure avoidance challenge and prompted the Census to apply
additional protections.
After the 1990 Census the science of disclosure avoidance continued to evolve, and the Census
Bureau extended swapping-based protections to the 2000 Census. Swapping replaced Blank
and Impute as the primary disclosure protection method for sample data. Swapping had the
advantage of removing any absolute assurance that a given record belonged to a given
household. It also retained relationships among the variables for each household.
5.2

100% Data (PL 94-171, SF1, and SF2)

Census researchers expanded the swapping techniques inaugurated in 1990 to additional
higher-risk categories for the 2000 Census as follows:
•

•
•
•
•

5.3

The probability of swapping increased for cross-tabulations of key variables, smaller
blocks, and for households that contained members of a race category not found in
other households in that block.
The probability of swapping decreased for blocks already protected with high
imputation rates. Records that were entirely imputed were not swapped.
Every record not totally imputed had a small chance of being swapped.
Pairs of households that were swapped matched on a second set of key demographic
variables. All data products were created from the swapped file.
For the SF2 dataset, a minimum of 100 people of a race or Hispanic origin group
(Hispanic/Non-Hispanic) were required in a geographic area to publish a table iterated
by that group for that area. (Zayatz, 2003; Zayatz, 2007). No complementary
suppression was applied in order to preserve data quality and save paper.
Sample Data (SF3 and SF4)

The same disclosure avoidance methods were applied to the sample data at the block group
level, with the following differences:
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•
•

•

5.4

In addition to decreased swapping rates for block groups with higher imputation rates,
rates also decreased in block groups with lower sampling rates.
For the SF4 dataset, a minimum of 50 people of a race or Hispanic origin group were
required in a geographic area to publish a table iterated by that group for that area.
(Zayatz, 2003; Zayatz, 2007). No complementary suppression was applied in order to
preserve data quality and save paper.
Sample data required a third list of variables to be held fixed (unswapped). For example,
some variables between paired households weren’t swapped, such as a householder’s
American Indian tribe. All three of the lists of variables are confidential.
Household Data

The household data were protected using data swapping as described in Sections 5.2 and 5.3.
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2010 Census of Population and Housing
6.1

Why change the methods from the 2000 Census?

The 2010 Census was the first “short form-only” census in recent history. The former sample
data long form was replaced by the ongoing “American Community Survey.”
6.2

100% Data (PL 94-171, SF1, and SF2)

See Sections 6.4 and 6.5 below.
6.3

Sample Data (SF3 and SF4)

The 2010 Census did not include a long form. The questions previously asked on the long form
were transferred to the new American Community Survey.
6.4

Household Data

The swapping procedures for household data were essentially the same as those used for
Census 2000 with some refinements to the key variables used to identify unique records and
the key variables used to find swapping partners (Zayatz et al., 2010).
6.5

Group Quarters Data

The Census Bureau developed Partially Synthetic Data models to protect Group Quarters (GQ)
data. The process involved:
•
•
•
•

•

Blanking some values in at-risk respondent records and using synthetic data techniques
to impute those values.
Using key variable cross tabulation to locate unique records in each tract.
Blanking unique variable values within each record (compared to other records in the
tract).
Replacing the blanked values with predicted values developed from two types of
generalized linear models developed for each county: polytomous regression models
and generalized additive models. Variable values were processed in a specific order.
Once a value was synthesized, it was used as a predictor for synthesizing other
variables.
Geography and type of GQ were never altered, and age groups <18, 18+ were held fixed.
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Conclusion
The Census Bureau’s disclosure avoidance techniques have evolved over the decades. In 1970
and 1980, the agency used table suppression. Beginning with the 1990 Census, the agency used
newer methods, applied at the microdata (individual record) level. In 1990, the “Confidentiality
Edit” applied data swapping for 100% (short form) data and blanking and imputation for sample
(long form) data.
Beginning in 2000, the Census Bureau extended data swapping to the sample data. While the
actual swapping rate and its impact on overall accuracy is confidential, a confidential research
study found that the impact in terms of introducing error into the estimates was much smaller
than errors from sampling, non-response, editing and imputation.
In 2010, the agency generated partially synthetic data to protect Group Quarters data.
Throughout the decades, the agency published 100% data at the block level and above, and
sample data at the block group level and above.
Table
Suppression
1970

100% Data
Sample Data
Households

X
X
X

100% Data
Sample Data
Households

X
X
X

Swapping

Blank and
Impute

Partially
Synthetic Data

1980

1990
100% Data
Sample Data
Households

X

100% Data
Sample Data
Households

X
X
X

100% Data
Households
Group Quarters

X
X

X

X
X

2000

2010
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X
X
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Appendix A
Rules for special tabulations from the 2000 and the 2010 Decennial
Censuses
1. All Decennial Census special tabulations must be reviewed by the Disclosure Review Board.
2. All cells in any special tabulation must be rounded. The rounding schematic is:
0 remains 0
1-7 rounds to 4
8 or greater rounds to nearest multiple of 5 (i.e., 864 rounds to 865, 982 rounds to 980)
Any number that already ends in 5 or 0 stays as is.
This rounding applies to all special tabulations that pertain to the population in households
or the population in group quarters -- those done under reimbursable agreement, those done
for working papers, tables, professional papers, etc.
Any totals or subtotals needed should be constructed before rounding. This assures that
universes remain the same from table to table, and it is recognized that cells in a table will no
longer be additive after rounding.
3. Medians or other quantiles may be calculated as
A. an interpolation from a frequency distribution of unrounded data (these are not subject
to additional rounding), or
B. as a point quantile. These must be rounded to two significant digits: 12,345 would round
to 12,000; 167,452 would round to 170,000. There must be at least 5 cases on either side
of the quantile point. It is recognized that the interpolated quantile may indeed be some
individual’s response, but it is coincidental, not by design.
4. Tables for sample data are only published after weights have been applied to the data, but
sometimes both weighted and unweighted counts are used when applying disclosure
avoidance rules. Thresholds on universes will normally be applied to avoid showing data for
very small geographic areas or for very small population groups, often 50 unweighted cases
for sample data. Tables may normally not have more than 3 or 4 dimensions, and mean cell
size lower limits may also be required. For example, the mean cell size of each table must be
at least 3 cases for 100% data, or 20 weighted cases for sample data).
5. Percents, rates, etc., should be calculated after rounding, but the DRB has granted exceptions
to this rule when the numerator and/or denominator of the percent or rate is not shown.
6. Means and aggregates must be based on at least 3 values.
7. The finest level of detail shown for Group Quarters data will be Institutional/ Noninstitutional.
13

8. For Demographic Profiles from user-defined geographic areas (neighborhoods), all areas
must have at least 300 people in them. Using a computer program, the user-defined areas
will be compared with standard Census Bureau areas to make sure users cannot obtain data
from very small geographic areas by subtraction. If such small areas are found, the boundaries
of the user-defined areas must be changed.
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