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Abstract

Official statistical agencies have an obligation to protect the confidentiality of their respondents.
Traditionally, the task of disclosure avoidance has consisted of a variety of different approaches, including
cell suppression and data swapping, among others. More recently, official statistical agencies (e.g.,
the U.S. Census Bureau) have employed differential privacy (DP) methods to facilitate DA. A major
component of this method of DA involves the addition of noise to the observed measurements from an
appropriate DP noise distribution based on a pre-specified privacy-loss budget. Consequently, it may be
desirable to develop statistical models for the DP noisy measurements which can be used to produce more
accurate synthetic data releases. One natural way to achieve this is using a Bayesian hierarchical model
with an approximation to the DP noise distribution at the data level of the model hierarchy. Through
model-based and empirical simulations, this paper evaluates the accuracy of this modeling approach under
various settings of the DP noise distribution, the privacy-loss budget, and different approximations. We
show that the Gaussian distribution provides a suitable, and computationally tractable approximation
to Laplace and Discrete Gaussian noise mechanisms when the magnitude of the noise mechanisms is not
too large.

1 Introduction

The U.S. Census Bureau and other official statistical agencies employ statistical disclosure avoidance method-
ology as a means of protecting the confidentiality of their respondents. To date, many different disclosure
avoidance methods have been developed, including data swapping, cell suppression, and synthetic data meth-
ods, among others. Although the U.S. Census Bureau utilized various disclosure avoidance techniques in
previous decennial censuses, it has been reported that these techniques were no longer suitable for pro-
tecting the 2020 decennial census. The 2010 U.S. decennial census counted a total population of over 308
million persons, and published at least 7.7 billion statistics from the collected data, or over 25 statistics
per person. Experiments conducted by the Census Bureau using the 2010 decennial census data showed
that the confidential micro-data could be accurately reconstructed from a subset of the published census
statistics (Abowd, 2018), in potential violation of Title 13 U.S.C., which provides confidentiality protections
for individual respondents’.

Due to these concerns, the U.S. Census Bureau is implementing differential privacy (DP) for many of its
2020 decennial census data products (Abowd et al., 2021). In this case, DP provides mathematical privacy
guarantees of individual responses by adding noise to summary statistics. The amount of additive noise is
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parameterized by a privacy budget, typically denoted by € > 0. Small values of € near zero greatly reduce
the risk that an individual respondent can be identified, at the expense of published statistics that are less
accurate with respect to the data as collected. Conversely, larger values of € increase the risk of unintended
disclosure, but ensure accurate statistics.

Although DP provides mathematical privacy guarantees, there is also a need to balance the privacy-loss
budget to simultaneously provide ample privacy protection while still providing data that are fit for use
(depending on the use-case). “Optimizing” this privacy-loss budget results in tables in which aggregate
cells need to be tabulated in order to avoid unnecessarily allocating privacy-loss budget to cells that could
alternatively be calculated (e.g., directly through aggregation). This optimization must also balance the
expenditure of the privacy-loss budget on queries of interest and overall query sensitivity, while also ensuring
the privacy-loss budget is not split into too many pieces.

The conflict between the need for increased privacy protections for census respondents and the desire to
maintain the gold-standard quality of census data products has led to increased research on using model-
based methods to increase the precision of differentially private measurements. Such model-based methods
may incorporate auxiliary information that does not expend any additional privacy loss budget to increase the
precision of the tabulations that are being disseminated, and to provide tabulations that may not otherwise
be released. One appealing modeling option is a Bayesian hierarchical model (BHM), where the data model
conforms to the known DP distribution being used by the agency, while a latent Gaussian process model
(LGP) is utilized to model the true underlying latent counts. Publicly available auxiliary information, such as
past decennial census data and aggregated sample survey data, such as American Community Survey (ACS)
data, can be easily incorporated in a BHM as regression predictors. Also, various sources of dependence,
such as spatial dependencies and/or multivariate dependencies within decennial census tabulations, can be
leveraged to improve precision of published estimates.

The noise mechanism used in the application of differential privacy is assumed to be known, and can
naturally be incorporated into a BHM, along with a mixed effects model for the true counts which are
modeled on the logarithmic scale. However, there are unique challenges to model development for differ-
entially private measurements. The main difficulty is that one of the most popular distributions used for
generating differentially private measurements, the Laplace distribution, presents computational challenges
when directly used in the data model of a BHM. We also consider modeling data which has been protected
by a mechanism based on the discrete Gaussian distribution. We address both situations by proposing a
continuous Gaussian distribution to approximate the noise mechanism. Post-processing may be used in
practice to satisfy data quality constraints, such as ensuring non-negative population counts and hierarchical
consistency in a group of related tabulations (e.g., Abowd et al., 2022). Accounting for such adjustments
in a model may be significantly more complicated than the DP mechanism itself. Therefore, we assume
throughout this work that modeling is carried out after DP but before any post-processing, as a means of
potentially improving the accuracy of published tabulations.

In this paper, we demonstrate the benefits of using a BHM to improve the accuracy of tabulations treated
with DP, as compared to utilizing the noisy measurements directly. Several variations of lognormal models
are demonstrated as practical examples of LGPs. We critically evaluate the performance of a Gaussian
distribution in place of the corresponding DP data distribution in a BHM with respect to computational time
and accuracy. If the approximation is demonstrated to provide accurate tabulations, along with measures
of uncertainty, then this would ultimately open the door for model-based tabulations to be produced in a
massive production setting. Though this investigation is motivated by the Census Bureau’s adoption of DP,
the settings used and analyses conducted are not necessarily indicative of the approaches that will be used
in production.

This paper proceeds as follows. Section 2 provides background on differential privacy and Bayesian
hierarchical modeling. In particular, we discuss the popular data model, process model, and parameter
model paradigm (Cressie and Wikle, 2015) and how the DP distribution is incorporated into the data model
specification. Simulations using the Laplace mechanism for DP are provided in Section 3. In contrast,
Section 4 provides simulation results in the context for which the discrete Gaussian distribution is the DP
noise. Sections 5 and 6 provide the results of an empirical simulation study using Laplace noise and discrete



Gaussian noise respectively. Finally, Section 7 concludes.

2 The DP Data Model and Bayesian Hierarchical Models

2.1 A Motivating Dataset

The 2020 U.S. Decennial Census will be the first to use DP as the primary method of privacy protection.?
At the time of this writing, the Public Law 94-171 File, which is used by states to conduct legislative
redistricting, has been released to the public. Here, DP is implemented via the TopDown Algorithm (Abowd
et al., 2022), although state-level population counts are held invariant so that exact enumerations are available
for redistricting.®> Other products, such as a Demographic and Housing Characteristics File and a Detailed
Demographic and Housing Characteristics File are being prepared and are not yet fully specified.

For privacy-protected datasets, the sensitive underlying data will not be available to produce results which
could potentially become public (Abowd, 2018). To study the effect of DP, we will consider tabulations from
the 2010 decennial census which have been publicly released after privacy protection using non-DP methods.
Regarding these data as exact enumerations, we may apply standard DP methods and consider models to
make inference on the underlying enumerations through the protected data, though we do not apply nor
investigate the effects of post-processing. This setting motivates the remainder of the paper. The release
from the 2010 census contains a number of tabulations across several data products; we focus specifically on
a single tabulation PCT1 “American Indian and Alaska Native Alone with One Tribe Reported for Selected
Tribes” and three particular fields which represent counts of American Indian and Alaska Native (ATAN)
groups: Cherokee, Choctaw, and Sioux. These are among the largest ATAN groups by total population at the
national level, and are represented in other datasets that we will describe shortly. We consider county-level
tabulations for Oklahoma and its surrounding states: Colorado, Kansas, Missouri, Arkansas, Texas, and
New Mexico. Oklahoma was selected as a spatially coherent illustrative example because of the presence of
Cherokee, Choctaw and Sioux persons. Counts for the 723 counties in this region are displayed in Figure 1,
transformed to the log-scale using f(x) = log(x + 1) to improve visualization and accommodate zero counts.
Each group contains a number of counties with small or zero counts; this is especially seen for Sioux. The
counties with smaller counts often appear to be clustered together, suggesting that there may be a spatial
effect. The empirical densities shown in Figure 1d emphasize that the counts for each group are highly
right-skewed and will influence model selection.

Regarding the 2010 data (with additional privacy protection by DP) as outcomes to be modeled, obvious
sources of predictors are previous censuses and releases of ACS estimates. We therefore consider the 2000
census and 2009 ACS 5-year estimates. From the 2000 census, we make use of analogous data to 2010, via the
fields for Cherokee, Choctaw, and Sioux from tabulation PCT1 “American Indian and Alaska Native Alone
with One Tribe Reported for Selected Tribes”. From the 2009 ACS release, we make use of 5-year period
estimates from table B02005 “American Indian and Alaska Native Alone for Selected Tribal Groupings”,
using point estimates for Cherokee, Choctaw, and Sioux population counts. Margins of error (MOESs) for ACS
estimates are also available but are not used in this work, though future work may consider incorporating
measurement error models to utilize this information. Figure 2 displays scatterplots comparing the 2010
census counts to both 2000 census counts and ACS point estimates for each of the three groups. We notice
a strong linear relationship between the 2000 census and 2010 census counts for all three groups. The
relationship between the ACS estimates and 2010 census counts appears strongest for Cherokee, showcasing
some outliers for larger Choctaw counts, and with more noticable deviation for the Sioux race group. This
suggests that both 2000 census counts and ACS point estimates will be useful predictors, but the former
may provide the most utility in formulating model-based predictions for unobservable sensitive data. We
will revisit these data in Sections 5 and 6.

Data from the 2010 census, 2000 census, and 2009 ACS may be obtained in a number of ways. In

2Description of 2020 data products: https://www.census.gov/programs-surveys/decennial-census/decade/2020/
planning-management/release/about-2020-data-products.html.
Shttps://www.census.gov/programs-surveys/decennial-census/about/rdo/summary-files.html.
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particular, the website https://data.census.gov is useful for browsing available data. The Census Bureau
data API https://api.census.gov provides a web service to make programmatic requests for data. Users
of R (R Core Team, 2022) can request data from the API within R using the tidycensus package (Walker and
Herman, 2022). Supplementary materials included with this paper demonstrate the tidycensus approach.

2.2 Hierarchical models

Consider modeling privacy-protected data released by an agency. Denote Y = (Y7,...,Y,,) as sensitive
data which is internal to the agency. A protected version of the data Z = (Z4,...,Z,,) is released to the
public, where Z; =Y; +&; and € = (&1, ...,&,) is generated from a privacy protection mechanism which will

be discussed in Section 2.3. In this application, these mechanisms are realized by univariate distributions
which are fully known to the analyst including any parameters. Covariates x; € R? will be assumed to
be available without privacy protection, given that non-DP methods were applied to past data products.
We will consider three Bayesian hierarchical models based on log-normally distributed process models with
added DP noise: an independent and identically distributed model (IID), a regression model (REG) based
on a given covariate and independent errors, and a regression model whose errors are spatially dependent via
conditional autoregression (CAR). These will be expressed as hierarchical models with three levels (Cressie
and Wikle, 2015) a data model, a latent process model, and a parameter model.

To formulate the CAR model, suppose we are modeling a geographical domain consisting of n areal units.
Let A = (a;;) be the n x n adjacency matrix with

1 if ¢ # j and areas ¢ and j are adjacent,
A;; =
" 0 otherwise,

fori,j5 € {1,...,n}. Let D = Diag(A1l,) be an n x n diagonal matrix of adjacency counts a1, ..., a4 for
each areal unit, where 1, is a vector of n ones. A random variable (T1,...,T,) ~ N(u,0?(D — pA)~1) if
and only if each coordinate has the conditional distribution

> (2.1)

(e.g., see Cressie, 1993, Chapter 6), where g = (i1, ..., pin), 02, and p are parameters. The IID, REG, and
CAR models assume the same data model

g

2
Q. A+

[T; | T-;=t_;]~N (,ui + p Zaie(tz — te),
Loy

where the observed Z; is a noisy observation based on latent Y; with added agency noise &;. The distribution
of Y = (Y1,...,Y;,) will be determined by the process model for each scenario:
i.d.

ID: logV;=p+m, mlo? "% N(0,0?),
REG: logYi:a:;rﬂ—i—m, nilo? b (0,0%),
CAR: logVi=a]B+m, nlo* ~N(0,0%(D - pA)™),

where i = 1,...,n and n' = (11,...,7,) represents the random error. For the CAR model, we assume
a fixed value of p < 1 so that the matrix D — pA is nonsingular. Alternatively, estimation of p can be
avoided by assuming an intrinsic CAR (ICAR) dependence structure (Besag and Kooperberg, 1995). The
vector O will refer to the unknown parameters in each setting; that is, @ = (u,0?) in the IID model and
0 = (B,0?) in the REG and CAR models. The final level of the hierarchy—the parameter model—will vary
across simulation settings, and will therefore be specified in those sections.
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Figure 1: 2010 census counts—transformed to the log-scale using f(x) = log(z + 1) for visualization—of
three ATAN race groups among 723 counties, and smoothed density.
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Figure 2: 2010 census counts versus auxiliary data for three ATAN race groups among 723 counties.



2.3 Differential Privacy Mechanisms

The IID, REG, and CAR models presented in Section 2.2 assume data model (2.2) where data are only
released after applying additive agency noise & = (£1,...,&,). In this section, we will briefly review several
differential privacy mechanisms which can be used to generate €. Each mechanism considers & to be
independent and identically distributed, with a distribution depending on a known scale parameter \;, and
absent any post-processing. An overview of differential privacy can be found in Dwork and Roth (2014).

For the remainder of this section, let the sensitive data procured by an agency be denoted by x and
suppose ¢(x) € R™ is a vector of statistics to be released in a protected form. Here, x is assumed to be
a histogram (or table) where each entry represents a number of records matching a unique combination of
characteristics. The set of all possible histograms is denoted X. The function ¢ represents a query on a
given histogram; e.g., given records x representing the population count in each state of the U.S. by age,
one choice of g(x) could produce the number of people aged 18 or younger in each state. We will consider
several randomized noise mechanisms of the form

T(x;q) = q(x) + &, (2.3)

where the distribution of £ is to be specified. To discuss differential privacy of such mechanisms, let |||, =
(3, [#4]P)Y/P denote the I, norm of & € X for p > 1. Let Dy = {(x, ') € X x X : ||& —a'||; = 1} represent
pairs of histograms @ and @’ which differ by a single record. The l,-sensitivity of a function g : X — R" is

defined as
Ag= m — M-
9 (m,mf)ﬂ»g%llg(w) 9@y

We may now state one of the commonly used criteria for differential privacy.

Definition 2.1. Let ¢ > 0 and let ¢ : X — R"™ be a query. A randomized noise mechanism 7T : X — A is
said to satisfy e-differential privacy if

P(T(x;q) € A) < e*P(T(x';q) € A) (2.4)
for all measurable subsets A C A and all &, 2’ € X such that ||z —«/||; < 1.

The privacy loss budget € > 0 is selected by the agency to quantify the level of protection to be received
by the data. A small value of € corresponds to a large amount of protection as well as a larger amount of
noise in 7. The following examples recall two noise mechanisms of the form (2.3). Suppose ¢ : X — R™ has
finite sensitivity and x € X.

Example 2.2. The Laplace distribution Lap()\) is defined by the probability density function

1 —lx
fLap(JJ;/\) — ﬁe | /A

The associated Laplace mechanism

Tiap(w;q) = q(@) + & & "< Lap(\), A= Ajqfe (2.5)

satisfies e-differential privacy (Dwork and Roth, 2014, Chapter 3).
Example 2.3. The discrete Gaussian distribution DG (p, 02) is defined by the probability mass function
) e—(@—n)?/20°
foa(zip,0%) = — Az €2).
S e i—n?/207

j=—o00

The associated discrete Gaussian mechanism

Toa(z;q) = g(@) + & & K'DG(0,A?), A= Ajgfe (2.6)

satisfies €2 /2-differential privacy (Canonne et al., 2020, Theorem 4).



The addition of DP is considered separately from any post-processing, such as the constraints to non-
negative integer values or hierarchical consistency utilized in the Census Bureau’s TopDown Algorithm
(Abowd et al., 2022). This post-processing can greatly affect the underlying DP distribution, as well as
the associated properties. In this work we consider only the effects of adding DP noise, without any post-
processing.

2.4 MCMC Sampling

From the perspective of a data analyst, a major benefit of differential privacy over other disclosure avoidance
methodologies is that the noise-generating mechanism is often completely known; this includes any param-
eters. In principle, this means the noise mechanism can be included as a known source of uncertainty in
a statistical analysis. However, selection of a noise mechanism may be concerned primarily with enforcing
privacy criteria while maintaining a notion of utility of the underlying data; i.e., it is not necessarily chosen
for the data analysts’ convenience. Furthermore, future analyses involving the data may not be known to
the agency while tabulations are being prepared for release.

We will compare two competing MCMC samplers under the Laplace mechanism mentioned in Section 2.3,
and two other competing samplers under the Discrete Gaussian mechanism. In each case, one method uses
the correct noise mechanism and one uses an approximation which is potentially more computationally
efficient. Our objective is to ascertain whether the approximations produce nearly the correct inference, and
whether the improvement in performance is worthwhile. The IID, REG, and CAR models will be considered
under each of the two mechanisms. We will compare two Stan models (Carpenter et al., 2017) under a
Laplace mechanism: one using the correct noise-generating Laplace mechanism, and one using a Gaussian
approximation. Stan and other off-the-shelf modeling software is appealing for applied model development;
once a desired model is correctly specified, the analyst need not derive, program, and debug a tailored
sampling algorithm to apply it to the data. For the Discrete Gaussian noise mechanism, Stan currently does
not support drawing discrete latent random variables; therefore, we will compare a Gibbs sampler making
use of the correct Discrete Gaussian noise mechanism to a model using a continuous Gaussian approximation.
The model with continuous Gaussian approximation is implemented using either Stan or a Gibbs sampler,
depending on setting. The conditions necessitating the use of a Gibbs sampler are discussed in Section 6.
Details for Gibbs samplers are given in Appendix A.

MCMC sampling will yield R draws of the parameter 8 and the latent process Y = (Y1,...,Y,,) from the
posterior distribution [Y,0 | Z = z], denoted 0 and Y ()| respectively, for r = 1,..., R. A model-based
prediction of Y; is taken to be the mean lA/l = % Zil Yi(r). A model-based 95% interval for Y; is taken to
be the 0.025 and 0.975 quantiles from the draws Yi(l), e ,Yi(R); the endpoints are respectively labeled f’iL
and EAQU.

Using the true noise-generating mechanism in the Laplace case, the data model assumes &; - Lap(0, A)
for i =1,...,n. A competing data model is obtained using the approximation & ~ N(0,7A%/2). Although
other Gaussian approximations are possible, our choice of distribution is motivated by the following result.

Claim 2.4. Suppose g(z;v,\) = Le~l#=¥I/A i5 a Laplace density with given parameters v and A. The

Kullback-Leibler (KL) divergence between g and f(x; p, 02) = \/217 exp{— g2z (z — p)?} is minimized when

pu=v and 0% = wA2/2.

Proof. For two probability densities, f and g, with common support, the KL divergence from g to f
is defined as Dky, (f | g) = E; (log(f/g9)) = Eslog(f) — Erlog(g). Easy calculations give E;log(f) =
—(1/2)log (2m0?) — Ef (z — 1) /(202) and log(g) = —log(2A) — |z — v|/A. Then

DxvL(f | g) =Eflog f —Eflogg

1 x — )2
= filog (2%02) fEf !

20
1
=3 log (27r02) - = —|— log(2X) /|x

|z —v|

+ 10g(2>\) + Ef
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Figure 3: The Lap(0,1) density and Gaussian approximation N(0,7/2) shown with solid and dashed lines,
respectively.

Differentiating the integral

& 1 _(@=w? vTH _ =% e _ 22
|z —v|o—se 207 dr = — (x+p—v)e 22dz+ (r4+p—v)e 202dx
2mo v—p

— 00 — 00

with respect to p and setting equal to zero gives p = v. We can therefore set y = v = 0 without loss of
generality. Taking the second derivative, we have that this function is convex for y = v = 0. Then

1 1 1
Dxr(f | g) = —3 log(27r02) ~3 +log(2XA) + X Ef |z|

1 51 o [2
=-3 log(2mo®) — 3 +log(2)) + Vo

Differentiating the above with respect to o and setting equal to zero gives the result. O

Figure 3 displays an example using Claim 2.4, with Lap(0, 1) versus its Gaussian approximation N(0, 7/2).

3 Simulations with Laplace Mechanism

We conducted a simulation study to assess the suitability of the Gaussian approximation to the Laplace
mechanism covered in Section 2.3 in a Gibbs sampler. Data were simulated according to data model (2.2)
using 11D, REG and CAR process models for Y in Sections 3.1, 3.2, and 3.3 respectively. Agency noise &
variates were generated from the Laplace mechanism (2.5).

The primary goal was to predict Y using two MCMC samplers: one based on the correctly specified
Laplace noise mechanism and one using the Gaussian approximation. We also compare uncertainty estimates
and accuracy of credible intervals constructed using each sampler. A secondary goal was to evaluate accuracy
of the estimates of unknown model parameters, specified for each scenario. Both samplers were implemented
in Stan (Carpenter et al., 2017) through R (R Core Team, 2022) using the RStan package (Stan Development
Team, 2022). When feasible, the default settings in Stan were used, which include a single chain of 2,000
HMC iterations, with the first 1,000 discarded as a burn-in, and a maximum tree-depth of 10. Adjustments
needed to achieve good mixing and convergence as identified using appropriate diagnostics are noted in each
of the respective sections.



For each setting of the simulation, S = 100 datasets were generated. Within the sth simulated dataset,
a single chain of R draws was saved from each MCMC sampler indexed r = 1,...,R. Let Yl(s), R A
denote the data in the sth dataset which represent the sensitive data that require protection. Let }7;(5) =
% Zf‘zl Yi(r’s) denote model-based predictions based on the R saved draws. Similarly, let }A/;-L(S) and }/;;.U(S)
represent 0.025 and 0.975 quantiles from the draws Yi(l’s)7 - 7Yi(R’S)
for the sth dataset for each sampler:

. The following metrics are produced

n 1/2

RMSE®) = [ Z ¥ -

15~ o vy
- MAE® = L3 vy wmape = Loy Mol
i3 *iY;>0 Yl

&\ 9O _y 0 _ 1y (7H0) <y, < 700) o _ 1y (700 - 7H0)
MAX _iz\/l\yi Y[, COV _n;IYi <Y, <Y, , LEN _n;Yi v,
where ny = > I(y; > 0) and \/}_, z; represents the maximum of x1,...,x,. These metrics summarize
root-mean squared error, bias, relative bias, maximum absolute error, and empirical coverage and length of
an interval with 95% nominal coverage, respectively, over the n observations. We also consider “observed”
versions of the metrics which use the observed differentially private measurements, Z;, in place of model-based
predictions:

1 n
RMSE® = | =3z -

MAX(®) — \/ 1Z9 _yy, cov® = ZI 7(0.025 | \) < 28— ¥i < F7(0.975 | Ay)),

1/2

1 . Z(s
, MAE® = =3[z —yi|, MRAE® = —E 12 ¥ |Y| :
n
i=1 1Y>0

n

1
LEN® = =" [F7(0.975 | \i) — F; (0.025 | A;)] = Fy (0.975 | Ay) — Fy (0.025 | Ay),

i=1

3

where F; (v | A;) represents the v quantile of the distribution of §;. Simulation-level summaries for model-
based predictions or observations are produced by averaging the S metrics using:

s s s
1 1 1
- (s) - (s) - (s)
RMSE = 5 g RMSEY, MAE = 5 g MAEY, MRAE = 5 E MRAE'Y/,

s=1 s=1 s=1

S S S
MAX = Z AX®), Ccov = % > cov®, LEN = % > LEN®.

Co \

To summarize draws of the parameters, let 8("%) = (HY’S)7 .. ,0,(:’5)) denote rth saved draw of the parameter

using the sth simulated dataset. Point estimates é;s) = % Zle 9§T’S) are computed from the draws for the
sth dataset, and summarized for the simulation using

s s 1/2
0; = 3 Z@§S) and Sd(9j> = 51 Z(9§S) - 01>2
s=1

s=1

for j = 1,...,k. For each process model under consideration, we take privacy budget ¢ € {0.01,0.1,0.5}
and three settings of model parameters for a total of 3 x 3 = 9 settings. The values of € correspond to
A =1/e € {100, 10, 2}, which tend to generate large noise with A = 100 and much smaller noise with A = 2.
Figure 1 suggests that the variance of census data increases with the mean, so we consider increasing the
variance parameter along with the mean to mimic the behavior of the population counts for the selected
detailed ATAN groups. The three settings of the model parameters are labeled Scenarios S1, S2, and S3
for each form of the process model (IID, REG, and CAR) and their exact meanings are specified in the
respective subsections.
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3.1 Independent and Identically Distributed

Under the IID process model, data were generated with sample size n = 1,000. We consider three settings
of the parameters (u,0?): Scenario S1 uses =1 and 02 = 1, S2 uses p = 2 and 02 = 2, and S3 uses p = 3
and 02 = 3. The Laplace sampler produced a chain of 3,000 HMC iterations, with the first 1,000 iterations
discarded as a burn-in, yielding R = 2,000 saved draws, while the Gaussian sampler produced a chain of
2,000 HMC iterations, with the first 1,000 discarded as a burn-in. We found that Stan is very sensitive to
the choice of starting values, as the chain moves around the parameter space very slowly. Initial values

n n 2

O.8) _ yir(s) (0 _ L (s) 20 _ L [ (s) _ (0,s)i|
YOO =we oy —n;Wi, and o _n71;Wi 1
helped to achieve good HMC chains, where Wi(s) = log{max(Zi(S), 1)} and Y (%) represents the rth draw of
the latent random variable Y'(*). Here we have assumed Stan’s default improper prior for u by leaving the
distribution unspecified, and assumed a prior 0% ~ Gamma(10, 10).

The samplers for the entire simulation took about 46.74 hours to complete: 43.38 hours for the Laplace
sampler and 3.37 hours for the Gaussian sampler. Average sampler run times for each scenario are displayed
in Table 13. Increasing (u,0?) for each fixed € appears to only have had a mild effect on the runtimes of the
Gaussian model, but caused a more severe increase in run times of the Laplace model.

In Scenario S1, where the Laplace mechanism produced the most noise and the “signal” from the process
model was lowest, traceplots (not shown) provided evidence that the chains from both samplers did not mix
well. The Gaussian approximation model appeared to fare better than the Laplace model however. Here it
appears that, even though the distribution of the noise is known, characteristics due to the process model
are drowned out by the amount of noise. In general, the mixing of the chains improves as € or (u,0?) are
increased, corresponding to a larger signal to noise ratio.

Tables 1 and 2 summarize predictions and parameter estimates respectively, reporting the metrics de-
scribed in the beginning of Section 3. Ignoring the extremely noisy and low signal Scenario S1, the Laplace
model produced more accurate estimates of y and ¢? than the Gaussian approximation model. However,
when e is reduced or (u,0?) is increased, the two samplers produce very similar results for the estimates.
The prediction results in those scenarios are comparable as well. A notable difference is that the length
LEN of the intervals is wider from the Laplace model, as we might expect, so that the coverage COV of the
intervals from the Gaussian approximation model is slightly lower than the nominal 95% level.

3.2 Regression

Under the REG process model with regression coefficients 8 = (5, 1), Scenario S1 assumes $; = 0.5 and
02 =1, S2 assumes 3; = 1.5 and ¢? = 2, and S3 assumes ; = 2.5 and 02 = 3; By = 0.5 remains fixed.
Using sample size n = 1,000, the design matrix X was constructed from two columns: an intercept with all
ones, and a second column whose ith row is generated by z; ~ N(1,1) and fixed throughout the simulation.
Thus, we mimic the settings used in the IID process model with ¢ = X 3. The Laplace sampler was run
to produce a chain of length 3,000, with the first 1,000 iterations discarded as burn-in, yielding R = 2,000
saved draws, while the Gaussian sampler was run to produce a chain length of 2,000, with the first 1,000
iterations discarded as burn-in.
Similar to the IID setting, initial values for Stan were taken to be

n

s s S - s s 1 s (s 2
YOI w409 = (XTX) T XTWE, and o200 = —— 3" (W - W]
=1

where W) = L5 Wi(s) and Wi(s) = log{max(Zi(s), 1)}. Here B> has been taken to be the ordinary

least squares estimator from the regression of W) on X . For both the Laplace and Gaussian approximation
model, we assumed priors 02 ~ Gamma(10, 10) and 3 ~ N(0,251).

11



The samplers for the entire simulation took 194 hours to complete, with average sampler run times for
each scenario displayed in Table 13. As in the IID case, we see that fitting the Laplace model was much
slower than fitting the Gaussian approximation model. On average, across all simulations and scenarios, the
Laplace sampler took 13 times as long as compared to the Gaussian sampler. For the Laplace model, we
encountered poor mixing and slow convergence with the default settings in Stan. We increased the maximum
tree depth to 13, and also increased the maximum number of iterations to 3,000 to address these convergence
issues, though at the cost of longer running times. We did not encounter these issues with the sampler for the
Gaussian model using the default arguments. As in the IID setting, chains in Scenario S1 showed evidence
of inadequate mixing for both samplers; we again set it aside to focus on the other scenarios.

Tables 3 and 4 give predictions and parameter estimates, respectively. In general, we found that the
model-based estimates had higher accuracy as compared to the noisy direct estimates. As expected, this
was especially true for the scenarios with higher noise infusion. The results of the Laplace and Gaussian
approximation model were largely similar. One exception was the case of the high DP noise, and small p
and o2, in which case the Laplace model had much less error and bias. Overall, the Gaussian approximation
tended to have better coverage of the 95% interval, with similar interval lengths.

3.3 Conditional Autoregression

Under the CAR process model, the levels of 8 and setup of X were selected in the same manner as in
Section 3.2 for the REG model. We used a 10 x 10 square grid to construct the adjacency matrix A
discussed in Section 2.1, with one observation per area so that the sample size is n = 100. The lattice
structure and size were selected to illustrate a simple case of the CAR structure, while also maintaining
reasonable runtimes for the simulation. Both models were fit with 3,000 HMC iterations, with the first
1,000 iterations discarded as a burn-in, yielding R = 2,000 saved draws. The parameter p for CAR was
fixed at 0.95 throughout, and assumed known in the model. Initial values for Stan were formed in the same
way as the REG setting. For both the Laplace and Gaussian approximation model, we assumed priors
0? ~ Gamma(10,10) and B ~ N(0,251).

MCMC sampling for the entire simulation took 904 hours (= 37.67 days) to complete, with average times
per scenario given in Table 13. The Laplace sampler was much slower than the Gaussian sampler, with the
Laplace model requiring on average 6.1 times as much time as the Gaussian model. We encountered similar
mixing and convergence issues as in the REG case, primarily with the Laplace model, though to a lesser
extent with the Gaussian approximation. Increasing the maximum iterations to 3,000, and increasing the
maximum tree depth to 13 again helped to address these issues.

Tables 5 and 6 give predictions and parameter estimates, respectively. The results here largely mimicked
the findings in the REG case. The model based estimates far outperformed the noisy DP measurements. The
Gaussian approximation performed similarly to the Laplace, even in the case of high noise and low p and
o2. Coverage rates as well as interval length for the 95% interval were similar between the two model-based
approaches.

4 Simulations with Discrete Gaussian Mechanism

This section repeats Section 3 but with Discrete Gaussian as the noise mechanism. Data were simulated
according to the IID, REG, and CAR process models for Y in Sections 4.1, 4.2, and 4.3, respectively, and
agency noise £ variates were generated from the Discrete Gaussian mechanism (2.6). The objective now
is to compare predictions for Y using two MCMC samplers: a Gibbs sampler using the correctly specified
Discrete Gaussian noise mechanism with &; Fhh DG(0,A2?) in the data model and Stan using a continuous
Gaussian distribution &; R N(0, A?) in its place. The simulation setup and metrics are largely the same as
in Section 3, but some of the information is repeated in the following subsections for readability.
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4.1 Independent and Identically Distributed

Under the IID process model, data are generated with sample size n = 1,000. We consider three settings of
the parameters (u,0?): Scenario S1 uses = 1 and 02 = 1, S2 uses p = 2 and 02 = 2, and S3 uses p = 3
and 02 = 3. Based on initial diagnostics, both samplers are run to produce chains of 3,000 iterations, with
the first 2,000 discarded as a burn-in, yielding R = 1,000 saved draws. Initial values are taken to be

n

LS s 1 . 2
YO — w08 = - ZWi( ) and o209 — Z [Wi( ) _ 'u(O,s)] ’

n—1~4%
=1

where W = log{max(Z'*,1)} and ¥ ) represents the rth draw of the latent random variable Y (*). The
prior is taken to be p ~ N(0,25) and o2 ~ IG(2, 10).

Total MCMC sampling time over the whole simulation took 253.76 hours to complete. Average sampler
run times for each scenario are displayed in Table 14. Stan run times are generally faster than the Gibbs
sampler, except in Scenario S3 with e = 0.5 (low noise and high signal) where it slows down very noticeably.

Tables 1 and 2 summarize predictions and parameter estimates respectively. In Scenario S1 with e = 0.01,
both IID models show signs of poor performance: the Gaussian model has a COV of 0.39 while LEN for the
DG model appears to be extremely wide. Metrics appear to be improved in other IID models aside from
Scenario S3 with € = 0.01, where the RMSE of Gaussian is much larger than for DG; in this high signal and
high noise setting, traceplots from Stan showed evidence of slow mixing for several of the simulated datasets
which appear to be the cause. This effects of this can also be seen in Table 2 as sd(u) and sd(0?) increase
from € = 0.1 to € = 0.5 under Scenario S3.

4.2 Regression

Under the REG process model, values for regression coefficients 3 = (fy, 51) are taken to be (0.5,0.5) for
Scenario S1, (0.5,1.5) for S2, and (0.5,2.5) for S3. Using sample size n = 1,000, the design matrix X is
constructed from two columns, an intercept with all ones and a second column whose ith row is generated
by z; ~ N(1,1), and fixed throughout the simulation. As in the IID case, samplers produced chains of length
3,000, with the first 2,000 iterations discarded as burn-in, yielding R = 1,000 saved draws. Initial values are
taken to be

Y(O,S) — W(S), ﬁ(o,s) — (XTX)71XTW(S), and 0_2(0,5) _

2 -wel

where W) = 1571 | Wi(s) and Wi(s log{max(Z; (=) ,1)}. Here B(%*) is taken to be the ordinary least
squares estimator from the regression of W) on X. We assume priors o2 ~ IG(2,10) and 8 ~ N(0, 25I).

Total MCMC sampling time over the whole simulation took 267.58 hours to complete. Average sampler
run times for each scenario are displayed in Table 14. Here, Gibbs takes substantially longer than Stan, with
Stan run times increasing under Scenario S3 as € increases.

Tables 9 and 10 summarize predictions and parameter estimates respectively. As in the IID case, COV
and LEN results for Scenario S1 with € = 0.01 indicate problems for both samplers. Here, trace plots (not
shown) provide evidence poor mixing in both cases. Results in remaining cases appear to be comparable
with no indication of problems; the most obvious exception being a low COV for Scenario S3 with ¢ = 0.5,
which appears to experience slow mixing under several of the generated datasets.

4.3 Conditional Autoregression

Under the CAR process model, the levels of B and setup of X are selected in the same manner as in
Section 4.2 for the REG model. We use a 10 x 10 lattice to construct the adjacency matrix A discussed in
Section 2.1, with one observation per area so that the sample size is n = 100. Samplers are run to produce
chains of length 3,000, with the first 1,000 draws discarded as burn-in, yielding R = 2,000 saved draws. The

13



parameter p for CAR is fixed at 0.95 throughout and assumed known in the model. A similar analysis could
be conducted without an estimate of p using an intrinsic conditional autoregressive (ICAR) model (Besag
and Kooperberg, 1995). Initial values for Stan are formed in the same way as the REG setting. The prior
is taken to be 02 ~ 1G(2,10) and 8 ~ N(0,25I).

Total MCMC sampling time over the whole simulation took 113.70 hours to complete. Average sampler
run times for each scenario are displayed in Table 14. Here, Stan tends to take longer than the Gibbs sampler,
especially with the CAR latent process model.

Tables 11 and 12 give predictions and parameter estimates, respectively. As in the IID and REG cases,
but to a smaller degree, COV and LEN appear to suffer under Scenario S1 with e = 0.01. Remaining results
show no evidence of mixing issues or poor performance. Furthermore, results from the two samplers appear
to correspond well. Table 12 also shows good agreement between the two samplers. However, due to the
confounding phenomenon under the CAR model, coefficient values themselves may not be comparable to
the true values as the inclusion of a spatially correlated random effect can drastically affect estimation of
fixed-effects coefficients (e.g., Hughes and Haran, 2013; Hodges and Reich, 2010; Bradley et al., 2015).

5 Empirical Simulation Study with Laplace Mechanism

This section presents the results of an empirical simulation study using 2010 census counts of the number of
persons in the 77 counties in Oklahoma for each of the ATAN race groups Cherokee, Choctaw, and Sioux.
This provides a realistic setting to compare models using the exact noise mechanism with models using
an approximating Gaussian data model, and to understand the benefit of including regression terms and
spatially correlated random effects in a BHM fit to real data. This study is also used to quantify the gains
in precision using model-based methods of increasing complexity to estimate counts of persons compared to
directly using noisy, differentially private measurements, and to understand the computational tradeoffs of
using the exact, but difficult to fit Laplace data model, vs. using the approximating Gaussian data model.

In this study, the released 2010 census counts are treated as sensitive data which are protected by a
Laplace noise mechanism before release (without any post-processing). Each of the three AIAN groups is
taken individually and privacy protected using three levels of privacy protection, e € {0.01,0.1,0.5}, giving
a total of 9 simulation levels. These values of € were chosen to roughly represent very high, medium, and low
levels of privacy protection/noise. For each level, datasets Z6) = (Z{S), ceey Z,(f)) fors=1,...,58 =100 are
generated by adding Laplace noise to the 2010 counts Y = (Y1,...,Y,,) for the corresponding ATAN group;
ie.

720 =Y+ €, € " Lap(0,1/e), (5.1)

Here, ZZ-(S) represents the noisy, differentially private measurement of the true, unobservable 2010 census
count, Y; for the ith county. With 100 datasets generated for each of the 9 simulation levels, a total of 900
datasets were generated.

The IID and REG models were fit to each dataset Z(®) in two ways: first using the correct Laplace noise
mechanism in the data model, then replacing the Laplace mechanism with our Gaussian approximation. For
the REG model, the design matrix X consists of three columns: an intercept, the logarithm of corresponding
2000 census count incremented by one, and the logarithm of the corresponding ACS 2009 count incremented
by one. The logarithm of the 2000 census and 2009 ACS counts, summarized in Figure 1, are regarded as
non-sensitive, publicly available data sources that can be used to model 2010 census counts.

We also fit a model which includes a spatially-correlated random effect, but rather than using the CAR
model given in Section 3.3, we used an ICAR model (Besag and Kooperberg, 1995). Using an ICAR
distribution on the random effects avoids the difficulties of estimating the parameter p in the CAR model
presented in 2.2. The ICAR prior is also advantageous in that we found it results in much faster fitting times
in Stan than when using a CAR prior. The model, with an approximating Gaussian noise distribution, is
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then
Zi=Y;+&, &~N(0,m\}/2),
logV; =] B+n+v, v = NO,46%),
n=(n,...,nn) " |o° ~ICAR(c?),

where ICAR(0?) denotes the ICAR distribution parameterized by the single variance component, o2. The
ICAR distribution can be characterized by its full conditional distributions. Let N; index the set of geogra-
phies which neighbor area ¢, and let n; be the number of elements in A;. Then

9 1 o2
ni | n-i0” ~N *Zﬂj,* )
i JEN; i

where 1)_; represents the vector 1, with the ith element removed. To avoid identifiability issues, we impose
the usual constraint that ), 7, = 0. Random errors -; representing fine scale variability were added to
improve mixing in Stan. The same initial values as the REG model were used, in addition to 7 = 0. For the
priors, we used 3 ~ N(O0, 0[2,1) and 0? ~ Gamma(a,, b,) with o5 =5, a, = 10, b, = 10.

Mathematically, this model is a fairly straightforward extension of the REG model, but the computational
challenges of fitting this model increased dramatically over fitting the REG model. The time increased
substantially fitting the ICAR model over the other models using equivalent settings in Stan. Also, keeping
the Stan settings the same resulted in poor model fit, as evidenced by examination of the traceplots and
analysis of the predicted values. One issue may be that, given the strength of spatial dependence exhibited,
the number of areas used (i.e., the 77 counties in Oklahoma) is too small to fit a spatial model. See Janicki
et al. (2022) for similar issues determining the number of geographic regions to use in a spatial areal model,
and discussion on tradeoffs with increasing or decreasing the number of areas. We therefore expanded
the number of geographies to include counties from Oklahoma’s six neighboring states, Colorado, Kansas,
Missouri, Arkansas, Texas, and New Mexico, for a total of 723 counties. Based on initial investigations,
we also increased the number of HMC iterations to 3,000, with the first 1,500 discarded as warmup, and
increased the maximum tree depth tuning parameter to 15 to improve convergence. Adjusting the tuning
parameters to these settings resulted in much better model fit, as evidenced by examination of the traceplots
and comparison of model-based predictions to the true values. The tradeoff with choosing these HMC
settings is the massive increase in computational time, as can be seen in Table 15. Due to these challenges,
we only present results for an empirical simulation study using the data set consisting of counts of Cherokee
persons by county.

As challenging as it was to fit this model with a Gaussian noise approximation, fitting the model using
the true Laplace model was greater still. The time to fit the Gaussian model to a single data set, in this
example, was over 200 minutes on average across all settings, as can be seen in Table 15. The time to fit the
Laplace model to a single data set, using the same tuning parameters as with the Gaussian model, was over
a day, and still convergence was not achieved. The lack of convergence was obvious, and could be observed
by examining the traceplots of the predicted values of the true counts (not shown). Despite using reasonable
starting values and increasing the number of HMC iterations, we could not achieve convergence using the
exact Laplace data model in under 24 hours in Stan.

For each of the three models, IID, REG, and ICAR, we used initial values in the HMC sampler in
Stan of Y;* = max{Z;,1} for Y;, i = 1,...,n. The initial value used for o2 was the variance of a; =
log Yy, ... ,a, = logY,*. For models REG and ICAR, the initial value used for 3 was 8* = (X 'X)" !X Ta
where a = (ay,...,ay). The adjacency matrix A for the ICAR model was computed from the geography of
Oklahoma counties as well as counties in surrounding states. For each of the three models, draws Yi(T’S) for
r=1,..., R were saved so that metrics described in Section 3 could be computed. HMC for all models was
carried out using Stan. We found that the Stan tuning parameters and the number of HMC iterations to
achieve convergence needed to be chosen separately for each model. In total, the samplers for the IID model
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took 4.89 hours to run, while the samplers for the REG model took 3.07 hours. The Stan samplers for the
three Cherokee scenarios with the Gaussian ICAR model took 1022.23 hours to run.

Table 17 gives an overall summary of the performance of the predictions for each scenario and for each
detailed race group. Table 17 shows the root mean squared error (RMSE), mean absolute error (MAE),
mean relative absolute error (MRAE), maximum deviation (MAX), coverage rate (COV), and interval length
(LEN), averaged over all 100 simulations for each scenario and for each detailed ATAN race group. We note
while the same noise levels are used with the Cherokee, Choctaw, and Sioux data sets, that comparisons
across these detailed ATAN race groups are not necessarily meaningful, as the predictions depend not only
on the noise levels, but also characteristics of the underlying true values as well as the predictors. Differences
in the summary statistics across columns with common noise levels in the Observed block of Table 17 are
due to simulation noise.

Comparing results within each column of Table 17 we see that model-based predictions generally out-
perform the noisy measurements under each of the given metrics, regardless of the amount of noise added,
and regardless of whether the true Laplace data model or the approximating Gaussian data model is used.
The RMSE decreases substantially in each scenario using the IID model, compared to the noisy measure-
ments, especially with the Sioux data set. The predictions using the IID model are also well calibrated,
in the sense that the coverage rates of the credible intervals are close to the nominal 95% level. Using
the correctly-specified Laplace model gives better results than the approximating Gaussian data model,
particularly with uncertainty estimates and credible intervals, but the point estimates are generally very
comparable, indicating that the approximate Gaussian model gives good results.

Adding covariate information to the model, as can be seen in the REG blocks of Table 17, further increases
the precision of predictions, particularly in the very high noise case, e = 0.01. Again, the Laplace model and
Gaussian model give very similar results. We do, however, see a degradation in performance of the credible
intervals, as coverage rates tend to be in the 80s. This could be due to not accounting for the uncertainty of
the ACS 5-year estimates, the specification of the hyperparameters or prior distributions, or the tuning of
the HMC algorithm.

The ICAR model, perhaps unsurprisingly, gives the best overall results. Accounting for spatial correlation
using an ICAR prior on the random effects both further improves the precision of the point predictions in
the e = 0.1 and 0.5 scenarios, and also corrects the coverage rates in all scenarios. The worse performance
of the point estimates in the e = 0.01 scenario may be more due to issues of fit using the REG model with
very high noise levels, rather than with the ICAR model.

Overall, we see that the Gaussian approximation to the data model gives very similar performance to
using the exact Laplacian model in nearly every scenario, and can be used in situations where a Laplacian
model is not feasible, such as when accounting for spatial correlation in the model. The greatest modeling
benefits are when there are very high levels of added noise. With very low levels of noise, the benefits are far
more modest, although there does seem to be some improvement in precision. Regardless of the amount of
added noise or the degree of added precision of the point estimates, the ability to fit a model to the observed,
noisy data, is important, as it allows for prediction of out of sample quantities, as in change of support and
downscaling problems, which is an important area of future research.

6 Empirical Simulation Study with Discrete Gaussian Mechanism

This section presents a similar study as in Section 5 based on the same ATAN data, outcomes, and covariates.
However, the observations are now prepared with a Discrete Gaussian mechanism so that

79 =y, +¢9, ¢ DG(0,1/e) (6.1)

for county ¢ = 1,...,n within the sth simulated dataset s =1,...,S. Here, Y = (Y1,...,Y,) are taken to
be the released 2010 census counts for either Cherokee, Choctaw, or Sioux groups, and three levels of noise
e € {0.01,0.1,0.5} are considered. There were S = 100 simulated datasets generated within each of the nine
simulation settings.
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Three pairs of models were considered to fit the generated data based on the IID, REG, and CAR models.
For each of the IID, REG, and CAR model types, one variant was fit using the true DG noise mechanism
in the data model and a second variant was fit with an associated Gaussian distribution in place of the DG
mechanism. We refer to these models using the labels DG 11D, Gauss IID, DG REG, Gauss REG, DG CAR,
and Gauss CAR. The Gauss IID and Gauss REG models were fit with Stan as in Section 5.

Because Stan does not directly support discrete latent variables, the Gibbs sampling algorithm discussed
in Appendix A was used to fit the DG IID, DG REG, and DG CAR models. Furthermore, initial attempts
to produce suitable chains for the Gaussian CAR model using our Stan code were unsuccessful; therefore, a
Gibbs sampling approach was also used in this setting. Remark A.2 demonstrates that the obtained Gibbs
sampler cannot estimate the intercept parameter under an ICAR assumption; therefore, the CAR setting
uses a proper CAR structure with fixed dependency parameter p = 0.95. As in Section 4, all simulations
were fit by generating a chain of 3,000 iterations and discarding the first 2,000 as a burn-in sample. A
common conjugate prior of 3 ~ N(0,25I) and o2 ~ I1G(2,10) was used in all cases. A maximum tree depth
of 12 was used for Stan with the Gaussian REG model. In total, the samplers for the IID case took 155.92
hours, the samplers for the REG case took 268.13 hours, while the CAR case took 350.32 hours.

Table 18 summarizes prediction results from the simulation and Table 16 displays the associated runtimes
for reference. As anticipated, the RMSE, MAE, and MRAE tend to improve from Observed to IID, REG,
and CAR, as models become more expressive. DG and Gaussian results tend to be similar in most cases.
Focusing on COV, it appears that models for the Cherokee data attain closest to the nominal 95% coverage
level, while the Sioux data tend to be furthest. Some cases such as DG CAR with Sioux data have poor
coverage and a very narrow LEN. In these cases, neither the DG nor Gaussian models appeared to mix well
under the large noise setting ¢ = 0.01, but improved as ¢ was increased to 0.5. The large noise may be
especially problematic with the Sioux data because of the large number of zero counts; this can be seen in
Figure 4.

A closer look at the Gibbs sampler reveals some issues that may be contributing to the low coverage.
With integer-valued responses and DG noise in the data model, the choice of transformation f(z) = logz
precludes drawing integer values of zero from the conditional [y; | y_;, 0]; see Remark A.1. This affects the
COV metric when there are many zeros in the data. Future work with integer-valued response and DP noise
would benefit from the transformation f(z) = log(x 4 1) instead. Also, with DG noise in the data model,
the Gibbs sampler was seen to get “stuck” in regions where only very small moves were possible. Here the
elements of y became unlikely to change by a full integer; trace plots of 3 and o2 appear to show good
mixing, but their exploration is constrained due to the lack of movement of y. Under similar circumstances
with a Gaussian data model, all components of the chain are able to move, and evidence of poor mixing for
B and o2 can more readily be seen. The underlying mixing issue might suggest that the Lognormal model
may not be ideal in this setting.

7 Conclusions

We have investigated several differentially private noise mechanisms in the data model within a hierarchi-
cal Bayesian model. Specifically, Laplace and Discrete Gaussian mechanisms were compared to respective
Gaussian approximations in a series of simulations. We first considered data generated from a Gaussian dis-
tribution conditional on a lognormally distributed process model, then proceeded to empirical simulations
with noise mechanisms applied to selected counts from the 2010 census.

Unsurprisingly, in cases where the noise mechanism has a large magnitude to drown out the signal from
the latent process, models have more difficulty capturing the process. This manifests in poor mixing of
MCMC chains which is evident in diagnostics such as trace plots and in the summarized results. Evidence
of poor mixing from Stan is also seen with small magnitude noise and large signal, but is not seen in Gibbs
samplers. For empirical simulations, the featured Lognormal model works well when small counts are not
too prevalent and noise magnitude is not too large. Gaussian approximations appear to give very similar
results to models using the exact Laplace or Discrete Gaussian noise mechanisms, provided that the noise
magnitude is not too large; in this case, use of the exact noise mechanism is preferable. However, runtimes in
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Figure 4: Distribution of counts from the 2010 census for the three AIAN groups in Oklahoma and neigh-
boring states.

Stan appear to suffer when outcomes are assumed to be sums of Lognormal and Laplace random variables.
Note that results obtained from Stan which were less ideal may be a symptom of our programming rather
than the capabilities of Stan.

Modeling of differentially private data will continue to be of interest as statistical agencies adopt it for
releases. Our study assumed fairly standard latent process models and was limited to a simplified dataset
extracted from a vastly more complicated release. The recent and future data releases feature many levels
of geography, many other race and ethnicity groups, and a number of tabulations which are subsetted to
particular groups in the overall population and crossed with a number of other factors of interest. Future
work will consider more holistic models to capture dependencies among tabulations within a release and
between multiple data products.
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A Gibbs Samplers with Direct Sampling for Noise
Define the following notation.
e Let log(y) = (logyi,...,logy,) denote elementwise application of the logarithm.
e A random variable W € R™ has multivariate normal distribution N(u, ) with density fn(w | g, 3)
exp{—3(w —p) ' (w — p)}.
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e A random variable W € R™ has multivariate lognormal distribution LN(p, ¥) with density fin(w |
p, %) o< exp{—3(logw — p) "I (logw — )} T}, wi I(w; > 0).

e A random variable W € (0,00) has inverse gamma distribution 1G(a,b) with density fig(w | a,b) x
w4 e v [(w > 0).

e Random variable & = (&1,...,&,) represents the agency noise, with density & ~ f;(& | A) and A; a
known parameter. Density f; will be taken to be the density of either DG(0,A\?) or N(0, A?).

A.1 Gibbs Sampler for REG and IID

Let X € R"*? be an n x d design matrix corresponding to fixed effects 3. In vector notation, assume the
REG model

ind.
Z=Y+¢& & ~ fil&i| M),
log(Y)=XB+mn, n~N(0,0°I),
with parameter model

B~N(0,03I), o®~1G(as,b,).

The IID model is obtained as a special case of the REG model where X = 1,,. It is straightforward to
derive a Gibbs sampler for the REG model when Y is drawn as augmented data. However, because the
distribution of [Y" | -] does not have a familiar conjugate form, we will make use of a direct sampler described
in Appendix A.3.

The joint distribution of all random variables in the REG model is

f(zy,8.:m.0%) = f(z | 9)f(y | B.o*)f(B)f(o?)
= lH filzi —yi | /\i)] fin(y | XB,0*1) fn(B ] 0,031) fic(0? | ag,bo).
i=1

1. To draw [0 | -],

f(@*]) o< (02) ™% exp —z%(logy—Xﬁ)T(logy—Xﬂ) (o) o tebe /o
g N———’

n

—a,—n/2— 1
— (o) e { b+l |

Therefore [02 | -] ~ IG(a, +1/2,b, +n1/2).
2. To draw [B] -],

f(B ) ocexp {—Z;(bgy —X3)"(logy — Xﬁ)} e—B'B/(205)

Therefore [3 | -] ~ N(9,271) with

9=0"'XT(logy)o™®, QL=07"X"X+0,°L
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3. Finally, to draw [Y | z, 0], notice that
flylz0) Hfz zi— Y | M) fin(yi | &) B,0%)

so that ¥; may be drawn independently from [Y | z,0] = []_,[Yi | z;,0]. We may write
Fyi | 2i,0) o fi(zi —yi | M) fux (vi | & B,0°). (A1)

However, rather than directly making use of (A.1), it is equivalent and conceptually helpful in the
direct sampler to draw & from

F& ) o< fil& | M) fun(zi — & | =] B,0%),
as described in Appendix A.3, and transform to y; = z; — &} to obtain a draw from [Y; | z;, 6].

Remark A.1. When both z; and &; are integer-valued, density (A.1) will assign probability zero to the
event [y; = 0], so that zeros are not drawn. In this case, it would be preferable to model the transformation
log(Y + 1) = X3 + n rather than log(Y) = X8 +n.

A.2 Gibbs Sampler for CAR

Let us rewrite the CAR model as

1nd

Z:Y+£a fz fz(le)\)
log(Y)=XB+mn, nlo*>~N(0,0°R™").

with § = (91,...,1m,) and R = D — pA with matrices A and D as defined in Section 2.2, and assume the
prior

B~N(0,03I), o®~1G(ag,b,).

If p = 1 is taken so that an Intrinsic CAR is assumed, a pseudo-inverse R~ may be used in place of R~}
when expressing the model. To derive a Gibbs sampler for this model, the joint distribution of all random
variables is

f(zy.8:m,0%) = f(z | y)f(y | B,0*)f(B)f(o?)
= [H fi(zi — i | )‘z)‘| Jin(y | X@ozR_l)fN(,B | O»U%I)fIG(U2 | a5, bo).
i=1

The conditionals are obtained as follows.

1. To draw [0? | -],

1 :
F@® ) o (0*) 7 exp § =5 (logy — XB) " R(logy — XB) o+ (0%) "~ le™"/7
Q

= (0?)"a /2 L exp {—;[ba + Q/2]} :

Therefore [02 | /| ~1G(a, + n/2,b, + Q/2).
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2. To draw [B | -],
f(B ) ocexp {—%;(logy —XB8)"R(logy — Xﬂ)} =B B/(203)

x exp{ - % [ﬁT <O'_2XTRX + 052I> B — 20 %(log y)TRXﬁ] }
Q

o< exp{ - % [ﬁmﬂ — 20 2(logy)  RXQ! Qﬁ] }
pa

Therefore [3 | -] ~ N(9,Q271) with

9=0"'X"R(logy)o>, Q=0°X"RX +0,°I
3. Finally, recalling that 8 = (u,0?), to draw [Y | 2, 8], notice that
y | z, 0 [H fl Zi —Yi | )\z)‘| fLN(y | Xﬁ702R) (A2)

may not factor into independent terms, however, we may draw sequentially from [Y; | y_;, 2, 0], for
i=1,...,n, where y_; = (Y1, -+, Yi—1,Yit1,s---,Yn). From (2.1) and (A.2),

Fyi | y—i,2,0) < fi(zi —yi | M) fun (i | i, 02),

n 2
o
pi =i B+ LZaw(logye —x)B), of =
Qi+ ] Qi+
Furthermore, rewriting as a distribution on &;,
F& | y-irz,0) o fi(& | Ni) fun(zi — & | iy 07) (A.3)

so that we may draw & ~ [&; | y—i, 2, 0] using the direct sampler in Appendix A.3 and transform to
Y = 2z — & to obtain a draw from [Y; | y_;, 2, 0].

Remark A.2. With an ICAR model and an intercept assumed so that X = (1 W), this sampler cannot
produce useful draws of the first element 3; of 3. To see this, note that in Step 2, we have

.
RX=(0 (A-D)W) and X'RX = <g WT(AO, D)W)

using the identities (A — D)1 =0 and 1T (A — D) = 07. Furthermore,

o’ o’
i 1)
0 [0——2WT(A ~- D)W + o—gQI]

Therefore, ﬂl is drawn from a normal distribution independently of the remaining coordinates of 3 with
variance e] 2 le; = 0[23 and mean

e]9=0"2eQ'XTR (logy) = U_QageIXTR (logy) =0,

which is a function of only the prior variance O’%.

22



A.3 Direct Sampler

In Sections A.1 and A.2, we encountered conditional distributions for &; of the form

FE1Q) = wlE | Oge | Vb, E€9, v= / w(€ | O)g(€ | Nw ()

where v(-) is either the counting measure or Lesbegue measure if §; is discrete or continuous, respectively.
The vector ¢ contains all random variables which have been conditioned on; we will consider it fixed for the
remainder of this section and omit it from the notation. Here, g is a density function which will be referred
to as the base distribution, and w is a nonnegative function that will be referred as the weight function. In
particular,

wé|¢) = fun(z—¢19,7%) (A4)

for some mean and variance parameters ¥ and 72. Three base distributions were encountered, depending on
the agency noise assumed in the model:

1. Laplace noise g(& | A) = frap(§ | N),
2. Gaussian noise g(¢ | \) = fn(€]0,A?), and
3. Discrete Gaussian noise g(¢ | \) = fpa(€ ] 0,A?).

These three weighted distributions may be drawn using the direct sampling scheme described in Raim
(2021), which is based on the framework developed by Walker et al. (2011). The idea in direct sampling is to
augment a random variable U where it is easier to draw from the joint distribution [, U] than the marginal
of §. This is accomplished without explicitly computing the normalizing constant 1. Define ¢ = sup¢cq w(§)
and A, = {€ € Q: w(&) > uc}. To augment U, assume [U | £] ~ Uniform(0,w(§)/c) so that

flu]§) = @I(O<U<w(f)/0) = ml(feAu)-

The joint density of [£, U] is then

p(u) = iP(Au)a uel0,1], P(A4,) = /I(f € Ay)g(&)dv(§),
and the distribution of [ | u] is
_ 99

Therefore, we may draw u from marginal distribution p(u) and £’ from [¢ | u], and finally discard w.

The direct sampling scheme described in Raim (2021) assumes univariate target density f with weight
function w with A, an interval for every u € [0,1], and is most practical when endpoints of A, and the
CDF and quantile function of base distribution g are readily computed. We will review these steps to obtain
samplers used the present paper. A step function h(u) to approximate the marginal p(u); in particular,
an unnormalized version of the step function h* is built from N knot points ug,...,uy so that h(u) =
h*(u)/ fol h*(t)dt. We use N = 100 in all results in this paper. To obtain exact draws from p(u), rather
than from a numerical approximation to p(u), rejection sampling is used with h as the proposal density
as described in Algorithm 2. The expected number of rejections will be small when A* is an accurate
approximation to P(A,,). Details on construction of the step function, knot selection, and rejection sampling
are described in Raim (2021).
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For the weight function (A.4), the mode is £* = z — exp{u — 0%} so that ¢ = exp{—(u — 02/2)} is the
associated maximum of the weight function. The set A, is an interval whose endpoints are the roots of the
equation w(€) — cu = 0, which are given by

{61(w), o)} = 2 — exp { (1 — %) & [0 = 2p10® + 20 log(cw)]*}. (A5)
Denoting G as the cumulative distribution function associated with g, and G({—) = lim¢ G(t), we have
P(A,) = P(w(§) > uc)
= P(&i(u) <& < &a(u))
= G(&(u)=) — G(&1(u)). (A.6)

Once u is drawn from p(u), the quantile function G~ (£) may be used to draw from f(£ | u) via the inverse
CDF method because

Fo(p|u)=G ((t—s)p+s)

for quantile ¢ € (0,1) with s = G(&1(u)) and t = G(&2(u)—). Algorithm 1 describes the computation of P(A,,)
via (A.5) and (A.6), and Algorithm 2 summarizes the overall direct sampler.* To complete specification of
the sampler, we now describe computation of G and G~ for each of the three base distributions. The Laplace
distribution has closed form expressions

Grap(§ | A) = % + %Sgn(f)[l — e—\f\/k]’

GLap(® [ A) = —Asgn(p —1/2)log(1 — 2|¢ — 1/2]).

Functions for the Gaussian distribution are widely available in software libraries; e.g., Gn (€ | A?) and Gy (¢ |
)\2) can be invoked using pnorm(xi, 0, lambda) and gnorm(phi, O, lambda) in R, respectively. The
DG(0, A\?) distribution is not implemented in standard statistical software; however, Canonne et al. (2020)
provide a number of results to facilitate its use, including a close relationship to the N(0, A\?) distribution.
We will make use of one particular result, which will now be stated for reference.

Lemma A.3 (Proposition 25 of Canonne et al. (2020)). Suppose X ~ DG(0,A?) and Y ~ N(0,\?). For
any integer m > 1 and all A >0, P(X >m) <P(Y >m—1).

To use the Discrete Gaussian distribution with the direct sampler, we would like to make use of its CDF
and quantile function; however, these appear not to have closed form expressions. Our approach will be
to work with a truncated version of the distribution, which is described in the following results. Denote
®(x | p,0?) and @~ 1(¢p | p,0?) as the CDF and quantile function of N (i, 0?), respectively.

Lemma A.4. For any T € (0,1], let z, = [®71(1—7/2]0,7%)] and X ~ DG(0,\?). ThenP(|X| > z,) < T.

Proof. Let Y ~ N(0,A?) and U ~ Uniform(0, 1),
P(|X| > z;) =2P(X >z, +1) (A7)
<2P(Y > x,) (A.8)
<2P(Y > 071 (1-17/2]0,)%)
=2P(U >1-1/2)
=2(1-(1-17/2))
=T.

Expression (A.7) follows by symmetry of X about 0. Expression (A.8) follows from Lemma A.3 because z,
is a nonnegative integer when 7 € (0, 1]. O

4Remark 2.2 of Raim (2021) gives a more complicated expression for the acceptance ratio, but it can simply be taken as

P(Au)/h*(u).
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Now, with z, selected as in Lemma A.4, S, = {—x,,...,2,} is ensured to contain at least probability T
from the DG(0, A\?) distribution. Therefore, we consider instead working with DG(0, A?) truncated to the set
S, which we denote DG (0, \?). The following result shows that DG(0, A\?) and DG, (0, A\?) are also close
in total variation distance drv.

Proposition A.5. Let p be a density on a countable set Q, X ~ p, and q(z) =1(z € S) - p(z)/P(X € S) be
q truncated to a set S C Q. Then dry(p,q) =P(X ¢ 5).

Proof. Because 2 is countable, we may express the total variation distance between p and q as

drv(p,q) = % > Ip(@) -

e
= @) @]+ 5 Y Iple) — ale)]
€S 169\5’
1 . p(x) 1 .
=3 2 [por - (X€S>\+ e%j\spu
:,;p 7){1 s>’+ P(X ¢ S)
- P(X¢S) 1
_}ezs P(Xecs) Tl X #s)
—P(X ¢ 9). O

Therefore, the total variation distance between DG(0,A?) and DG, (0,A?) is P(|X| > z,), which is
bounded above by the 7 given in Lemma A.4 to select z,. To facilitate the repeated computations of the
CDF of DG, (0, A?) used in Algorithms 1 and 2, values

Dwes, 1w < §) exp{—w?/(23%)}
D ses, exp{—s?/(22%)}

may be precomputed for a given A and each § € S;. The quantile function G may be implemented using
a bisection search on the sorted CDF values.

Gpg, (€)=

Algorithm 1 Unnormalized p(u) density.

Input: u € [0,1] argument to evaluate.
Input: ¢ = (z, u,0?) parameters for w.

1: function P(4,,)
Let {&1(u), &2(u)} = 2z —exp {(N —0?) & [o* — 2u0? + 202 log(cu)] 1/2}.
3: return G(&(u)—) — G(&1(u))

»

B Simulation Results

25



Algorithm 2 Direct sampler with rejection step.

Input: G is CDF of g.

Input: G~ is quantile function of g.

Input: ¢ = supgcq w(§).

Input: ¢ = (z, u, 02) parameters for w.

Input: )\ parameter for g.

Input: N determines initial number of knot points for step function approximation.
1: function DIRECTSAMPLER
2: Define the function P(A,,) according to Algorithm 1.
3: Construct the step function A* using N + 1 knot points and P(A4,).

4: Let h be the density from normalizing h*.

5: do > Draw from p(u) using rejection sampling.
6: Draw u from step density h

7: Draw v from Uniform(0, 1)

8: Let Accept + I[v < P(A,)/h*(u)].

9: Update h* with u as additional knot if adaptive rejection is desired.

10: while Accept =0

11: Assign s = G(&1(u)) and t = G(&(u)—) > Draw from f(z | u) using its quantile function.
12: Draw w ~ Uniform(0, 1)
13: return G~ ((t — s)w + )

Table 1: Results for Laplace IID simulation: summary of predictions.

Scenario S1 Scenario S2 Scenario S3
e=10.01 0.1 0.5 0.01 0.1 0.5 0.01 0.1 0.5

RMSE 140.81 14.16  2.82 141.07 14.15 2.84 14141 14.07 2381

2 MAE 99.75 10.03  2.00 100.13 10.03 2.01 100.22 9.99 1.99
. MRAE 9991 6.14 120 36.38 3.68 0.75 2301 215 044
% MAX 764.34 7558 15.11 736.72 73.74 15.06 743.83 73.77 14.38
S COoV 095 095 095 095 095 095 095 095 095
LEN 599.15 5991 11.98 599.15 59.91 11.98 599.15 59.91 11.98
RMSE 775 505 204 4061 9777 250 77.01 11.66 2.64
» MAE 441 314 146 1942 6.71 177 4819 820 1.88
i‘é MRAE 1.60 1.74 0.82 5.84 221  0.63 930 161 040
g MAX 97.19 47.69 1290 559.13 61.41 13.87 562.19 68.41 14.12
= Ccov 042 094 095 087 094 095 092 095 095
LEN 10.71 1483 7.27  86.92 3220 989 21479 44.12 1091
RMSE 30.21 596 2.06 4863 9.87 250 79.19 11.70  2.64
MAE 1199 338 145 2393 6.6 177 48.05 818 1.88
g MRAE 789 1.84 081 838 218 0.61 9.49 158 0.39
8 MAX 523.57 59.86 13.38 580.25 63.64 13.96 614.23 69.06 14.14
COovV 0.86 096 0.93 094 093 0.92 092 092 092
LEN 72.39 16.55  6.63 122.02 2948 836 211.23 37.78  9.06
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Table 2: Results for Laplace IID simulation: summary of parameter estimates.

Scenario S1

Scenario S2

Scenario S3

e=001 01 05 001 01 05 001 01 05
o W 3508 1.00 1.00 226 2.04 201 323 3.03 3.01
& sd(p) 64.54 0.2 0.05 026 007 005 0.14 0.06 0.06
2 g2 1.07 099 1.01 126 1.88 1.94 240 277 2.86
= sd(0?) 018 0.5 008 026 015 012 023 015 0.13

[ 021 0.86 0.99 230 202 201 323 3.03 3.00
2 sd(p) 572 0.3 0.05 0.6 0.08 005 0.14 0.06 0.06
& o 1.92 143 1.07 202 197 1.96 255 282 2.88

sd(c?) 042 0.6 0.08 020 016 012 023 016 0.13

Table 3: Results for Laplace REG simulation: summary of predictions.

Scenario S1

Scenario S2

Scenario S3

e=0.01 0.1 0.5 0.01 0.1 0.5 0.01 0.1 0.5
RMSE 142.21 14.04 2.83 141.69 14.14 283 141.78 14.09 2.84
5 MAE 100.77  9.95 2.00 100.00 10.00 2.00 100.26 9.96  2.02
z MRAE 69.83  6.85 1.38 12244 1321 236 469.15 4448  9.08
% MAX 746.00 74.27 14.71 773.21 73.52 14.72 765.87 75.50 14.92
S COoVv 095 095 095 095 095 095 095 095 095
LEN 999.15 59.91 11.98 599.15 59.91 11.98 599.15 59.91 11.98
RMSE 8.89 544 203 5438 970 240 85.09 11.15 2.60
o MAE 456 326 143 2625 624 1.66 4749 727 182
§ MRAE 1.60 1.64 084 5.54  2.72 1.10 10.12 421 411
& MAX 112.44 48.00 12.32 511.17 62.82 13.65 654.78 69.80 14.22
= Cov 0.67 094 095 092 094 095 094 094 0.79
LEN 14.89 1525  7.20 12421 31.88 9.16 243.75 39.26 8.31
RMSE 33.22  6.19 206 5993 983 241 87.26 11.19 255
MAE 12.79 348 143 29.03 6.26 1.66 4837 725 1.76
Eé MRAE 9.21 1.82 0.84 953 3.056 1.12 1411 438 2.66
{‘; MAX 544.62 58.89 12.75 604.26 64.75 13.76 685.77 70.74 14.19
COVv 096 096 0.93 093 093 0.92 092 092 0.86
LEN 79.20 16.83  6.55 137.10 28.71  7.82 223.27 34.03 T7.71
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Table 4: Results for Laplace REG simulation: summary of parameter estimates.

Scenario S1

Scenario S2

Scenario S3

e=00l 01 05 00l 01 05 00l 01 05
Bo -1.80 043 049 060 052 052 071 056 0.90
g sd(Bo) 254 019 007 041 016 009 028 021 0.34
< B 019 054 051 151 150 149 243 246 2.26
S sd(B) 112 009 004 017 008 006 014 013 0.21
o2 104 100 101 166 191 195 264 279 2.67
sd(o?) 015 028 0.6 0.65 056 042 112 085 125
Bo 1.26 041 048 099 056 052 087 057 0.68
2 sd(fo) 083 0.9 007 045 016 009 028 0.17 0.29
= A 019 047 051 131 147 149 235 246 2.39
O sd(By) 039 0.09 004 020 008 006 014 011 0.18
o 204 141 107 198 198 198 275 284 2.79
sd(0?) 131 045 018 078 059 043 1.17 0.89 0.99

Table 5: Results for Laplace CAR simulation: summary of predictions.

Scenario S1

Scenario S2

Scenario S3

e=0.01 0.1 0.5 0.01 0.1 0.5 0.01 0.1 0.5
RMSE 140.41 1420 2.81 141.81 1435 2.81 139.57 14.12 281
5 MAE 99.90 10.08 1.99 100.82 10.16 2.00 99.31 10.05  2.00
z  MRAE 44.85 463 094 4746 479 089 8559 9.00 1.65
jé MAX 506.83 53.82 10.51 526.40 54.17 10.14 525.66 52.78 10.14
o CoVv 095 095 095 095 095 095 095 095 095
LEN 599.15 5991 11.98 599.15 59.91 11.98 599.15 59.91 11.98
RMSE 5.29 295 1.37 3737 797 218 73.82 10.66  2.45
o MAE 3.50 202 097 1745 487 151 3925 6.76 1.70
ié MRAE 1.37 064 0.36 1.82 054 0.30 1.05 055 0.35
£ MAX 23.98 13.56  5.58 226.08 35.09 838 350.15 45.15 9.19
= Cov 088 091 094 091 092 0.94 0.90 091 0.90
LEN 1751 822 475 7040 2344 811 193.27 34.75 8.96
RMSE 6.84 363 144 3844 814 219 7266 10.64 241
MAE 4.06 241 1.01 19.27 498 151 39.09 6.74 1.65
% MRAE 1.58 0.80 0.38 235 066 031 1.22 056 031
ch MAX 38.00 17.96  6.09 22492 36.74 854 348.04 45.61  9.12
COov 0.89 086 0.94 0.89 090 0.92 0.88 090 0.90
LEN 20.63 881 477 7597 2204 711 173.29 3044 T7.75
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Table 6: Results for Laplace CAR simulation: summary of parameter estimates.

Scenario S1

Scenario S2

Scenario S3

e=001 01 05 001 01 05 00l 01 05
Bo 330 -0.79 045 -0.56 0.46 053 0.66 057 0.59
¢ sd(Bo) 1.04 157 025 170 041 031 0.63 045 0.47
< B 134 036 051 148 151 150 244 246 240
5 sd(B) 070 058 0.10 084 0.16 009 024 014 0.11
o2 1.00 100 1.00 1.04 1.38 160 1.66 2.02 221
sd(c?) 0.02 005 015 008 023 019 025 026 027
Bo 322 -1.09 046 -0.36 0.56 055 0.76 0.66 0.51
z  sd(Bo) 120 1.97 028 203 046 030 063 044 0.38
g b 130 029 050 147 147 149 241 245 245
O sd(p) 0.77 0.80 011 089 019 009 025 0.15 0.10
o2 1.01 111 111 112 150 1.67 172 2.06 2.22
sd(c?) 011 021 020 017 027 021 029 026 0.24

Table 7: Results for DG IID simulation: summary of predictions.

Scenario S1

Scenario S2

Scenario S3

e=0.01 0.1 0.5 0.01 0.1 0.5 0.01 0.1 0.5

RMSE 100.07 10.02 2.00 100.07 10.02 2.00 100.07 10.02 2.00

5 MAE 79.82 799 157 7982 799 1.57 79.82 7.99 1.57
z MRAE 4875 4.80 095 29.68 288 0.57 18.07 1.72 0.34
é MAX 34797 34.14 6.84 34797 34.14 6.84 34797 34.14 6.84
o Cov 0.95 095 0.93 0.95 095 0.93 0.95 0.95 0.92
LEN 392.00 40.00 8.00 392.00 40.00 8.00 392.00 40.00 8.00
RMSE 883 420 155 31.01 725 1.82 56.39 8.57 1.92
MAE 682 282 119 1784 536 144 37.07 6.59 1.51

w MRAE 489 1.51 0.66 5.67 1.67 0.48 6.48  1.22 0.31
A MAX 88.58 27.82 6.36 285.26 31.46 6.69 317.77 32.90 6.77
COVv 1.00 098 0.98 0.97 097 0.97 0.97  0.96 0.97
LEN 51.04 14.02 5.51  95.75 25.14 6.67 176.70 31.34 7.34
RMSE 7.06 450 159 3516 743 184 59.15 8.65  14.58
MAE 4.08 279 123 16.08 552 146 37.80 6.72 3.48

§ MRAE 0.86 1.33 0.72 273 180 0.54 6.28  1.37 0.36
(‘E MAX 70.57 32.64 6.64 347.85 3299 6.74 34498 33.44 350.86
Ccov 039 0.95 0.97 0.89 0.97 0.98 0.96  0.97 0.96
LEN 3.32 1331 6.57 5998 29.19 8.40 193.68 37.84 9.80
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Table 8: Results for DG IID simulation: summary of parameter estimates.

Scenario S1

Scenario S2

Scenario S3

e=001 01 05 001 01 05 001 01 05

I 1.45 0.93 099 2.03 1.99 2.00 292 3.00 3.00

sd(p) 0.21 0.11 0.04 0.19 0.08 0.05 0.15 0.07 0.05

o? 1.60 1.15 1.04 2.03 207 2.01 320 3.05 2.99

sd(o?) 0.15 0.13 0.08 0.27 0.19 0.12 0.33 0.20 0.17

o M -5.04 0.79 0.99 0.24 1.98 200 277 3.01 298

= sd(u) 244 0.16 0.05 1.80 0.09 0.05 0.22 0.07 0.10

O g2 511 1.05 0.97 3.68 2.00 196 3.29 299 3.05

sd(o?) 1.71 0.19 0.08 221 0.20 0.12 047 0.21 0.39

Table 9: Results for DG REG simulation: summary of predictions.

Scenario S1 Scenario S2 Scenario S3
e=0.01 0.1 0.5 0.01 0.1 0.5 0.01 0.1 0.5
RMSE 99.84 999 199 9984 999 199 99.84 9.99 1.99
. MAE 79.58 7.98 1.56 79.58 7.98 1.56 79.58 7.98 1.56
> MRAE 59.82 5.5 1.08 96.42 9.69 1.82 403.25 41.19 6.94
% MAX 341.50 34.04 6.81 341.50 34.04 6.81 341.50 34.04 6.81
o Ccov 095 0.95 0.93 095 0.95 0.93 095 0.95 0.93
LEN 392.00 40.00 8.00 392.00 40.00 8.00 392.00 40.00 8.00
RMSE 9.56 436 153 4044 7.16 1.73 60.88 8.06 1.78
MAE 6.91 287 116 21.76 5.03 1.32 3735 580 1.34
vy MRAE 515 1.51 0.67 495 197 0.68 7.05 228 0.75
A MAX 100.32 27.87 6.44 286.64 32.05 6.70 317.51 32.59 6.81
Cov 1.00 098 0.98 097  0.97 0.98 0.97  0.97 0.98
LEN 51.23 14.12 5.34 110.22 24.03 6.28 182.53 27.87 6.55
RMSE 8.74 437 153 40.53 T7.16 1.74 60.92 813 1.83
MAE 4.46 2.84 116 2149 504 1.32 3738 589 140
§ MRAE 1.27  1.45 0.68 482 221 0.85 8.63 4.79 2.42
(36 MAX 104.61 27.98 6.44 28746 32.05 6.70 318.19 32.77 6.93
Cov 0.63 0.96 0.95 0.95 0.95 0.95 0.95 0.93 0.86
LEN 12.72 1424 5.58 107.69 24.17 6.42 182.31 27.74 6.14
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Table 10: Results for DG REG simulation: summary of parameter estimates.

Scenario S1

Scenario S2

Scenario S3

e=001 01 05 001 01 05 001 01 05
Bo 121 047 048 054 050 049 050 0.50 0.49
sd(Bo) 027 013 006 014 010 007 011 009 0.08

2 B 0.19 049 051 147 150 150 250 250 251
sd(fy) 015 0.07 0.04 007 005 005 005 006 0.05
o2 162 1.10 1.04 209 202 202 3.03 3.00 3.00
sd(0?) 0.15 0.10 0.06 022 014 0.12 020 0.17 0.16
Bo 363 034 047 027 049 048 046 057 0.68

2 sd(fo) 245 021 007 049 016 009 027 027 0.32

= A 20.06 0.52 051 1.57 1.50 151 252 246 2.39

O sd(B) 096 0.09 004 019 009 006 013 016 0.19
o2 418 120 1.05 222 203 202 305 3.00 2.99
sd(0?) 148 0.6 0.07 037 0.18 013 025 0.19 0.55

Table 11: Results for DG CAR simulation: summary of predictions.

Scenario S1

Scenario S2

Scenario S3

e=0.01 0.1 0.5 0.01 0.1 0.5 0.01 0.1 0.5

RMSE 99.48 9.92 199 9948 992 199 9948 9.92 1.99

5 MAE 79.43 794 156 7943 794 156 7943 794 1.56
z MRAE 3544 3,57 072 3461 361 076 63.52 6.95 1.56
,% MAX 270.89 26.78 5.44 270.89 26.78 544 270.89 26.78 5.44
o Cov 095 095 0.93 095 095 0.93 0.95 095 0.93
LEN 392.00 40.00 8.00 392.00 40.00 8.00 392.00 40.00 8.00
RMSE 781 252 116 30.13 6.03 1.63 5542 747 1.74
MAE 6.12 170 0.8 1510 4.00 120 31.09 520 1.29
vy MRAE 3.21  0.60 0.30 1.62 0.46 0.22 0.77 0.38 0.18
A MAX 31.75 11.40 3.96 168.06 2231 4.96 224.16 24.79 5.17
COVv 1.00 0.99 0.99 0.99 097 0.98 097 097 0.98
LEN 46.28 10.69 4.37 85.84 20.26 5.90 155.70 25.69 6.37
RMSE 5.06 278 117 31.13 6.06 1.63 5576 7.50 1.75
MAE 334 190 0.8 15.06 4.02 121 3156 524 131

S§ MRAE 1.10  0.55 0.30 1.21 047 0.25 097 045 0.27
(‘g MAX 24.08 12.04 3.98 17299 2243 4.96 22447 2486 5.21
Cov 0.85 0.94 0.97 097 0.96 0.95 096 0.95 094
LEN 1486  9.98 4.61 79.84 2043 6.02 157.29 25.80 6.39
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Table 12: Results for DG CAR simulation: summary of parameter estimates.

Scenario S1 Scenario S2 Scenario S3

e=0.01 0.1 05 001 01 05 001 01 05

Bo 1.28 048 044 085 0.53 0.47 0.55 0.52 047
sd(Bo) 0.49 031 0.20 0.37 0.29 027 0.33 0.32 0.33

8 51 0.05 036 050 1.28 149 151 248 250 2.51
sd(B1) 0.27 0.20 0.08 0.22 0.10 0.08 0.11 0.10 0.10

o? 5.03 3.17 1.66 3.80 246 2.20 3.50 3.26 3.10
sd(o?) 1.32  0.74 031 1.08 058 0.39 0.76 0.66 0.52

Bo -3.85 -0.94 0.37 -0.75 0.39 046 0.34 0.44 0.46

@ sd(Bo) 0.79 138 0.27 131 041 029 068 043 042
= A -1.45 055 053 169 155 152 257 251 245
O sd(p) 0.56 0.55 0.09 0.63 0.15 0.09 026 0.15 0.11
o? 7.85 469 1.77 474 256 223 3.60 3.29 3.10
sd(o?) 1.85 1.62 035 152 0.61 0.40 0.84 0.70 0.54

Table 13: Laplace simulation results: mean of STAN run times per simulation (minutes) over 100 simulated
datasets.

Scenario S1 Scenario S2 Scenario S3
e=0.01 0.1 0.5 0.01 0.1 0.5 0.01 0.1 0.5
a Lap 0.64 1.01 4.05 1.41 3.57 4.06 2.32 3.37 5.59
= Gauss 0.39 0.17 0.14 0.27 0.17 0.22 0.24 0.26 0.33
8 Lap 0.76 1.77 284 2.95 4.72 6.33 7.19 32.40 49.62
~~ Gauss 0.30 0.19 0.18 0.28 0.33 0.44 0.52 1.94 3.67
g Lap 1.14 1.80 1.48 4.75 19.86 83.33 87.25 139.65 146.71
o Gauss 0.82 1.14 0.59 1.61 2.61 7.16 7.89 16.93 17.82

Table 14: DG simulation results: mean of sampler run times per simulation (minutes) over 100 simulated
datasets.

Scenario S1 Scenario S2 Scenario S3
e =0.01 0.1 0.5 0.01 0.1 0.5 0.01 0.1 0.5
A DG 14.19 12.09 11.61 13.94 1195 13.563 13.72 15.11 11.75
= Gauss 0.53 0.25 0.23 0.40 0.28 0.38 0.36 1.41 30.52
8 DG 18.01 16.19 1839 17.59 15.92 16.63 17.36 16.58 16.05
~ Gauss 0.37 0.16 0.19 0.24 0.29 0.48 0.58 2.23 3.28
i DG 1.63 1.34 1.23 1.57 1.35 1.23 1.61 1.28 1.19
o Gauss 0.94 1.10 0.66 1.87 3.69 9.03 8.99 16.72 12.78

32



Table 15: Laplace empirical simulation results: mean of STAN run times per simulation (minutes) over 100
simulated datasets.

Cherokee Choctaw Sioux
e=0.01 0.10 0.50 0.01 0.10 0.50 0.01 0.10 0.50
A Lap 0.21 0.23 097 0.18 0.15 034 0.10 0.21 0.17
= Gauss 0.03 0.05 0.10 0.02 0.03 0.05 0.05 0.02 0.02
% Lap 0.15 0.12 0.43 0.13 0.08 0.18 0.06 0.04 0.05
= Gauss 0.14  0.06 0.07 0.12 0.05 0.05 0.07 0.03 0.02

ICAR Gauss 13.69 63.72 535.93

Table 16: DG empirical simulation results: mean of sampler run times per simulation (minutes) over 100
simulated datasets.

Scenario 1 Scenario 2 Scenario 3

e=20.01 0.10 0.50 0.01 0.10 0.50 0.01 0.10 0.50
n DG 9.96 8.26 8.44 9.73 8.42 8.25 9.91 8.52 8.34
= Gauss 1.06 2.40 3.40 0.67 1.49 2.77 0.33 0.61 0.99
O DG 11.40 9.96 8.03 11.74 9.91 8.18 11.42 9.38 8.10
Qmj Gauss 855 15.11 16.76 2.70 7.06 15.43 1.15 1.68 4.32
g DG 13.08 11.45 9.74 15.74 13.57 9.61 16.30 15.93 9.54
o Gauss 10.74 10.68 10.56 10.39 10.60 10.58 10.43 10.60 10.63
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Table 17: Empirical simulation results: summary of predictions. Due to convergence issues, results for the
Laplace ICAR model are not shown. Furthermore, Gauss ICAR results are shown only for the Cherokee
group because of long runtimes.

Cherokee Choctaw Sioux
e=0.01  0.10 0.50 0.01 0.10 0.50 0.01 0.10 0.50
RMSE  140.78 13.82 2.83  138.55 14.06 2.75  142.74 13.96 2.77
< MAE 101.02 9.92 2.00 98.99 10.05 1.96  101.58 9.94 1.97
> MRAE 3.09 0.30 0.06 1.62 0.16 0.03 23.67 2.33 0.47
% MAX 490.57 47.55 10.09  490.22 48.65 9.37 51241 49.02 9.86
S Cov 0.95 0.95 0.95 0.95 0.95 0.95 0.95 0.95 0.95
LEN 599.15 59.91 11.98  599.15 59.91 11.98  599.15 59.91 11.98
RMSE  120.18 13.45 2.81  119.23 13.52 2.73 34.14 9.61 2.44
~ MAE 85.48 9.69 1.99 85.82 9.64 1.95 16.43 6.73 1.75
= MRAE 2.14 0.30 0.06 1.23 0.14 0.03 1.65 1.16 0.31
& MAX 434.28 46.97 10.04  420.74 47.08 9.35  198.34 37.89 8.97
N e(0)Y 0.95 0.96 0.97 0.95 0.95 0.97 0.84 0.98 0.98
LEN 459.48 58.29 12.81  458.90 58.02 12.87 58.03 31.89 10.45
RMSE  120.91 13.45 2.81  119.68 13.53 2.73 45.68 9.82 2.44
A MAE 85.86 9.68 1.99 85.92 9.64 1.95 20.13 6.77 1.73
—~ MRAE 2.10 0.29 0.05 1.22 0.14 0.03 2.64 1.16 0.31
= MAX 438.15 47.08 10.06  425.97 47.17 9.35 277.91 40.19 9.06
G COV 0.93 0.93 0.95 0.93 0.92 0.95 0.86 0.96 0.96
LEN 393.83 48.24 10.71  391.41 48.08 10.77 74.42 29.57 8.91
RMSE 80.17 13.41 3.49 71.35 12.32 2.86 26.51 6.25 2.41
w MAE 51.63 9.80 2.35 45.48 9.03 2.08 11.95 4.04 1.78
= MRAE 0.28 0.22 0.12 0.21 0.10 0.03 0.84 0.47 0.30
~ MAX 323.93 44.89 13.88  286.85 42.11 9.27  156.99 27.61 8.15
S cov 0.81 0.89 0.94 0.82 0.90 0.97 0.94 0.88 0.93
LEN 224.36 48.71 12.94  189.58 46.63 12.55 52.09 17.01 8.50
RMSE 81.22 13.11 2.89 72.96 12.29 2.74 47.66 6.73 2.33
% MAE 51.96 9.59 2.08 46.59 8.99 1.99 19.54 4.26 1.71
~ MRAE 0.29 0.22 0.09 0.22 0.10 0.03 1.73 0.52 0.29
Z MAX 332.93 45.12 10.00  294.56 42.57 9.18  301.35 30.37 8.35
& cov 0.81 0.87 0.93 0.84 0.88 0.95 0.48 0.94 0.98
LEN 210.36 41.63 10.50  193.61 40.40 10.43 35.07 18.64 7.81
RMSE 85.37 9.64 2.61 — — — — —
£ MAE 54.03 636  1.93 — — — — —
© MRAE 0.35 0.42 0.21 — — — — —
z  MAX 358.25 60.21 12.50 — — — — —
g oov 0.92 0.84 0.93 — — — — —
LEN 257.70 25.16 11.22 — — — — —
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Table 18: Empirical (DG) simulation results: summary of predictions.

Cherokee Choctaw Sioux
e =0.01 0.10 0.50 0.01 0.10 0.50 0.01 0.10 0.50
RMSE 99.94 9.99 1.99 99.94 9.99 1.99 99.94 9.99 1.99
T MAE 79.75 7.96 1.55 79.75 7.96 1.55 79.75 7.96 1.55
z MRAE 10.05 1.00 0.20 20.92 2.08 0.41 36.27 3.61 0.70
% MAX 337.49 33.25 6.63  337.49 33.25 6.63  337.49 33.25 6.63
S CoVv 0.95 0.95 0.92 0.95 0.95 0.92 0.95 0.95 0.92
LEN 392.00 40.00 8.00  392.00 40.00 8.00  392.00 40.00 8.00
RMSE 59.04 8.66 1.93 51.92 7.72 1.87 31.34 6.22 1.76
A MAE 40.98 6.69 1.54 36.08 5.91 1.52 20.04 4.86 1.46
= MRAE 4.25 0.67 0.17 6.44 1.01 0.26 6.54 1.53 0.41
U MAX 299.37 31.83 6.55 298.18 30.84 6.46  288.98 29.48 6.20
B cov 0.93 0.93 0.94 0.84 0.83 0.84 0.69 0.69 0.69
LEN 197.44 31.64 7.30 168.47 26.67 6.41 91.72 19.60 5.15
RMSE 58.86 8.66 1.92 50.06 7.60 1.83 29.28 5.84 1.62
a MAE 38.01 6.62 1.52 29.49 5.54 1.44 12.92 3.91 1.24
— MRAE 3.11 0.60 0.15 3.92 0.74 0.22 2.86 0.87 0.33
% MAX 306.48 32.10 6.57  307.47 31.40 6.51 281.42 30.35 6.33
o COV 0.93 0.92 0.91 0.83 0.82 0.82 0.69 0.68 0.67
LEN 187.26 31.67 7.36 152.34 26.08 6.70 74.37 18.27 5.52
RMSE 34.67 7.37 1.92 27.41 6.06 1.90 18.07 4.51 1.66
o MAE 17.87 5.36 1.52 12.21 4.31 1.53 9.45 3.04 1.37
éﬂj MRAE 0.61 0.39 0.17 0.77 0.51 0.26 2.35 0.76 0.37
w MAX 245.90 41.32 6.58 226.19 27.97 6.65 189.37 32.60 6.27
A COoV 0.90 0.86 0.92 0.77 0.68 0.82 0.60 0.62 0.68
LEN 102.92 23.76 6.80 68.20 15.92 5.87 43.89 10.47 4.48
RMSE 34.95 7.43 1.92 28.86 6.06 1.87 16.23 4.43 1.56
% MAE 17.61 5.34 1.52 12.45 4.30 1.50 5.81 2.76 1.20
~ MRAE 0.46 0.37 0.17 0.60 0.51 0.25 0.67 0.59 0.31
2 MAX 246.62 48.08 6.60 231.78 28.16 6.63 175.54 32.27 6.29
8 Ccov 0.89 0.83 0.88 0.78 0.69 0.79 0.65 0.65 0.67
LEN 98.95 23.49 6.81 70.33 17.10 6.05 31.58 11.69 4.88
RMSE 30.61 7.50 1.94 23.99 6.60 1.93 8.99 5.94 1.71
~ MAE 15.66 5.46 1.54 10.29 4.60 1.56 4.21 3.46 1.39
S MRAE 0.55 0.41 0.18 0.55 0.51 0.27 0.77 0.73 0.38
o MAX 228.87 41.60 6.56 222.10 29.95 6.86 95.55 42.40 6.42
A COoV 0.80 0.80 0.91 0.40 0.50 0.80 0.23 0.26 0.67
LEN 75.80 21.63 6.69 29.02 11.70 5.68 5.32 3.60 4.29
RMSE 31.42 7.47 1.93 25.46 6.17 1.90 14.45 4.46 1.59
Ecd MAE 16.00 5.43 1.53 11.20 4.40 1.51 6.16 2.85 1.24
O MRAE 0.50 0.40 0.17 0.65 0.53 0.26 1.18 0.63 0.32
%’ MAX 232.03 41.54 6.57  218.80 28.20 6.87 165.86 31.98 6.31
{g Cov 0.82 0.79 0.87 0.70 0.60 0.77 0.67 0.61 0.66
LEN 80.58 22.04 6.73 57.23 14.99 5.87 34.35 10.50 4.74
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