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Privacy and Confidentiality Research

• Led by Jennifer Hunter Childs
• Primary research area in preparation for 2020
• Quantitative collection vehicles

– Gallup Census Module: Core and rotating questions since 2012
– Opt-in, non-probability panel

• Qualitative data collections
– Focus groups
– Cognitive interviews
– Web probing studies

Presenter
Presentation Notes
The privacy and confidentiality research team is led by Jennifer Childs and was one of the primary research areas in preparation for the 2020 census. Briefly there were both quantative and qualitative data collection vehicles. I’m going to concentrate today on our qualitative data collections that include focus groups, cognitive interviews and web probing studies.



Qualitative P&C Research
Year Name of Study N Type of Study
2012 Federal Statistical System Public Opinion 

Survey Focus Groups
45 Focus groups

2014 P&C Census Test Focus Groups 39 Focus groups

2015 P&C Census Test Focus Groups 52 Focus groups

Respondent Confidentiality Messaging 303 Web probing

40 Cognitive interviews

2016 P&C Census Test Focus Groups 57 Focus groups

SCOPE Confidentiality Pledge Testing 360 Web probing

30 Cognitive interviews

2017 Re-Identification Survey Cognitive Test 28 Cognitive interviews

2018 Privacy Act Cognitive Testing 38 Cognitive interviews



Themes 

• Data security from Snowden to Equifax
• Trust, response, and the socio-political climate
• Expectations of privacy

Presenter
Presentation Notes
There are three themes from this wealth of data that I want to touch on today. The first is about beliefs and expectations of data security. Second is a theme that emerged about trust and the social and political climate and the third theme concerns people’s expectations for privacy.

What the data we have is great for is really getting into depth about the meaning that respondents are bringing with them when they are thinking and talking about these issues.



Data security from Snowden to Equifax

• High profile data breaches are a salient reference point
– “I guess everything is in the cloud now. The facilities aren’t 

necessarily that secure. Kids can hack into DoD computers, NSA 
people leak information. Is there a safe place to store it? I don’t 
know” (Responder, Washington Metro 2014).

• Both government and private sector are vulnerable
– I mean in the last 18 months, how many companies have been 

broken into like digitally?  We would like to hope that the 
government has better security than a normal hacker, but, I mean … 
(18-29 African-American, Savannah 2015)

Presenter
Presentation Notes
One of the questions we asked in our focus groups was “Do you have any concerns about the government collecting data?” In responses to this as well as to other probes respondents are using high profile data breaches as reference points for their concerns about data security. The list of honorable mentions includes Snowden and the NSA leak in 2013, Target, Home Depot, IRS records, OPM 1 and 2, Turbo Tax, the University of Maryland, and most recently Equifax in 2017. These types of incidents are salient and top of mind for people and they came up again and again. Snowden and the NSA leak probably had the most longevity. Unfortunately, or maybe fortunately, we wrapped data collection on the latest study before the Facebook data breach hit the news. But it seems clear that these types of high profile breaches are a significant part of the grid of intelligibility that people draw on for perceptions of data security.

Respondents do distinguish between private companies and the government. Generally people seem to believe that the government wont sell their data to a third party, where a private company might. However, it is clear that people don’t think that their data is really safe anywhere. “I mean, every … I mean, in the last 18 months, how many companies have been broken into like digitally?  we would like to hope that the government has better security than a normal hacker, but, I mean … (young black savannah). There is a perception that nothing is actually safe and that all data is vulnerable. Is there a safe place to store it?





Data security from Snowden to Equifax

• Shift from selective online behavior to active protection
– Selective Behavior: “I still do all my bills by mail. I know the bank and I 

know the credit union is truly upset with me, but I can’t do the online 
thing.  I actually cancelled it. I had bill payer online. I said it was just too 
much” (50+ African-American, Savannah 2015).  

• Active protection 
– “I guess, the more that they have, the more they could get. Someone 

could get a credit card with that information but with credit monitoring 
and such I would be able to catch it and do something about it” (Re-
Identification, 2017).

– “I have LifeLock. If anybody even looks at my birthday, I will get a 
notification” (Non-Hispanic White, Houston 2016).  

Presenter
Presentation Notes
One difference that I noticed over time was a shift in how respondents talk about their expectations for data security. In general no one likes putting their social security number online, and that has not changed. However in the earlier groups people would mention being careful about clicking on certain links, or in some instances preferring to do things in person, on paper, or over the phone. This is what I refer to as selective online behavior. For example, one older woman from one of the Savannah groups described moving all of her banking offline: quote. 

In the later collections, this idea that you might be able to avoid some types of fraud or theft by being careful online has shifted towards the idea that you have to protect yourself. People now mention actively protecting themselves with credit monitoring programs, Lifelock is an example that comes up a few times. Another respondent mentioned that she does nothing online anymore because she cannot afford the protection that she was told is necessary. Other respondents mentioned that they knew they were not doing enough to protect themselves. 

The emphasis on protection rather than avoidance signals the perception that there is a sense of the inevitability of a data breach or of being hacked. It seems to be a matter of when your information will get hacked or stolen and not whether it will. For many people of the people we talked to, it is about when it will happen again. 

We see these themes reflected in people’s reactions to our messages during testing. Respondents don’t think it’s reasonable for the Census Bureau to promise “never” to release your data. Messages that say the Census Bureau will never share your information, or will never release your data are generally seen as not being completely truthful since it seems unlikely to respondents that we can guarantee data security.




Data security from Snowden to Equifax

• “The Wrong Hands” are usually hackers and phishers
– Respondents mainly afraid of identity theft, financial loss
– Safety of children, financial future 
– Russians, North Koreans, and Nigerian Princes

• Other examples:
– Stalkers, bill collectors, marketers
– Age or race-based discrimination, medical discrimination

Presenter
Presentation Notes
Often when people are talking about issues of data security they use ambiguous terms like I don’t want my data to fall into the “wrong hands.” When you press people to tell you more about what they are afraid of or whose hands are the wrong hands they usually say “hackers.” People also mention phishing schemes. Fears coalesce around identity theft and financial loss. People are worried about someone opening up a mortgage or a credit card in their name. they are also worried about the safety of their kids and their financial futures. Once in a while someone will mention that the wrong hands includes foreign governments trying to get information. Russians, North Korean and Nigerian Princes are on the list of usual suspects.

Other examples of harm from data security failures are stalkers, bill collectors, and marketers. Although respondents disagree on whether marketers are really problematic. One woman said she didn’t mind if marketers got her address to send her a Gymboree coupon. However, this same respondent said that she was concerned about racial discrimination at the community level. She gave the example of taxes being raised based on the makeup of her neighborhood. Another example that comes up from time to time is discrimination by insurance companies if medical information were to be released.



Trust and the socio-political climate

• Respondents tie political and policy events to levels of trust
– “Unfortunately it’s a trust issue and the way things are going today there is 

less and less trust. There should have never been a sequester last year but 
there was one and we’re not comfortable with what the officials are doing 
in our country necessarily. I don’t speak for everyone but I know a lot of 
people were disgruntled, feeling like they don’t even know what people 
want. Distrust is a factor in trying to get information from people” 
(Responder, Washington Metro 2014)

– Mentions of the Patriot Act in 2014 focus groups; fear that rules will 
change

Presenter
Presentation Notes
The next theme is the relationship that respondents draw between trust, response and social and political climates. Throughout the data, respondents explicitly tie political and policy events to levels of trust and decisions about response. This quote is from the 2014 focus groups. This respondent ties response to distrust and political events. In two of the 2014 Focus groups respondents brought up the Patriot Act and referenced the idea that rules and laws, presumably those that govern privacy, can change. In one group, a respondent specifically mentioned that Congress could change Title 13 protections.

 We know from literature as well as from our quantitative data collections that trust in government is an important issue and that larger political and economic environments can have an effect on response rates. In this data we see respondents making those connections explicitly.





Trust and the socio-political climate

• Perceptions that some groups are safer than others
– America has always been a country of immigrants, a melting pot of races 

and all that. But today that's all being threatened. I don't think anybody is 
safe. Everybody is like, what do you want that [information] for. Right now, 
I don't trust anybody (PACT, 2018).

– In the current political climate, I do [have concerns about government data 
collection]. It's not going to stop me from answering censuses. I also get 
that I'm in a pretty safe demographic. If I were of a different socio-
economic class, that could be different (PACT, 2018).

– Due to the politics of this country, I doubt we would be targeted. I'm a 
white woman in a house of white men. I'm secular. I cant imagine any kind 
of ethnic or religious targeting. So then I thought about wealth and 
robbery (Re-Identification, 2017).

Presenter
Presentation Notes
The quotes here show a similar connecting of trust to response. But in these more recent interviews respondents have expressed a nuanced awareness that levels of trust and their effect on response might not be evenly spread across different groups. There is a perception that some groups are safer than others, that some groups have more to fear than others. And that some groups have much less to fear. 

The first two quotes here are from the most recent Privacy Act project. These respondents are answering a question about concerns about government data collection generally. The third quote is a woman answering a probe about her thoughts as she was answering a survey question on concerns about particular data items.



Trust and the socio-political climate

• Local politics and social issues also affect trust
– You know, you’re telling us that we’re doing census to keep counting, and 

we going to save money and want to help. But then you have stuff like the 
2010 when we was out speaking and telling people we promise. And you 
know, if you take the census, maybe good things may happen. We won’t 
promise anything, but we’re talking about, you know, like we said grocery 
stores and parks in the areas, and then you’re living in your city and you 
see stuff only get paid for like trees getting cut down on Victory so Victory 
can live a little better. That don’t help the community. You know, so it’s like 
what did we take the census for? Like now you’re telling us you want to 
save money. For what reason? Like we’re never going to see it (18-29, AA, 
Savannah 2015).

Presenter
Presentation Notes
Local politics and social issues are also part of people’s narratives of trust and response. This lengthy quote is from a young man in one of the Savannah groups after the 2015 census test in that area. This was after an exchange about a grocery store in a low income area that ended up closing shortly after it opened. This respondent along with others in the group expressed their distrust in the promises that were made after helping out in the 2010 census. The group was discussing the advertisements that said the census test would help save money, but they questioned whether they would ever see that savings and how it affects their motivation to respond.

In message testing we see this reflected in different ways. In the 2015 respondent messaging work, we tested a message about how census data is used to benefit the public good. In both modes the response was clear that the definition of public good was depends on who is doing the defining. As in the above example, in 2010 the respondent trusted that taking part in the census would lead to public good in an area that needed help. But the group agreed that they did not see that benefit that was promised and it made him question the benefit of responding in 2020. 

With what's going on right now - things that we had taken as safe truths being overturned... to be honest, I could see executive orders being given that would attempt to get this information. I think that's an extreme thing. I don't think it's necessarily going to happen and I'd like to think that the Census Bureau would fight that (PACT Round 2).





Expectations of Privacy
• Low expectations of privacy and resignation to it

– Well, like, the government can access any information they'd like.  So, I'm saying, 
you know, without, whether I allow them to or not.  So, you know (Houston, 
English, 2016).

– All they're going to find out is I really like cherries a lot and, you know, I shop a 
lot. I'm a shop-a-holic and they know what I buy, and they know what I eat. And 
it doesn't bother me. Everything. It doesn't matter. They know exactly ... you 
know, if they want to know, they know. You're going to go to a hospital, they can 
get your records. They could read about it. Anything medically or whatever 
you're doing, a reprimand at work, they'll know about it. So it doesn't matter. You 
know, you've got to accept. That's the society we live in and it's been that way 
since I was born. I've been here all my life, and, you know, it's just something that 
I've accepted. But it doesn't really bother me (Non-Hispanic, Los Angeles 2016).

Presenter
Presentation Notes
The last theme concerns expectations of privacy. Overwhelmingly respondents expressed opinions that they have low expectations of privacy. They think that the government already has access to any data that they want despite what their wishes are. There is a sense of resignation to this perception. The longer quote on the screen is a respondent who is says he is fine with the lack of privacy that he has come to accept.


All they're going to find out is I really like cherries a lot and, you know, I shop a lot.  I'm a shop-a-holic and they know what I buy, and they know what I eat.  And it doesn't bother me. Everything.  It doesn't matter.  They know exactly ... you know, if they want to know, they know.  You're going to go to a hospital, they can get your records.  They could read about it.  Anything medically or whatever you're doing, a reprimand at work, they'll know about it.  So it doesn't matter. You know, you've got to accept.  That's the society we live in and it's been that way since I was born.  I've been here all my life, and, you know, it's just something that I've accepted.  But it doesn't really bother me (Los Angeles non-latino).

This particular quote showcases the breadth and depth of information that the respondent says that he is okay with. The repetition of how okay he is with the situation raises my suspicions about whether it really doesn’t bother him. 






Expectations of Privacy

• Perception that the government already knows everything
• People think the government has access to everything that any 

agency collects at any time
– “Big Brother”
– “It goes in their computer memory banks and they can pull up 

anything on you” (African-American, 50+, Savannah, 2015).
– Well, I think once you pay taxes, that’s it. Your information is available 

to any Federal agency that wants it (Maricopa, 50+, White, 2015).

Presenter
Presentation Notes
There is a perception that the government already knows everything. In this arena you get comments about Big Brother and an interesting counter point. Some respondents point out that in other countries the trade off between security and privacy is different and that there is more privacy here than in South Korea for example. But overwhelmingly people think that the government aggregates data, shares it between themselves and that it is readily available. The two quotes at the bottom are in response to questions about what happens to government data after it’s collected and to a series of questions about administrative records. 

In message testing we see this sentiment reflected in suspicions about what is being communicated. People read for loopholes in privacy statements and latch on to words the interpret as ambiguous. 

One respondent read a statement about privacy and said that it might mean she is consenting to the FBI wire tapping. 




Expectations of Privacy

• Perception of age differences in expectations of privacy
– Younger generation has “put themselves out there” and made their 

own information public (Re-Identification, 2017)
• Census data is seen as generally available/googleable

– I don’t think really I do because the questions that they ask me are 
stuff like practically – if someone was good at hacking computers or 
anything, they could probably find that through Facebook, so – and 
like she was saying, those are just questions that don’t necessarily get 
too personal with me as a person (18-29, White, Maricopa 2015). 

– General sense that information is “already out there”

Presenter
Presentation Notes
Respondents expressed a perception that there are age differences in expectations of privacy. In the younger groups there was a lot of talk about their parents and what their parents will and wont do online or other, older people that they know. But the younger generation assumes that their information is not private since they release their information on social media.

A related point, and possible a bright spot for Census is that the information we ask for is often seen as generally available and sometimes this is taken to mean that it’s not sensitive. Respondents describe it as public information available through google or Facebook.



Impacts for 2020 Census

• Response
– Perceptions of data security likely affected by any high profile 

breaches closer to 2020
– Anticipate a highly politicized election year for the 2020 Census

• Reputation of the Census Bureau
– Census data was not seen as particularly sensitive
– Increased need for transparency

Presenter
Presentation Notes
For the 2020 Census the impact that we are concerned about is response. We want everyone counted, once and only once and in the right place. We know that beliefs about data security are drawn from recent high profile events so we perceptions will likely be affected by any breaches closer to 2020. Social and political climates matter and 2020 will also be an election year. We can anticipate that it will be highly politicized. Levels of trust for particular groups will not be distributed evenly.

The second potential impact is the reputation of the census bureau. Many respondents seemed to have positive perceptions of the census bureau. The data we are collecting is or until recently, was, googleable data, a matter of public record. Increased transparency could help to maintain those positive perceptions. 
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