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The Problem

▪ Federal clients focusing on security

▪ Documentation requirements are increasingly enforced

▪ Federal FISMA standards help ensure data collection instruments 
are secure 

▪ Assure the government agency that data collected on their behalf 
remains secure
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The Problem - Continued

▪ Legacy projects are also being examined and required to complete 
the Security Authorization and Authority to Operate (ATO)
process

▪ How to help the transition

▪ RTI Document Repository developed with samples and references
▪ Bill Savage
▪ Keith Wurst

▪ Web resources
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Authority to Operate (ATO) Process

▪ Security Authorization process to receive an Authority to Operate (ATO)

▪ Each client has a different set of templates – all based on National 

Institute of Standards and Technology (NIST) 800-53 and associated 

documents

▪ Process is iterative

▪ Project must complete the client documentation templates

▪ Iterations until client okays the overall package
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Overview

▪ New projects fielded by RTI are requiring more complete documentation 

of the IT system in use

▪ Example: New projects are often accompanied by a zip file of 6 -14 documents 

that may be required

▪ Legacy projects are also now being tagged by federal agency security 

teams 

▪ Example: - Three legacy projects went from a two-page security document to a 

package of templates – one included 15 template docs 
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Overview

▪ Projects now are being required to complete the Security Authorization 

process to receive an Authority to Operate (ATO)

▪ Example: - Three legacy projects in production for 6-10 years were tapped to 

complete the documents and achieve an ATO
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ATO Process – Sample Template Package

• A military client directed our team to the I-Assure website for document 

templates

• In line with the NIST Special Publication 800-53 guidelines for selecting and 

specifying security controls and assessment procedures to verify compliance. 

The documentation offered:

• Consistent, comparable, and repeatable approach to evaluating controls

• Stable, yet flexible documentation format

• Individual traceability 

• Foundation for the development of additional documents
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ATO Process Documents– I-Assure Risk Management 
Framework
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ATO Process – Sample Security Document – Contingency 
Planning
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Authority to Operate (ATO) Process

▪ Once complete documentation package is assembled, it is submitted to 

the client agency security analysts for review

▪ Once review is passed and any questions are addressed, the Chief 

Information Officer or designate will sign the ATO letter

▪ Ultimate Goal - Gives the project the OK to go ahead and open the 

system to the internet for data collection or other functions
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Health and Human Services (HHS) Templates for CDC Projects
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CDC Templates
https://www2a.cdc.gov/cdcup/library/templates/default.htm
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ATO Process – Federal Agency Sample of new process –
contractor as vendor
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ATO Process – Federal Agency Sample of new process
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ATO Process – Federal Agency Sample
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To Assist the ATO Process

▪ RTI developed a repository and website for digitized security 

documentation 

▪ Bill Savage, Keith Wurst, myself

▪ Can be searched through metadata tagging
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RTI Data Security Repository Overview

o Benefits:

▪ A user-friendly tool for guidance, templates, and examples

▪ Contains information on the Authority to Operate (ATO) and Security 

Assessment and Authorization (SA&A) processes

▪ Make available template documents, proposal text, and other artifacts

▪ Help create an Institute-wide awareness of data security and the 

burgeoning federal requirements  
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Landing Page – Data Security Repository
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Browse or Guided Access
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Browse Materials
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Browse results – no input
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Search Results
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Download a template
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IR Plan Template
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Online Resources

o https://i-assure.com/download-category/rmf-templates/.

o HHS – CDC/ Templates

https://www2a.cdc.gov/cdcup/library/templates/default.htm 

https://i-assure.com/download-category/rmf-templates/
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